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FOREWORD 
 

 Department of Atomic Energy has its own dedicated security cadre - 
Departmental Security Personnel ranking from Chief Security Officer to Security 
Officer - constitute a common Centralized Cadre Administered by DAE. A written 
test is conducted by the Department for the eligible ASOs for appointment to the 
grade of Security Officer.  Since, the first written examination conducted in 1997, 
no revision for the syllabus for the written examination was made. Recently, the 
syllabus of Departmental examination for the post of Security Officer has been 
revised and notified by the Department. 
 
 Though the notified OM issued by the Department the Revision of syllabus 
clearly indicated the Reference study material, it was felt necessary to provide a 
booklet commensurate with the Revised Syllabus as an aid for ASOs in 
preparation for written examination for the post of Security Officer. The booklet 
prepared do not claim as the only reading material available for the written 
examination and will benefit the eligible ASOs if read in conjunction with the 
referred documents as per the notified OM for the Revised Syllabus. 
 
 The efforts of the Committee comprising the following Security Officials in 
compiling this booklet are commendable. 
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Shri S.B. Manerkar            SO (Inv. Cell/BARC) 
 
Secretarial support by 
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Shri Rajesh Rawool, Security Guard, BARC 
                                             Sd/- 
October 24, 2019        Vinayak Apte 
    



Department of Atomic Energy      Page 2 of 233 

 

INDEX 
Sr. No. Description Page No. 

 
1. Foreword 1  
2. Index 2 
Paper - I Physical Protection System 3-30 
1.1 PPS General  
1.2 PPS Objectives  
1.3 PPS Conventions & Concepts  
1.4 Risk Based PPS Measures  
1.5 Graded Approach  
1.6 PPS Functions  
1.7 Sustainability of PPS Regime  
Paper – I Physical Protection Systems Measures 31-139 
2.1 Intrusion Detection  
2.2 Assessment, Monitoring & Communication  
2.3 Personnel Access Control  
2.4 Material Access Control  
2.5 Vehicle Access Control  
2.6 Access Delay Elements  
2.7 Response Force Measures & Devices  
2.8 Emergencies & Their Management  
2.9 Security of DAE Residential Township  
Paper - IV Main Topics 140-233 
4.1 Intelligence & Surveillance  
4.2 Enquires & Reports  
4.3 Plant Protection Scheme and Handling of 

Strikes / Lockouts 
 

4.4 Investigation & Panchanama  
4.5 Radiation Detection, Equipment & Nuclear/ 

Radiological Emergency 
 

4.6 Sabotage  
4.7 Espionage  
4.8 Security Procedures  
4.9 Civil Defence  
4.10 Fire  
 
  



Department of Atomic Energy      Page 3 of 233 

 

1 PHYSICAL PROTECTION SYSTEMS (PPS) 
 
1.1 General 
 

A Physical Protection System (PPS) integrates people, procedures and 
equipment for the protection of assets and/or facilities against theft, sabotage, 
and other malevolent human acts. It can be applied to either facilities or 
transportation vehicles. 
 

According to the IAEA (INFCIRC/225/Rev.4), the objectives of the State's 
physical protection system should be: 

(a) To establish conditions which would minimize the possibilities for 
unauthorized removal of nuclear material and/or for sabotage 

(b) To provide information and technical assistance in support of rapid and 
comprehensive measures by the State to locate and recover missing 
nuclear material and to cooperate with safety authorities in minimizing the 
radiological consequences of sabotage. 
 

1.2 PPS objectives 
 

(a) Protection against unauthorised removal/ theft - Protecting against theft 
and other unlawful taking of nuclear material. 

(b) Locating & recovering of missing nuclear/ radioactive material. 
Ensuring the implementation of rapid and comprehensive measures to 
locate and, where appropriate, recover missing or stolen nuclear 
material. 

(c) Protection against sabotage - Protecting nuclear material and nuclear 
facilities against sabotage. 

(d) Mitigation or minimisation of effects of sabotage - Mitigating or 
minimizing the radiological consequences of sabotage. 

 
1.3 PPS Conventions & Concepts 
 
1.3.1 Competent Authority 
 

Under Fundamental Principle D: Competent Authority, the state should 
establish or designate a competent authority responsible for the implementation 
of the legislative and regulatory framework which means that: 

(a) The competent authority should be provided with adequate authority, 
competence and financial and human resources to fulfil its assigned 
responsibilities. 

(b) The state should take steps to ensure an effective interdependence 
between the functions of the state’s competent authority and those of 
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any other body in charge of the promotion or utilisation of nuclear 
energy. 

 
Any official or authority appointed, approved or recognized by the 

Government of India for India for the purpose of the rules promulgated under the 
Atomic Energy Act 1962.  
 

Competent Authority is a Government organisation or institution that has 
been designated by the Central Government of India to carry out one or more 
nuclear security functions.  Competent authority includes regulatory bodies, law 
enforcement, customs and border control, intelligence and security agencies or 
health agencies, etc.    
 
1.3.2 Responsibility of the Facility Owners 
 

The responsibilities for implementing the various elements of physical 
protection within a State should be clearly identified. The State should ensure 
that the prime responsibility for the implementation of physical protection of 
nuclear material or of nuclear facilities rests with the holders of the relevant 
licences or of other authorizing documents (e.g. operators or shippers). 
(FUNDAMENTAL PRINCIPLE E: Responsibility of the Licence Holders) 
 

Primary responsibility for security rests with the “Responsible Person” for 
security who may be a license holder, or a senior management board director, 
operator, or member of staff empowered on their behalf. 
 
1.3.3 Threat definition 
 

The term threat is used to describe a likely cause of harm to people, 
damage to property or harm to the environment by an individual or individuals 
with the motivation, intention and capability to commit a malicious act. 
 

Security threats are categorized into two types: Natural and Manmade. 
 
1.3.3.1 Natural Threats 

 
These are usually the consequence of natural phenomena, though some 

can be induced by human action. Although natural hazards cannot usually be 
prevented, it should be remembered that they will greatly affect security 
operations. 
 

Examples- Floods, Storms, Earthquakes, Winds, Fire, Tsunami, Cyclone, 
etc. 
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1.3.3.2 Man- made Threats  
 

These involve the result of a state of mind, attitude, weakness, or other 
traits of one or more persons with potential to commit malicious act. They include 
acts of commission on the operation or mission of an installation or facility or 
harm to general public. 
 

Examples- Industrial & Military accidents, Surface vehicle impact or 
explosion, Civil Disturbances, sabotage, Espionage, Pilferage, Carelessness and 
use of biological agents, chemicals & toxic materials and nuclear radiation by 
adversaries. 
 

Typically, threats are broken into three broad categories: 
 
1.3.3.2.1 Insiders 

 
An insider is defined as anyone who has authorized, unescorted access to 

facilities or sensitive areas and knowledge of facility operations, procedures and 
security systems at the facility/activities who could perform theft of nuclear 
material or sabotage of nuclear material or nuclear facilities or aid outsiders to do 
so..Insiders can be further divided into three sub-categories: 

(a) Passive - the insider does not actively participate in any operation by 
the adversary but provides information such as target locations and 
security procedures or any other information helpful to adversary in 
achieving his target 

(b) Active nonviolent - the insider actively assists an operation through 
actions such as facilitating the adversary's entrance into the facility or 
disabling alarms along the adversary's path 

(c) Active violent - the insider participates in a violent attack 
 

Insiders have three characteristics that distinguish them from other 
adversaries: 

(a) System knowledge that can be used to their advantage. 
(b) Authorized access to the plant, material or physical protection systems 

without raising suspicions of others. 
(c) Authority over some elements of the PPS, facility, targets, equipment 

and people. 
 

As a result of this knowledge, access, and authority, they may have 
opportunity to commit a malevolent act. This opportunity to possibly circumvent or 
degrade the performance of an element of the PPS makes it necessary to 
conduct an assessment of the system to detect and prevent such an act.  
 

http://nsspi.tamu.edu/25081
http://nsspi.tamu.edu/25081
http://nsspi.tamu.edu/25081
http://nsspi.tamu.edu/25044
http://nsspi.tamu.edu/25081
http://nsspi.tamu.edu/25044
http://nsspi.tamu.edu/25044
http://nsspi.tamu.edu/25081
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While multiple insiders are possible, emphasis is typically placed on 
addressing a single insider, which is the most likely insider threat that exists. 
 
1.3.3.2.2 Outsiders 
 

Outsiders include groups or individuals that could be classified as 
terrorists, criminals, extremists, foreign intelligence personnel, etc. Their 
motivations to attack a facility include but are not limited to the following: 

(a) Ideological: political, religious or philosophical beliefs. Ideological 
outsiders can be terrorist or sub-national groups, activists (animal 
rights, environmental) 

(b) Economic: financial gain, such as an individual or group intending to 
steal material and sell it to a third party 

(c) Personal: the situations of specific individuals, such as an employee 
with a grievance against another employee or recreational hacking 

  
1.3.3.2.3 Outsiders Working in Collusion with Insiders 
 

The third category involves the combination of the first two where an 
insider assists a group of outsiders. 
 

Information about the spectrum of potential adversaries can be 
ascertained through a variety of sources, including national or local intelligence, 
law enforcement, news reports, and government directives. The type of 
information needed includes, but is not limited to, a group's motivation, size, 
capabilities, financial resources, technical skills, weapons, equipment, and 
tactics. Once this information has been collected, it is organized and condensed 
into a representative set of attributes and characteristics for adversaries. This 
process is completed by the competent authority, which is the entity with the legal 
or invested responsibility of ensuring that facilities are sufficiently protected 
against potential adversaries. 
 
1.3.4 Capability of Adversary 
 

The capabilities of adversaries are determined by their composition, 
including their numbers, grouping, their possible collusion with insiders and their 
organisation; as well as their abilities and assets, including tactics, weapons, 
explosives, tools, transportation, level of access and skills. The relevant attributes 
and characteristics of potential adversaries describe their motivation, intention 
and capability to commit a malicious act. Motivation could be economic, political 
or ideological. Intentions may include unauthorised possession of material, 
radiological sabotage and public embarrassment. 
 

http://nsspi.tamu.edu/25081
http://nsspi.tamu.edu/25081
http://nsspi.tamu.edu/25081
http://nsspi.tamu.edu/25084
http://nsspi.tamu.edu/25084
http://nsspi.tamu.edu/25084
http://nsspi.tamu.edu/25084
http://nsspi.tamu.edu/25081
http://nsspi.tamu.edu/25081
http://nsspi.tamu.edu/25084
http://nsspi.tamu.edu/25044
http://nsspi.tamu.edu/25044
http://nsspi.tamu.edu/25044
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Capabilities for the adversary include his knowledge of the PPS, his level 
of motivation, type of transport, tools and weapon used for attack, any skills that 
would be useful in the attack, the speed with which the attack is carried out, and 
his ability to carry tools and weapons. Since it is not generally possible to test and 
evaluate all possible capabilities of an unknown adversary, the designer and 
analyst must make assumptions. 
 
1.3.5 Adversary Tactics 
 

Adversaries can be separated into three classes: outsiders, insiders, and 
outsiders in collusion with insiders. For each class of adversary, PPS designer 
should consider the full range of adversary tactics which can be combination of 
following 

(a) Deceit is the covert attempt to defeat a physical protection system by 
using false identification. 

(b) Force is the overt attempt to defeat a physical protection system by 
physical force. 

(c) Stealth is the covert attempt to defeat a physical protection system by 
technically defeating the detection system. 

 
1.3.6 Insider Threats – Personnel reliability program 
 

The insider is considered to be one of the greatest threats that a 
safeguards and security system will encounter because the insider has special 
knowledge, access, and authority. Therefore, it is imperative that effective meas-
ures be taken to prevent incidents involving insider. A combination of measures 
offers the best solution to mitigating the insider threat. These include an 
employee screening process, security awareness education, physical protection 
devices and policies and procedures ensuring appropriate handling and controls 
of potential target materials. 
 

Personal reliability programme has been established to counter/ mitigate 
insider threat. It is a continuous evaluation programme for individuals who: 

• have direct access to, protect, and transport Category - I quantities  
           of SNM; 
• perform duties as reactor operators; or 
• may cause an unacceptable risk to national security. 

 
Continuous evaluation is accomplished through initial assessment at the 

time of recruitment through C&A (character and antecedents) verifications. 
Recurring assessments for personnel should be done periodically through re-
verification by central agencies. Positive vetting of personnel is done through 
central agencies before their appointment in key positions. 
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An employee evaluation process that can include medical & psychological 

evaluation, drug & alcohol test, supervisory report, self-reporting, and security 
reviews. Recurring assessment also consist supervisory reviews, medical 
assessments, management evaluation, and security determinations.  It also 
includes training for supervisors in how to recognize aberrant behaviour.  
Aberrant behaviour is defined as behaviour that deviates from normal or typical 
behaviour that is expected from an individual or behaviour that is contrary to 
socially accepted behaviour. All supervisors are trained to observe aberrant 
behaviour and at any indication following action must be taken: 

(a) Suspicion of excessive alcohol or substance abuse on or off the job 
(b) Psychological or physical disorders that impair performance of 

assigned duties 
(c) Significant behavioural changes, moodiness, depression, or other 

evidence of loss of emotional control (i.e., crying bouts, uncontrollable 
anger) 

(d) Inability to deal with stress or the appearance of being under stress 
(e) Hostility or aggression toward fellow workers or authority 
(f) Evidence of a pattern of poor decision making or irresponsibility 
(g) Failure to follow direct orders or a violation of safety, security, or work 

procedures. 
 
1.3.7 Nuclear Security Culture 
 

Nuclear Security Culture is the assembly of characteristics, principles, 
attitudes and behaviours of individuals, organizations and institutions which 
serves as a means to support and enhance nuclear security 
 

“All organizations involved in implementing physical protection should give 
due priority to the security culture, to its development and maintenance 
necessary to ensure its effective implementation in the entire organization. 
(FUNDAMENTAL PRINCIPLE OF: Security Culture)”   
 

The development of a strong nuclear security culture involves individuals 
in a diverse range of disciplines and organizations who need to work together to 
be effective. All organizations need to apply the State’s nuclear security policy, 
which is developed in harmony with the State’s legal and regulatory framework. 
Organizations need to develop appropriate management structures, allocate 
sufficient resources and put in place appropriate management systems. The 
managers of these organizations have a key role to play in influencing culture 
through their leadership and management practices, which include motivating 
staff and seeking continuous improvement. The outcome of an effective nuclear 
security culture should be that all individuals adopt a strict and prudent approach 
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to physical protection, are vigilant, have a questioning attitude and react quickly 
and correctly when the need to do so arises. 
 
1.3.8 Threats from sub-conventional aerial platforms 

 
Sub-conventional aerial platforms are small flying object like para-gliders, 

para-motors, micro-light aircraft, area-models, RAPS (Remotely Piloted Vehicle 
Auto Land Positioning System) (UAV(Unmanned Air Vehicle)/ Drones) available 
in market.  They do not make much noise and fly at low altitude. These sub-
conventional aerial platforms cannot be detected by conventional radars due to 
their small size. Non-state actors, terrorists and adversaries can cause threats to 
high value assets. Their threat can emerge without any prior warning or 
provocation as compared to conventional threats where sufficient warning & 
intelligence can be available to tackle the threat. Though their potential for 
destruction is limited, sub-conventional threats offer a disproportionately high 
impact value. Easily available sports equipments in open markets such as para-
glider, para-motors, micro light aircrafts, aero models & drones can be launched 
from any places. Such small flying objects can cause threats to vital/ sensitive/ 
restricted installations and also venues if important events, religious places, 
crowded markets and places of public gathering during festival etc.    
 
1.3.9 Threat from water front 
 

For detection, assessment, communication and response against the 
threat from the water from following aspects should be taken to design 
mechanism.  

(a) Patrolling zone around water front. 
(b) Declaration of “No Fishing Zone” around water front. 
(c) Display of sing boards “No Fishing Zones”, “Prohibited Area etc. 
(d) Communication system between marine patrolling party and land 

security personnel for effective interaction.  
 
1.3.10 Design Basis Threats (DBT)  
 

The Design Basis Threat (DBT) is the condensed threat that the operator 
of a facility will receive from the Competent Authority. The DBT is the maximum 
credible threat that the PPS must be designed to defeat. It is used to establish 
objectives and requirements of the PPS and is the criteria against which the PPS 
will be evaluated. 
 

DBT defined as the attribution and characteristics of potential insider and / 
or external adversaries, who might attempt unauthorised removal of nuclear 
material or sabotage, against which a physical protection system is designed and 
evaluated.  

http://nsspi.tamu.edu/24813
http://nsspi.tamu.edu/24813
http://nsspi.tamu.edu/24808
http://nsspi.tamu.edu/24808
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1.3.10.1 Development, Use and Maintenance of Design Basis Threat (DBT)  
 

DBT is a tool that provides a common basis for physical protection 
planning by the operator. It is required to develop, implement and maintain DBT. 
The DBT is developed by Competent Authority and regular maintenance and 
review responsibility rest with competent authority. Copy of DBT is passed to 
operator as well as regulator and operator taking help from National Design Basis 
Threat (NDBT) prepares site specific DBT, which is used for planning Physical 
Protection System (PPS) at the site.  
The DBT may be reviewed and revised for the following reasons: 

 
1. Over a period of time  
2. a significant event occurs 
3. a significant change in or new adversary tactic or methods 
4. significant change in domestic or international regulation, law, 

policy, or guidance relevant to the DBT 
 
1.3.10.2 Description of a Design Basis Threat 
 

Physical protection should be based on current evaluation of a threat. This 
evaluation is done through a threat assessment process. The set of threats 
described in threat assessment are modified to take account of other factors, 
such as technical, economic and political issues to define the DBT. DBT is 
derived on the basis of following four important points. These are:  

(a) Insider / outsider adversaries  
(b) Relationship between malicious acts and unacceptable consequences  
(c) Attributes and characteristics   
(d) Design and Evaluation 

 
1.4 Risk based PPS measures 

 
It should be ensured that physical protection system is capable of 
establishing and maintaining the risk of unauthorized removal and sabotage 
at acceptable levels through risk management. This requires assessing the 
threat and the potential consequences of malicious acts, and then 
developing a legislative, regulatory framework which ensures that 
appropriate effective physical protection measures are put in place. 

 
1.4.1 Risk reduction by 
 

If risk is not acceptable, the information described previously can support 
actions to reduce nuclear security risk. These include: 
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(a) Reducing the likelihood of attack  
(b) Adding or modifying physical protection measures to increase the 

effectiveness of protection  
(c) Reducing potential consequences  

 
Other factors, such as operational trade-offs and evaluations of the cost of 

various options, may also be part of the decision-making process.  
In addition to reducing the risk of a threat successfully creating an 

undesired event, risk can be further mitigated by implementing measures to 
reduce the severity of consequences after an undesired event.  
 
1.4.1.1 Implementation of PPS 

 
PPS measures can be implemented to reduce the likelihood of an attack 

occurring. The likelihood of attack can be reduced by either improving the ability 
to detect and stop a threat before an attack occurs or by implementing measures 
to deter a threat from attempting an attack.  

 
Improving the ability to detect and stop a threat before an attack occurs 

requires a strong and effective national intelligence organization and police 
resources to identify and stop potential threats during their planning or 
preparation phase, i.e., before they attempt an attack on a nuclear facility.  

 
Physical protection measures can be taken at a facility to deter potential 

threats and reduce the likelihood of an attempt. Examples include random guard 
patrols, randomly increasing the number of guards at entry control points, 
increased perimeter lighting, and random inspections of personnel and vehicles 
entering or exiting the facility. The value of measures like these is they add 
uncertainty to the planning of an attack by a rational threat.  

 
Deterrence, however, is difficult to measure because it is based on the 

premise that potential threats (people) are rational, sufficiently aware of physical 
protection measures in place, and able to accurately assess the risks and costs 
associated with planning a successful attack. Deterrence measures are 
successful if they add sufficient uncertainty to a threat’s planning activities to 
cause them to believe the likelihood of failure is too high for them to attempt to 
cause an undesired event.  

 
To protect against high-level motivated threats, it is not prudent to base a 

risk reduction strategy solely on reducing likelihood of attack, although 
implementing physical protection measures to increase deterrence is important. 
For these reasons, the focus for security risk reduction strategies is on the 
improvement of physical protection system effectiveness, the mitigation of 
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consequences, or a combination of both physical protection improvements and 
consequence mitigation. 
 
1.4.1.2 Increasing effectiveness of PPS e.g. defence in depth, Security 

culture 
Physical protection measures can be enhanced to increase PPS 

effectiveness. Measures can be taken to increase the effectiveness of detection, 
delay, and response to result in an increased PE(Probability of system 
effectiveness) against a defined threat.  

 
Effectiveness against a high-level threat may be expensive and difficult to 

achieve. The State and its competent authority should use risk management 
concepts to determine the appropriate balance between operational impacts, 
cost, and the level of risk deemed appropriate.  
 
Defence in depth 
 

It is layers of integrated protective measures combining to produce an 
effective and efficient security system. It is combination of independent security 
measures, which are most effective when coordinated and mutually supporting. 
System is designed to ensure that if one measure fails or defeated, other will 
compensate and produce the overall required result. Adversary needs to 
overcome different protection layers (structural, technical, personnel and 
organizational) to achieve his goals. Layer of security system surround the Asset 
and Deter, Detect, Delay, Deny and finally Defeat the enemy. The more different 
the layers, more the enemy must be prepared. More preparedness by enemy 
requires more time, more resources and increase risk of detection before attack. 
Effective Defence in Depth will force enemy to think again and abort the mission. 
(Fundamental Principle – I Defense in depth) 
 
Security culture 
 

It is assembly of characteristics, attitude and behaviour of individual, 
organization and institutions which serves as a means to support and enhance 
Nuclear Security. Basic of nuclear security culture is to recognize that a credible 
threat exists, preserving Nuclear Security is important and the role of individual is 
important 
 
1.4.1.3 Reducing potential consequences of malicious acts 
 

Potential consequences can be reduced in a number of ways, if 
operationally practical. Examples include:  
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(a) Conversion to nuclear materials, e.g., conversion of research reactor 
fuel from highly enriched uranium (HEU) to low enriched uranium 
(LEU). 

(b) Reducing the inventory of nuclear material. 
(c) Storing nuclear material in smaller quantities in multiple locations to 

make it more difficult to accumulate a higher category. 
(d) Designing increased protection of safety related systems to make 

sabotage more difficult. 
 

1.5 Graded approach 
 

It is application of physical protection measures proportionate to the 
potential consequences of malicious act. (FUNDAMENTAL PRINCIPLE H: 
Graded Approach) Physical protection requirement should be based on graded 
approach, taking into account following 

(a) The correct evaluation of threat 
(b) The relative attractiveness of Nuclear Material 
(c) Potential consequences associated with the unauthorized removal of 

NM (Nuclear Material) and sabotage against NM or NF(Nuclear 
Facilities) 

(d) It is for providing higher level of protection against event that could 
result in higher consequences 

 
Physical protection requirements should be based on a graded approach, 

taking into account the current evaluation of the threat, the relative attractiveness, 
the nature of the nuclear material and potential consequences associated with 
the unauthorized removal of nuclear material and with the sabotage against 
nuclear material or nuclear facilities. 
 

A graded approach is used to provide higher levels of protection against 
events that could result in higher consequences. The State should decide what 
level of risk is acceptable and what level of protection against the threat should 
be provided. 
 
1.5.1 Facility Characterisation  
 

Facility Characterization within that step is to characterize the facility; and 
that is to clearly understand what to protect. Initially the analyst must identify the 
areas of investigation for this facility characterization process, and then proceed 
to collect the information from these areas.  
 

The first step in designing a new PPS, or upgrading an existing system, is 
to characterize the facility to be protected. Before any decisions can be made 
concerning the level of protection needed, an understanding of what is being 
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protected and the surrounding environment is essential. Too often this crucial 
step is overlooked and security systems are designed that either overprotect a 
nonessential component or fail to adequately protect a vital portion of the facility. 
When characterizing a facility, information about as many different aspects of the 
facility as possible must be obtained and reviewed. Major areas of investigation 
for facility characterization include: 

 
(a) Physical conditions 
(b) Facility operations 
(c) Facility policies and procedures 
(d) Regulatory requirements 
(e) Safety considerations 
(f) Legal issues 
(g) Corporate goals and objectives 
(h) Other Information (like local political scenario, coordination with law 

enforcement authority) 
 
1.5.2 Security survey – Types & Procedure 
 

A physical security survey is an essential step in the planning and 
establishment of PPS. It is a complete reconnaissance, study and analysis of a 
facilities / plant property / transported material / route of transport and operations, 
which takes note of any and all physical security hazards and deficiencies. 
Ideally, the first physical security survey in respect of an establishment or 
installation / transportation should be conducted as soon as its location / route is 
planned. The Unit Head / facility should include a security expert, that is to say, a 
knowledgeable senior security officer who should be associated with the layout / 
route planning and designing of buildings and other structures from the beginning 
along with the architect.  Such initial inputs by a security expert can save large 
amounts of money later and to be sure, permanently prevent some nagging 
security issues altogether. When this is done, the security expert should keep the 
following guidelines in mind: 
 

(a) The layout / route for transportation should be such that it keeps traffic 
flowing away from high risk areas and the high risk areas are in turn 
separate from the public, heavy-use areas. In designing the locations 
of the high risk vital areas / route for transportation of high risk 
materials the objectives to be satisfied are: 
i) Security from unauthorised removal and vandalism. 
ii) Security from physical damage including an armed attack. 
iii) Accessibility for legitimate use. 
iv) Accessibility in case of an emergency.  
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(b) This would suggest a central location / transportation route, not in the 
public eye but close to work places of the appropriate personnel at the 
same time away from congested areas and heavy traffic, that is, away 
from cafeterias, common toilets, administrative offices, arterial roads, 
etc. These locations / transportation routes should be as inconspicuous 
as possible to outsiders. 

(c) The number of entrances for Unit / facility should be kept to the 
minimum.  The fewer entrances, the less the control needed. For fire 
safety, crash barriers and alarms at the exits may be provided so that 
people can leave rapidly in an emergency.  However, the number of 
ways they can come in should be severely restricted. 

(d) The vehicle parking areas should be kept separate from stores, 
warehouses and loading points or platforms and preferably outside 
main plant boundary.  

(e) Employees’ vehicle parking area should be segregated from the 
visitors’ vehicle parking area.  

(f) The passageway from the parking lot to the buildings should be open 
and so designed as to make the users visible from a distance. 

(g) The distress alarm controls should be given top security and hence 
must be placed where they are not readily discoverable.  

(h) The designing of the power sources should be such that they can be 
effectively protected from sabotage.  

(i) The utility entrances, vents, drains, etc. should be small enough not to 
permit easy entry to a housebreaker. 

(j) The location of reception room should be such that the visitors must 
pass through it as they arrive and leave the unit / facility.  

(k) The stairs and elevators should be close to the reception areas so that 
access to some upper floors could be restricted or totally blocked after 
working hours. 

(l) Storage facilities and warehouses should be located away from heavy 
traffic areas.  

(m)Clear zones should be planned around buildings and fences to prevent 
concealment of people or material.  

(n) Unit / facility should be provided for blocking or locking off areas and 
spaces that are in excess or not in use. 

 
1.5.2.1 Types of Surveys 
 

Apart from the planning stage survey which must be conducted before 
actually establishing a unit / facility, there are four other kinds of survey. These 
are explained as follows: 

(a) Initial survey: An initial survey is the first survey of a unit / facility 
made by a responsible surveying team immediately before or soon 
after the facility becomes operational. 
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(b) Supplemental survey: A supplemental survey is made when there is a 
change in a facility’s organization, mission and change in security 
scenario or physical aspects which affect its physical security. 

(c) Follow-up survey: A follow-up survey is intended to check and make 
sure that the recommendations made in the earlier survey report have 
been carried out. 

(d) Special survey: A special survey is conducted as and when the need 
is felt. 

 
Procedure for Physical Security Survey: The Secretary, DAE alone is 

competent to order a planning stage survey which would mean associating senior 
security personnel right at the planning stage.  All other forms of survey may be 
initiated by the IG (Security), DAE either on his own initiative or on the 
recommendation of the head of the unit / facility regarding which the survey is to 
be made.  Unless ordered earlier, he should see that in each unit / facility a 
supplemental survey is carried out as and when required. This will guarantee that 
even minor changes not necessitating a special survey are taken note of and the 
physical security plan updated accordingly.  
 
1.5.3 Targets/ vital area identification 
 

Target identification is a process of identifying specific areas or items to be 
protected against undesirable consequences. From a policy perspective, target 
identification utilizes accepted consequence measures and risk-acceptance 
criteria to develop and promulgate appropriate target categorization scheme(s). 
From a facility perspective—assuming a graded approach is being used—target 
identification involves application of specified categorization scheme(s), the 
output of which will be used to determine protection strategies, design basis 
threats, and physical protection system performance requirements; it also 
involves developing referential (location) information for each specific item or 
area target. Target identification provides the basis for Physical Protection 
System (PPS) design for locating what to protect while PPS design addresses 
how to protect.  
 

As part of the process of developing requirements for a security system, it 
is necessary to identify the targets that are to be protected. A simplified 
description of a generic target identification process would include these 
elements: 

(a) Identification of the applicable security policy with attendant goals or 
objectives. 

(b) Appropriate interpretation and decomposition of policy into specific 
targets that can be afforded protection. 

(c) Determination and evaluation of appropriate loss consequence 
measures for each specific target or target type. 
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(d) Development of referential (location) information for each specific 
target. 

(e) Target identification has been presented as a foundational requirement 
to security system design. For facilities concerned with theft or 
sabotage of nuclear and radiological materials, target identification, as 
a process, can be described by the following steps: 

(f) Develop an understanding of the applicable security policies with 
attendant goals or objectives. 

(g) Identify the types of nuclear and radiological materials and nuclear 
systems (e.g., reactors or material process lines) that must be 
protected from theft and sabotage at the particular facility of concern. 
Identify the appropriate categorization (consequence) levels that apply 
for each theft and sabotage target located at the particular facility of 
concern. 

(h) Develop a target list for the facility to include target description, 
category, and location (area) to be protected. This may require use of 
itemization, walk downs, and other advanced target identification 
techniques. 

 
1.5.4 Radiation Consideration and PPS 
 

Usage of radioactive sources and radiation generating nuclear facilities 
like nuclear reactors and accelerators in different applications need strict 
regulations and regular inspections to ensure that the impact of radiation on the 
radiation workers, surroundings, common public and the environment is well 
within prescribed dose constraints and in no case exceeds the regulatory limits. 
This further needs assurance from the owners of such sources and facilities as 
per the ‘IAEA code of conduct’ that the sources and the radioactive materials 
including Special Nuclear materials(SNM) are not only safely handled but are 
provided adequate security. The security is equally important because loss of 
control over sources, radioactive materials and SNM may lead to  

(a) Unacceptable and accidental exposure in the public domain. 
(b) Use of the source and the radioactive material malevolently by 

terrorists or state adversaries. 
(c) If such material gets dispersed in such activities, it may lead to large 

scale contamination in the public domain leading to demolition of 
properties or costly decontamination of the area, personnel and the 
environment. 

(d) May create fear in the minds of people leading to adverse impact on 
the public perception on the usage of nuclear technology. 

 
Thus access to the storage of such material or the facilities should be 

controlled to protect against sabotage and unauthorized removal of these 
material by – 
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(a) Having administrative and legislative measures. 
(b) Incorporating physical barriers like fences, locks or interlocks, armed 

Guards. 
(c) Using technological measures like intrusion detection, access control 

systems using biometric or any other methodology to identify the 
authorized persons and Keeping ready a well-planned ‘Emergency 
Preparedness and Response plan’ 

 
1.5.5 Interaction between PPS and radiation safety 
 

To implement an adequate PPS and effective emergency response plan to 
meet an emergency situation, hosts of monitoring equipment and methodologies 
are needed to: 

(a) Detect unauthorized and illicit movement of sources and SNM 
(b) Continuously monitor the place and the surrounding environment for 

actuation of alarm in case unauthorized removal of such materials is 
attempted 

(c) Characterize the radiation for identification of source and the material 
(d) Monitor the dose to the personnel both external and internal 
(e) Have special monitoring systems to quickly assess the large area 

contamination for an effective emergency response. 
 
1.5.6 Unacceptable Radiological Consequences 
 

(a) Unacceptable and accidental exposure of radioactive material in the 
public domain. 

(b) Use of the source and the radioactive material malevolently by 
terrorists or state adversaries. 

 
If such material gets dispersed, it may lead to large scale contamination in 

the public domain leading to demolition of properties or costly decontamination of 
the area, personnel and the environment. This may create fear in the minds of 
people leading to adverse impact on the public perception on the usage of 
nuclear technology. 
 
1.5.7 Security of Nuclear Material during Transportation 
 

Transportation of nuclear fuel, spent fuel rods and other nuclear material is 
a very important activity of the nuclear fuel cycle. Transportation may be required 
in different stages of the fuel cycle activities. 
 

Nuclear material is most vulnerable to an attempted act of unauthorised 
removal or sabotage or accident (it may be a usual road accident or a deliberate 
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accident caused by a vehicle laden with explosives to cause damage to nuclear 
consignment) leading to actual or potential radiological consequences 
 

The vehicles and containers used for transportation of the nuclear fuel 
material must meet strict performance requirements. The canisters must provide 
critically control and protect against accidents. Nuclear materials are transported 
with a heavy security cover provided by multiple agencies. There are also 
coordinated patrolling by these different security agencies. Real-time tracking and 
monitoring technologies are used to ensure security of materials during transit. 
Standarised protocols are adhered to in order to ensure the security of materials 
that are being transported. From a safety point of view, in order to avoid leakage 
and exposure of material, specially designed vehicles are used for transportation 
of radiological materials. 
 
1.5.8 Overview of Design, Evaluation Process Outline (DEPO) 
 

The design of an effective physical protection system (PPS) requires a 
methodical approach in which the designer weighs the objectives of the PPS 
against available resources, and then evaluates the proposed design. Without 
this kind of careful assessment, the PPS might waste valuable resources on 
unnecessary protection or, worse yet, fail to provide adequate protection at 
critical points of the facility. 
 

Design and Evaluation Process Outline (DEPO) is a methodology 
developed by Sandia National Laboratory that is used in the design and 
evaluation of physical protection systems. The DEPO methodology is a 
systematic approach with three major steps:  
 

1. Define the PPS requirements/ objectives 
2. Design a new, or characterize an existing, PPS  
3. Evaluate the PPS Design 

 
 

http://nsspi.tamu.edu/24846
http://nsspi.tamu.edu/24808
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Figure 1. Design and Evaluation Process Outline 
 
Define the Physical Protection System requirements 
 

The first step in the development of a PPS design is to determine the 
objectives of the protection system. To formulate these objectives, the designer 
must (1) characterize (understand) the facility operations and conditions, (2) 
define the threat, and (3) identify the targets. Facility operations and conditions 
characterization requires developing a thorough description of the facility itself 
(the location of the site boundary, building location, building interior floor plans, 
and access points). A description of the processes within the facility is also 
required, as well as identification of any existing physical protection features. 
 
Target Identification 
 

Target identification should be performed for the facility. In most nuclear 
facilities, nuclear materials appear in several different physical and chemical 
forms. The attractiveness of these materials as theft or sabotage targets depends 
greatly on their form, since the form of the material determines its ease of 
acquisition by the potential thief, as well as the ease of subsequent malevolent 
use. In light water reactors, for example, nuclear material appears in four forms: 
fuel assemblies, solid wastes, liquid wastes, and gaseous wastes. These 
materials rank differently in terms of their attractiveness to a potential saboteur or 
thief.  
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Facility operations and conditions characterization requires developing a 
thorough description of the facility itself (the location of the site boundary, building 
location, building interior floor plans, and access points). A description of the 
processes within the facility is also required, as well as identification of any 
existing physical protection features. 
 
Determine the Design Basis Threat (DBT) 
 

A threat definition for the facility must be made. Information must be 
collected to answer three questions about the adversary: 

(a) What class of adversary is to be considered? 
(b) What is the range of the adversary's tactics? 
(c) What are the adversary's capabilities? 

 
Adversaries can be separated into three classes: outsiders, insiders, and 

outsiders in collusion with insiders. For each class of adversary, the full range of 
tactics (deceit, force, stealth, or any combination of these) should be considered. 
Deceit is the attempted defeat of a security system by using false authorization 
and identification; force is the overt, forcible attempt to overcome a security 
system; and stealth is the attempt to defeat the detection system and enter the 
facility covertly. Important capabilities for the adversary include his knowledge of 
the PPS, his level of motivation, any skills that would be useful in the attack, the 
speed with which the attack is carried out, and his ability to carry tools and 
weapons. Since it is not generally possible to test and evaluate all possible 
capabilities of an unknown adversary, the designer and analyst must make 
assumptions. These assumptions can be based on published information about 
human performance and the tested vulnerabilities of physical protection 
elements.  
 

INFCIRC/225 Rev5. States that “The State should define requirements 
based on threat assessment or design basis threat for physical protection of 
nuclear material, in use, in storage & during transport & for nuclear facilities 
depending on the associated consequences of either unauthorized removal or 
sabotage.” 
 

In a nuclear reactor, the greatest concern in the design of a PPS is to 
prevent radioactive release from the reactor that may be caused by sabotage. 
Vital areas (those areas within a reactor complex that contain equipment, 
systems, devices, or material whose failure, destruction, or misuse could result in 
a radiological release endangering the public) are of particular concern. For 
example, the containment building that houses the reactor, the steam generators, 
and the primary coolant loops will always be designated a vital area. Many other 
locations containing machinery and safety systems designed to decrease the 
severity of accidental damage to nuclear facilities may also require designation 
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as vital areas. As severity of damage decreases, we reach the point of 
"acceptable risk" below which we are willing to endure damage because 
additional protection is not worth the cost. 
 

Given the information obtained through facility characterization, threat 
definition, and target identification, the designer can determine the protection 
objectives of the PPS. An example of a protection objective might be to "interrupt 
a well-equipped, criminal adversary before-he can remove nuclear material from 
a vault." 
 
Design a new, or characterize an existing, PPS  
 

The second step in the process is to determine how best to combine such 
elements as fences, vaults, sensors, procedures, communication devices, and 
protective force personnel into a PPS that can achieve the protection objectives. 
The resulting PPS design should meet these objectives within the operational, 
safety, and economic constraints of the facility. The primary functions of a PPS 
are detection of an adversary, delay of that adversary, and response by the 
security Inspectors (guard force). 

 
Certain general guidelines should be observed during the PPS design. A 

PPS system is generally better if detection is as far from the target as possible, 
and delays are near the target. In addition, there is close association between 
detection (exterior or interior) and assessment. The designer should be aware 
that "detection without assessment is not detection." Another close association is 
the relationship between response and response force communications. A 
response force cannot respond unless it receives a secure communication call for 
a response. 
 

These and many other particular features of PPS components help to 
ensure that the designer takes advantage of the strengths of each piece of 
equipment and uses equipment in combinations that complement each other and 
protect any weaknesses. 
 
Evaluate the Physical Protection System Design 
 

The third step of the process is evaluation of PPS design.  Analysis and 
evaluation of the PPS design begins with a review and thorough understanding of 
the protection objectives the designed system must meet. This can be done 
simply by checking for required features of a PPS, such as intrusion detection, 
entry control, access delay, response communications, and a protective force. 
However, a PPS design based on required features cannot be expected to lead 
to a high performance system unless those features, when used together, are 
sufficient to assure adequate levels of protection. More sophisticated analysis 
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and evaluation techniques can be used to estimate the minimum performance 
levels achieved by a PPS. 
 

An existing PPS at an operational facility cannot normally be fully tested as 
a system. The nature of the protected nuclear facilities and materials prevents 
tests involving simulated adversary teams that penetrate barriers or steal nuclear 
material and protective forces that carry out the response functions. Since direct 
system tests are not practical, evaluation techniques are based on performance 
tests of component subsystems. Component performance estimates are 
combined into system performance estimates by the application of system 
modeling techniques. 
 

The end result of this phase of the design and analysis process is a 
system vulnerability assessment. Analysis of the PPS design will either find that 
the design effectively achieved the protection objectives or it will identify 
weaknesses. If the protection objectives are achieved, then the design and 
analysis process is completed. However, the PPS should be analyzed 
periodically to ensure that the original protection objectives remain valid and that 
the protection system continues to meet them. 
 
Redesign of the Physical Protection System 
 

As mentioned above, the result of the analysis phase is system 
vulnerability assessment. If the PPS is found in effective, vulnerabilities in the 
system can be identified. The next step in the design and analysis cycle is to 
redesign or upgrade the initial protection system design to correct the noted 
vulnerabilities. It is possible that the PPS objectives also need to be reevaluated. 
An analysis of the redesigned system is performed. This cycle continues until the 
results indicate that the PPS meets the protection objectives. 
 
1.6 PPS Functions 
 
1.6.1 Deterrence 
 

Deterrence is the outward show of strength to try and prevent the 
adversary from attacking.  Discouraging an adversary from attempting an assault 
by making a successful appears very difficult or impossible. Examples of physical 
security deterrence are large fences covered with barbed wire, visible armed 
guards, or intimidating signs such as "Use of deadly force authorized beyond this 
point." 

 
 
 

 

http://nsspi.tamu.edu/25044
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1.6.2 Detection  
 

Detection means discovery of an adversary action. Ability of protector to 
detect or sense an attempted or actual entry. 
 

Intrusion detection systems consist of exterior and interior intrusion 
sensors, video alarm assessment, entry control, and alarm communication 
systems all working together. Exterior sensors are those used in an outdoor 
environment, and interior sensors are those used inside buildings. 
 

Intrusion detection is defined as the detection of a person or vehicle 
attempting to gain unauthorized entry into an area that is being protected. The 
intrusion detection boundary is ideally a sphere enclosing the item being 
protected so that all intrusions, whether by surface, air, underwater, or 
underground, are detected. The development of intrusion detection technology 
has emphasized detection on or slightly above the ground surface with increasing 
emphasis being placed on airborne intrusion.  
 

1.6.3 Delay 
 

An effective physical protection system requires that any malevolent act 
committed by an adversary (outsider or insider) must be detected so that the 
response element (security officers, police) can interrupt and neutralize the 
adversary’s attack before his goal can be achieved. INFCIRC/225 Rev. 5states 
that the objective should be the arrival of adequately armed response forces 
rapidly enough to prevent the unauthorized removal of nuclear material or 
sabotage. Since it is usually not feasible to maintain a sufficient response force to 
provide immediate protection for all sensitive material or equipment, some type of 
adversary delay is needed. After an adversary has been detected, either barriers, 
activated materials, or both will prevent him from completing the malevolent act 
or delay him until an adequate response force can arrive. 
 

It is the slowing down of adversary progress. Delay can be accomplished 
by personnel, barriers, locks, and activated delays. Response force personnel 
can be considered elements of delay if they are infixed and well-protected 
positions. The measure of delay effectiveness is the time required by the 
adversary (after detection) to bypass each delay element. Although the adversary 
may be delayed prior to detection, this delay is of no value to the effectiveness of 
the PPS, because it does not provide additional time to respond to the adversary. 
Delay before detection is primarily a deterrent.  
 

A delay system integrates guards, passive and dispensable barriers to 
maximize the probability that an adversary will be interrupted before 
accomplishing his task. The role of delay is to increase the adversary task time 
following detection by introducing impediments along any path the adversary may 
choose, thus providing the needed time for the response force to arrive and react. 
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1.6.4 Response  
 

The response function consists of the actions taken by the response force 
to prevent adversary success. Response, as it is used here, consists of 
interruption. Interruption is defined as a sufficient number of response force 
personnel arriving at the appropriate location to stop the adversary's progress. It 
includes the communication to the response force of accurate information about 
adversary actions and the deployment of the response force. The measure of 
response effectiveness is the time between receipt of a communication of 
adversary action and the interruption of the adversary action. Deployment 
describes the actions of the response force from the time communication is 
received until the force is in position to interrupt the adversary. The effectiveness 
measure of this function is the probability of deployment to the adversary location 
and the time required to deploy the response force. 
 

The response forces are the security personnel that act in response to the 
detection of illegal entry into the facility and prevent the adversary from 
completing their task. The response force can include on-site guards or off-site 
agencies such as law enforcement and military personnel. The response force's 
responsibility is to neutralize the adversary, which can be accomplished by 
forcing the adversary to flee, capturing the adversary, or incapacitating the 
adversary. Successful neutralization must be defined in the objectives of the 
design process and will depend on the target. For theft targets, neutralization 
could be to stop the adversary before he or she gets off-site or to deny access to 
the asset. In the latter case, if the adversary reaches the asset but is stopped 
before being able to get off-site, it is still considered a failure of the PPS. 
 

The response force can also serve a number of other functions. They can 
detect illicit entry attempts and provide immediate assessment. They can man 
access control points and be trained to detect suspicious behaviour in 
employees. They can also delay adversaries through engagement until more 
responders can arrive, the amount of which can be significant if they are in 
hardened positions. 
 
1.6.5 Interruption 
 

The importance of interruption (a well-trained response force arriving at 
the appropriate location in a timely manner) cannot be overemphasized. 
Emphasis was placed on careful planning, training, and testing of response force 
capabilities. Management and successful implementation of the training and 
operation of the response force are aimed at creating a condition that maximizes 
the effectiveness of response force members. Practicing functional skills on the 
job is analogous to maintenance and operational practice involving equipment. 
As is the case in equipment design, assessment, or evaluation of human 

http://nsspi.tamu.edu/24820
http://nsspi.tamu.edu/25044
http://nsspi.tamu.edu/24820
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performance in carrying out physical protection system tasks is a necessary step 
in assuring that the total physical protection system – equipment together with 
people and procedure – is able to achieve its performance goal. 
 
1.6.6 Neutralization 
 

Neutralization is the act of stopping the adversary before the adversary’s 
goal is accomplished once there has been interruption. 
 
1.6.6.1 Factors for Effective Neutralization 
 

Since the effectiveness of the response force in neutralizing the adversary 
attack is so important, the response force must be large enough in number and 
have the appropriate weapons, equipment, and training to defeat the postulated 
threat. They must be in good physical condition and must be trained well in 
procedures and duties to help ensure they have the motivation and esprit de 
corps needed to fully engage and defeat the adversary. Extensive testing of the 
response force should be conducted to make sure that it is able to prevent the 
adversaries from successfully completing their task. 
 
1.6.7 Major Aspects of effective PPS 
 
1.6.7.1 Balance Protection 
 

A system of protection for the minimum probabilities of detection of 
penetration of each of the barriers to be equal and the minimum time to penetrate 
each of these barriers also to be equal. Balanced protection implies that no 
matter when, where, or how an adversary attempts to accomplish his goal, he will 
encounter equal and effective elements of the physical protection system.   

 
1.6.7.2 Protection in depth  
 

Physical protection should reflect a concept of several layers and methods 
of protection either structural or other technical, personnel that have to be 
overcome or circumvented by an adversary in order to achieve his objectives. 
PPS design must include the following aspects to provide adequate protection in 
depth: 

(a) Compartmentalisation of the whole area under the nuclear facility 
according to physical layout and function of sub-areas and devising 
security measures for each after giving due consideration to sabotage 
targets, pilferage targets, conflicts with operations / safety and as far as 
may be, budgetary limitations. 
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(b) Procedures to control entry of persons, vehicles and material in or out 
of the unit / facility or portions of the facility following graded approach 
and to deter or discourage penetration by unauthorised persons. 

(c) Measures to detect such unauthorised movement of person, vehicle 
and material in the event they occur. 

(d) Methods to apprehend in a timely manner unauthorised persons or 
authorised persons acting in a manner constituting a threat of sabotage 
or unauthorised removal of nuclear material or who are intent upon 
perpetrating acts of sabotage or seizing control of the nuclear facility. 

(e) Criteria for responding to spontaneous and undisciplined actions of a 
relatively large group of people involved in mob activities (from inside 
or outside) associated with acts of civil disturbance. 

(f) Provision for appropriate security authorities to respond adequately to 
these threats and to take custody of violators. 

 
1.6.7.3 Graded approach 
 

Physical protection requirements should be on a graded approach, taking 
into account the current evaluation of the threat, the relative attractiveness, the 
nature of the material and potential consequences associated with the 
unauthorised removal of nuclear material and with the sabotage against nuclear 
facilities or nuclear material (FUNDAMENTAL PRINCIPLE H: Graded Approach) 
 

To grade protection against the unauthorized removal of nuclear material 
for use in a nuclear explosive device, the category of the nuclear material reflects 
the relative difficulty of using that category of material to produce a nuclear 
explosive device. Category I nuclear material should be protected with the most 
stringent levels of physical protection; nuclear material below Category III need to 
be protected only in accordance with prudent management practice 
 
1.6.7.4 Central Alarm System (CAS)/ Auxiliary Control Room (ACR)  
 

CAS is an installation which provides for the complete and continuous 
alarm monitoring and assessment of the facility and communications with guards, 
facility management and the response force. 
 

All security alarms (audio / video) should be provided for the important 
location of security significance and should have terminal in security control room 
for acknowledgement and initiation. It should also have fields of all surveillance 
and detection CCTV / other gadgets. It should be well hardened against various 
level of protection and also have balance protection. It should be manned by 
trained / qualified security personnel 24 X 7.  Access control to this control room 
should be established and only authorised person should be allowed to enter. 
There should be provision of CCTV inside Control room, to be monitored by 
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facility control room and vice versa. It is also advisable that an alternate security 
control should also be designated and maintained for extremely emergency 
situation.  
 

A Central Alarm Station is recommended for any nuclear facility holding 
Category I and II nuclear material and/ or having sabotage targets with potential 
consequences above the high radioactive consequences threshold. 
 
1.6.7.5 Security Culture 
 

Security Culture is defined as the assembly of characteristics, attitudes 
and behaviour of individuals, organisations and institutions which serves as a 
means to support and enhance security. An appropriate security culture aims to 
ensure that the implementation of security measures receives the attention 
warranted by their significance. Security culture refers to the personal dedication 
and accountability and understanding of all individuals engaged in any activity 
which has a bearing on the security of facility, employees and people at large. 
 
All organisations involved in implementing physical protection should give due 
priority to the security culture, to its development and maintenance necessary to 
ensure its effective implementation in the entire organisation. 
 
1.7 Sustainability of PPS 
 
1.7.1 Quality Assurance 
 

A quality assurance policy and quality assurance programme is 
established and implemented with a view to providing confidence that specified 
requirements for all activities important to physical protection are satisfied. This 
applies not only to prevention but also to the other primary functions 
(FUNDAMENTAL PRINCIPLE : Quality Assurance).  
 

The quality assurance policy and programmes for physical protection 
should ensure that a physical protection system is designed, implemented, 
operated and maintained in a condition capable of effectively responding to the 
threat assessment or design basis threat and that it meets the State’s 
regulations, including its prescriptive and/or performance based requirements. 
 

A quality assurance programme provides a mechanism for acquiring data 
through a process or system, systematically comparing the acquired data with a 
standard and monitoring the process or system. The goal of the programme is to 
reduce errors and omissions. Quality assurance is one element of an integrated 
management system. 
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Management programme should cover all security related activities 
(technical, procedural and administrative) and be reviewed and updated 
periodically. Management programmes play a significant role in the configuration 
management of the physical protection system to ensure the continuity of these 
systems and provide a rationale for decisions to make changes. 
 

1.7.2 Confidentiality  
 

Information on security measures or sensitive targets (e.g. the location of 
the nuclear material inventory, site maps or specific drawings of equipment, 
systems or devices that represent the design features of specific targets, lock 
combinations, passwords and mechanical key designs) could help insiders 
successfully to perform a malicious act. This information should be kept 
confidential so that only those who need to know are permitted access to it. In 
addition, information addressing potential vulnerabilities in physical protection 
systems should be highly protected and compartmentalized, as it could facilitate 
the unauthorized removal of nuclear material or an act of sabotage. 
Compartmentalization means dividing information into separately controlled parts 
to prevent insiders from collecting all the information necessary to attempt a 
malicious act. Special attention should be paid to electronic information. Ensuring 
confidentiality will mean that insiders would have to make additional efforts to 
carry out unauthorized removal of nuclear material or an act of sabotage, during 
which they could be deterred or detected. Information related to security should 
be shared on Need to Know basis. 
 

1.7.3 Standing Operating Procedure (SOP) 
 

Security Procedure and SOP are integral of integrated security system and 
plays a very important role in affectivity of the security system. Every unit / facility 
in-charge is supposed to draw a detailed written security procedure to be 
followed in their facility; it should be duly approved by competent authority and 
shall explain in detail about duties to be performed by each individual of the 
security setup.  
 

 SOP also should be made for carrying out surveillance on the equipments 
/ gadgets provided for security measures, how to prepare documentation of 
equipment / gadgets maintenance and how to keep these records for periodic 
auditing. SOP should also be prepared for quality assurance audit for all the 
activities being carried out for systems. Unit / facility should also maintain a 
procedure of issue of SOP and its audit and as well as revision.  
 

 For various security contingency, unit / facility should make a written 
contingency plan of various threat scenario and security forces should rehearse 
those contingency plan with other stake holder at regular interval. Every year this 
contingency plan should be reviewed and concern of all stake holders should be 
taken before finalisation. 
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1.7.4 Security Audit 
 

The objectives of the audit are to assess the adequacy and effectiveness 
of the control framework in the place to support physical security, IT policies and 
other relevant policies, directives and standard. Security audit highlights gaps & 
vulnerabilities exist in security system & procedures. It not only uncovers 
weaknesses and security gaps but also factors driving that noncompliance.  
 

Industrial Security Inspection (ISI) Team of IB periodically conducts 
security audit of predefined DAE units / facilities and gives its recommendations 
to strengthen the security arrangements. Those recommendations should be 
complied with to the extent possible. Those recommendations which are not 
possible to comply due to practical difficulties, an alternate arrangement should 
be made. A suitable justification should be given on recommendations which are 
not complied with. Head of the Unit / Facility shall be responsible, if there are 
breaches in the security on account of non-compliance of recommendation made 
by IB. A half yearly compliance report should be sent to Joint Director (IS), IB with 
a copy to Joint Secretary (PP&VS), MHA and IG (S), DAE. The Unit Security 
Head shall act as an interface with ALU and ISI team of IB.  
 
1.7.5 Vulnerability test 
 

Vulnerability is weakness of an asset or control that can be exploited by 
threat. Vulnerability tests are intended to check the alertness of the security 
personnel who have a tendency to relax on duty because of the boredom caused 
by the repetitive nature of duties. They are also an effective means of pointing out 
other weaknesses in the security system which would be pointers for corrective 
measures that may be introduced. The tests to be normally designed by the head 
of security consist of attempts to breach security in one way or another, more 
particularly by deception. These tests may also be conducted by a visiting 
surveying team or inspecting officer. A vulnerability test should be designed to 
examine the following: 

(a) Improper enforcement of identification and control procedures by 
security personnel, such as failure to check properly the entry 
authorisation, scrutinize identification cards or permits or passes 
ascertain identity of the entry seeker, detain unauthorised persons, 
conduct immediate preliminary search of suspects, enforce security 
procedures or report security violations. 

(b) Gullibility of security personnel to plausible stories by intruders or other 
personnel of the facility or acceptance of insufficient authorization. 

(c) Unauthorised disclosure of information by security personnel. 
 
 



Department of Atomic Energy      Page 31 of 233 

 

2 PPS Measures  
 

2.1 Intrusion Detection 
 

2.1.1 Watch Towers 
 
Erection of suitably designed and appropriately located watch towers 

considerably augments the security effectiveness of an outer perimeter barrier. 
By continuously keeping under observation areas adjoining the perimeter, the 
security personnel manning the watch towers can give timely warning of any 
suspicious looking or untoward activity that they may notice. 

 
When the plant is sensitive then foot and vehicle patrolling of inner 

perimeter road will enable a guard force to detect an intruder approaching the 
plant.  If the observation in the vicinity of perimeter barrier or elsewhere is 
obstructed or there are blind areas inside the perimeter, then it is advisable to 
construct watch towers at the blind areas, in order to have full-fledged all around 
observation.  The watch tower could also cover the vulnerable areas of the plant. 

 
The height of the watch tower increases its range of observation during 

day light hour and at night with 360 degrees revolving search light.  It serves as 
an additional security measures by focussing it on vulnerable stores dumped in 
the open area.  Watch Tower should be manned round the clock.  All watch 
towers of the plant premises should be connected to control room with some 
means of communication like walkie-talkie set or telephone or distress alarms.  
All the towers, however, must have a reserve force available to meet 
emergencies. These reserves could be centrally kept at a convenient place may 
at control room or on a nearby gate.  If possible, all the towers should be inter 
visible and have 360 degree zone of observation.  The height of the towers and 
distance between them will depend upon the shape of the ground, the height of 
the perimeter barrier and zone of observation to be covered. It is experienced 
that during inclement weather and black-outs the concept of watch towers loses 
advantage.  Therefore watch towers must be supplemented by ground 
observation. Watch Towers should be constructed inside the perimeter barrier 
only. 

 
As far as may be, any two successive watch towers should be inter-

visible. It should be ensured that there is no grey area or gap between the 
terrains kept under observation by adjoining watchtowers. If anything, 
there should be deliberate overlap to an extent to ensure that nothing 
escapes the attention of the security personnel manning these 
observation posts. 
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In order to facilitate an unobstructed view of the ground on either sides of 
the perimeter barrier, all wild growth of weeds, shrubs, trees, etc. should be 
cut periodically especially during monsoons to keep their growth within 
permissible limits. In fact nothing should be allowed to grow within 25 feet of 
the perimeter barrier that will offer opportunity to an intruder to conceal 
himself or obtain assistance in breaching the barrier. This obstruction free 
strip of land is known as Clear Zone or No Man’s Land. 
 

The structural design of a watch tower should satisfy the following 
criteria:  

(a) It should have adequate height in relation to the surrounding terrain 
and vegetation environment so as to enable an unobstructed view of 
the adjoining area, all around through 360 degrees. The rungs of the 
ladder or stairway should be comfortably spaced to enable easy 
movement, up and down 

(b) There should be sufficient floor space to permit quick and easy 
movement. 
 
A watch tower should be equipped with the facilities mentioned 

hereunder: 
 

(a) Instant communicability with the control or supervisory staff and should 
also have at least alternate communication facility. 

(b) Optical aids such as powerful binoculars for long range observation 
during both day and night. 

(c) High intensity searchlights with rotation capability. 
(d) Provision of Arms to the personnel guarding watch tower. 

 
2.1.2 Perimeter / Outdoor & Interior Intrusion Detection Elements  

 
Perimeter security refers to natural barriers or built fortifications to either 

keep intruders out or to keep captives contained within the area the boundary 
surrounds. 

 

Perimeter Intrusion Detection Systems (PIDS) are systems used in an 
external environment to detect the presence of an intruder attempting to breach a 
perimeter. The adoption of fiber optic Distributed Acoustic Sensing (DAS) 
technology is growing rapidly as part of PIDS strategies for a number of 
companies across a range of industries. 
 
The Four Main Types of Perimeter Intrusion Detection Systems 

(i) Barrier-Mounted – Fence Intrusion Detection System: PIDS 
deployed on or in conjunction with a fence or other physical barrier (e.g. 
DAS cable or other motion sensors mounted on a fence). 
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(ii) Ground-based or Below-ground: PIDS deployed below ground 
(again a DAS cable can be used or pressure sensitive cable or 
electromagnetic field). These do not require a physical barrier. 
(iii) Free-Standing: PIDS deployed above ground that do not need to be 
installed on or in conjunction with a physical barrier (e.g. biostatic 
microwave link). 
(iv) Rapidly Deployable: PIDS that are designed for temporary 
deployment. For example, to protect a mobile asset. Typically this would 
cover military applications and again DAS sensing technology has been 
very successfully deployed in these environments. 

 
Selection of Perimeter Security Solutions  
 
To select any PIDS system the following factors must be taken into consideration: 

(a) Landscape, flora, fauna and topographical features 
(b)  Integration with other types of equipment or systems 
(c)  Climatic conditions 
(d)  Local regulations 
(e) Presence (or lack of) physical barrier and robustness against threats 
(f) Duration of rapidly deployable Response force personnel on site 

 
Types of Threats to Perimeter Intrusion  

As mentioned above DAS systems are able to classify events according to 
their acoustic signatures. Typically the types of classifications that are required in 
most intrusion scenarios include: 

( I ) Personnel movement: The systems can detect personnel walking 
and monitor the cadence of the footfall, enabling the distinction between walking 
and running and also to distinguish between bipeds (people) and quadrupeds 
(animals). Typically for walking this can be alerted within 5 m of the cable. 

( II ) Vehicle movement: Vehicles will be detected both from the sound of 
the engine and the energy dissipated in the ground. Depending on the size of the 
vehicle these can be detected within 10-20m from the cable. 

( III ) Digging or drilling: Digging whether it is a person or a mechanical 
machine imparts rhythmic and high energy bursts into the ground and has a clear 
signature. The typical range is from 5-50m depending on how large the 
mechanical vehicle. 
 
Response to Multiple Alarms 
 

While multiple alarms from PIDS may be caused by environmental events, 
such as wind or heavy rain, operators should be warned that multiple alarms may 
also be a deliberate diversion caused by a potential intruder. Consideration 
should be given, therefore, to how multiple alarms will be stacked or queued by 
the entire system, or for an individual zone, and whether alarms from particular 
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zones should be given higher priority.DAS systems have the ability to configure 
multiple smart zones, with user configurable alarms for each zone which can be 
adapted as the environmental conditions evolve in order to prevent nuisance 
alarms from such events. They can also detect multiple events at once and so 
this makes it more challenging for the intruder to attempt diversionary tactics. 
 
Resistance to damage to cable and sabotage 

 
When a PIDS system is configured in a loop, it means that the system can 

continue to provide full security coverage even in the event of a cut to the cable. 
 
2.1.3 False & Nuisance Alarms  

 
A false alarm, also called a nuisance alarm, is the deceptive or erroneous 

report of an emergency, causing unnecessary panic and/or bringing resources 
(such as emergency services) to a place where they are not need be term “false 
alarm” refers to alarm systems in many different applications being triggered by 
something other than the expected trigger-event. The alarm is not necessarily 
false – it was triggered by the expected event – but it is “false” in the sense that 
the responders should not be alerted. Due to this problem, false alarms can also 
be referred to as nuisance alarms. 
 
Types  
There are three main types of alarms of primary interest: 

(a) False alarms;  
(b) Innocent alarms; 
(c) Real alarms. 

 
False alarms 

The normal, statistical fluctuations of the background radiation intensities 
can cause false alarms. They can also be caused by nearby radio-frequency 
interference, but this should not be a problem with modern, well-designed 
instruments. 
 
Innocent alarms 

Innocent alarms are those that result from an actual increase in radiation 
level, but for reasons that are not due to inadvertent movement or illicit trafficking 
of radioactive materials. It is expected that the majority of actual alarms will be 
innocent alarms resulting from the presence of medical radio-nuclides 
administered to patients, naturally occurring radioactive materials (NORM) and 
legal shipments of radioactive materials.  

Although the radioactive agents used (e.g., iodine for thyroid treatment, or 
thallium for heart stress tests) are generally short-lived, residual radioactive 
materials may be detectable for days or weeks after the medical procedure. 
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 Even high activity radioactive sources in shielding containers may not be 
detected at borders without unloading the vehicle and such a procedure is not 
routinely practicable.  
 
Real alarms 

Real alarms are defined here as being ones that: (a) are caused by an 
actual increase in the radiation intensity; and (b) result from the inadvertent 
movement or illicit trafficking of radioactive materials. Making the latter 
determination normally involves further evaluation of the situation. 
 
2.1.4 Importance of Probability of Detection 
 

Probability of detection is performance characteristic of sensor providing 
the efficiency of intruder detection. The concept of Probability of Detection (POD) 
is used to establish the capability of an inspection to detect flaws. This is 
generally expressed as curve, which relates the likelihood of detection to a 
characteristic parameter of the flaw.  
 

Probability of detection provides the second line of defence. It involves 
screening for prescribed materials at the exits of vital installations, borders, ports, 
and airports, as well as in transit.  

 
Measures used at this stage includes  detectors of various types, such as 

radiation portal monitors (RPMs) at ports and borders, detectors within transport 
containers, distributed networks and wide area searches, passive radiation 
monitoring and/or active interrogation of Special Nuclear Material (SNM) and 
inspection and unpacking of cargos.  
 

Minimizing False Alarms 
 

It is important for any PIDS to produce a minimal number of false or 
nuisance alarms. If there are large numbers of false alarms then this can rapidly 
lead to loss of operator confidence in the PIDS and consequently, a true alarm 
may be missed or ignored. The required false alarm rate (FAR) should be 
specified in a way which is most meaningful to the application. For example 
alarms per day per kilometer, alarms per 30 days per 100 meters or alarms per 
shift. 
 

2.1.5 Detection Sensors  
 
2.1.5.1 Electric Fences, Vibration  
 

Universally the meaning of security fencing has ceased to be a mere 
physical barrier. Today the security fence must not only act as a barrier but also 
react to an attempt, repel intrusion and considerably delay the entry time, all the 
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while being independent to human surveillance.  With security gaining more 
prominence, organizations need to keep themselves silently equipped with the 
best barriers. 
 

Superior technology at work: The electric fence system turns out to be one 
of the most reliable and easy to maintain. It is a fence made of wires carrying 
high voltage electrical impulses and low voltage which give anon lethal shock to 
any intruder who comes in contact with the wires. Moreover, the wires 
automatically activate an alarm which is transmitted to the security personnel 
manning the area. 

 
There are various options in the way an Electric Fence is installed. The fence can 
be vertical or at an angle to provide an ideal barrier and to make intrusion by 
climbing almost impossible. The fencing is configured according to the 
requirement of the site like total height, zone length etc. 
 
The Electric Fencing system allows greater flexibility as it can be installed on an 
existing perimeter fence, above wall boundaries or as stand-alone fence. 
 
Unmatched benefits of an Electric Fence:    The benefits of an Electric Fencing 
system are certainly more than just keeping unwanted intruders out. Other than 
giving a non-lethal electric shock, the fence creates a psychological barrier that 
further helps the cause of fencing. There are more reasons. 
 
Easy Installation: The Electric Fencing system is very easy to install and 
maintain, saving time and precious resources. 
 
Flexibility: The Electric Fence is extremely flexible in that, it is easy to integrate 
with other alarm inputs and easy to install on any existing fence. 
 
Alarm: The electric Fence also provides the advantage of sounding off an alarm 
or triggers a CCTV camera whenever an intruder comes in contact with the wires, 
increasing the security. However, when animals come in contact with the wire, 
they are repulsed by the electric shock and the alarm is not activated. 
 
Cost Effectiveness:  The costs of keeping security are reduced considerably. 
Also the need to erect a conventional fence is eliminated as the electric fence 
acts as a better alternative. 
 
2.1.5.2 RF-Leaky Cable 

 
Generally, leaky coaxial cables are used for underground applications or 

tunnels. The external conductor is processed to create a signal leakage slot so 
the cable functions as the antenna. RF leaky cables are based on the principle 
that electromagnetic waves cause the signals to leak around the cable. Artificial 
process is applied to the outer conductor of the coaxial cable. 
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2.1.5.3 Optical Fiber 

 
Fiber optics, or optical fiber, refers to the medium and the technology 

associated with the transmission of information as light pulses along a glass or 
plastic strand or fiber. Fiber optics is used long-distance and high-performance 
data networking.  

Fiber optics is also commonly used in telecommunication services such as 
internet, television and telephones. Fiber optics transmits data in the form of light 
particles or photons that pulse through a fiber optic cable. To renew, or boost, the 
signal throughout its journey, fiber optics transmission sometimes requires 
repeaters at distant intervals to regenerate the optical signal. Typically, as the 
bandwidth capacity of a fiber optic cable increases, the more expensive it 
becomes. 
 
2.1.5.4 Microwave 

 
The technology enables the system to adapt to changing environmental 

conditions and changing conditions on the site. The adaptive threshold is not 
constant, changing according to field conditions such as changes in moisture 
levels, dust etc. in order to maintain the highest alarm threshold. The system can 
be pre-programmed to meet specific site conditions.  Any changes required are 
undertaken by changing the parameters of the micro processor. False alarms are 
negligible due to the adaptive threshold technology. The units respond to 
changing field conditions. The adaptive threshold capability reduces the amount 
of periodic maintenance required on the fence. The operating parameters are 
preset and can only be changed manually. There is no response to any changes 
in the conditions existing onsite, resulting in a high false alarm rate. The system 
has to be set at the lowest alarm threshold or the setting of lowest sensitivity in 
order to prevent continuous false alarms. The system has a limited number of 
settings, changes to which require physical changes to the electronic printed 
circuit boards. False alarms occur as a result of the unit being unable to respond 
to changing field conditions. The fence will react immediately to any nuisance 
alarms caused by factors such as overgrowth of wild vegetation, resulting in 
immediate maintenance procedures. 
 
2.1.5.5 Passive & Active Infra-Red (IR) Sensors 

 
An IR sensor is an electronic device that emits in order to sense some 

aspects of the surroundings. An IR sensor can measure the heat of an object as 
well as detect the motion. These types of sensors measure only infrared 
radiation, rather than emitting it and are called passive IR sensors. Usually in the 
infrared spectrum, all the objects radiate some form of thermal radiations. These 
types of radiations are invisible to our eyes but can be detected by an infrared 



Department of Atomic Energy      Page 38 of 233 

 

sensor. The emitter is simply an IR LED (Light Emitting Diode) and the detector is 
simply an IR photodiode which is sensitive to IR light of the same wavelength as 
that emitted by the IR LED. This sensor is analogous to human’s visionary 
senses, which can be used to detect obstacles. 
 
2.1.5.6  Defeating Measures 

 
In security adopt defeating measure is an action, device, procedure or 

technique to reduce threat, vulnerability or an attack by eliminating or preventing 
it by minimizing the harm it can cause, or by discovering and reporting it so that 
corrective action can be taken. 

 
Principle of Defeating Measures is to manage security risk more effectively 

by, 
(a) Reduce risk exposure 
(b) Assess, plan, design and implement an overall risk-management and 

compliance process 
(c) Be vigilant about new and evolving threats, and upgrade security 

systems to counteract and prevent them. 
(d) Vulnerability and Countermeasure  
(e) Adversary Sequence Diagrams 
(f) Logs of security events 
(g) Logs of patrolling (spotting of vulnerabilities and violations)  
(h) Annual risk analysis 
 
Adversary Sequence Diagrams relate to a specific type of threat actors 

those who use intrusion to gain access to their target. 
 The most valuable and vital assets of organization are not conspicuous.  

In order get into the target, the adversary must make his or her way from outside 
the property through various gates, doors, corridors, and then finally upto the 
target. The adversary will try to make entry through passages and barriers. Most 
of the adversaries plan to make their way back out again, without detection, if 
possible.  

Adversaries in the form of Intrusion come in three types: 
1. Those using overwhelming force to make entry 
2. Those using stealth to make entry. 
3. Those using the organization's normal business operations to make 

entry. 
Obviously, each of these types presents different requirements for 

detection, assessment, and response. These three types also present 
themselves as two main types when encountering a response force.  

 
(a)  Those who will surrender peacefully or try to flee 
      (Petty criminals and some violent criminals). 
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(b) Those who will resist with moderate force  
     (any threat actor except terrorists). 
(c) Those who will resist with overwhelming force  
      (Terrorists, violent criminals, economic or petty criminals). 
 
    Poor defeating measures may not act predictably either in terms of what 

direction they go or in how they will respond when encountered by a response 
officer. 

    Unsophisticated adversary rarely makes a prolonged entry for fear of 
detection and response. Usually they leave a chaotic crime scene. 

The key to dealing with intrusion threat actors is to detect them as early as 
possible and intercept them with a superior response before they can make their 
way to their intended target. Failing that, you can detect them and present a 
superior response on their exit. 

For facilities where the acquisition of the asset could cause unacceptable 
consequences, such as vital installation or nuclear power plants. This requires a 
robust quick response force coupled with hi-tech PPS. 

Different defeating measures will be applicable to different types of 
vulnerabilities. For example electric fence, vibration sensors, RF leaky cables, 
optical fiber cables. 
 
2.2 Assessment Monitoring & Communication 

 
2.2.1 Manual Assessment Verses CCTV Camera 
  

CCTV surveillance system provides emergency responders, law 
enforcement security managers, and other security specialists with a reference to 
aid in planning the response to intruder events However the effective application 
of the system depends upon the capabilities and limitations of the personnel 
those assess the signals or footages received from CCTV. 

 
The CCTV technologies include cameras, lenses, monitors, multiplexers, 

recorders, transmission systems, and Internet protocol (IP)-based systems. An 
overview of video analytics and programmatic considerations such as design, 
data storage and retention, cyber security strategies, and system integration is 
essential; part of the CCTV camera system. Such efforts should be undertaken 
only in consultation with the experts who are experienced in CCTV technologies 
at various phases or stages of planning, testing, operating, and maintaining 
comprehensive CCTV systems for access control and surveillance. 

 An intruder selects an attack path based on a cost/benefit assessment. If 
the risk of detection or detainment (apprehension) is too high, he selects another 
path. Further, not all intruders possess a high level of motivation. These potential 
criminals are easily put off by high fences and other common barriers. Deterrence 
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and delay controls fall into two general categories: location and barriers. 
Therefore a manual assessment of the intruder’s path is required to be done 
appropriately.  

However an analysis of structure locations helps determine level of risk. 
Risky locations possess one or more of the following: 

(a) High pedestrian traffic 
(b) High vehicular traffic 
(c) Obscured visibility of areas of probable approach to the site 
(d) Infrequent or ineffective presence of security personnel  
(e) Volatile/corrupt political or legal environment 
(f) Significant labor unrest 
(g) Area in general considered to be innocuous  

 
2.2.2 General Area CCTV Surveillance Systems 

 
Surveillance is used by governments for intelligence gathering, prevention 

of crime, the protection of a process, person, group or object, or the investigation 
of crime. 

Four basic components of surveillance  
 (1) Collection: CCTV cameras are sent to monitors via wireless 
communication links or private coaxial cable runs, which makes them 
closed circuit. Through some CCTV systems we can zoom in and track 
movement. 
 (2) Analysis: analysis of video material has become an essential tool 
used in many civil, criminal and private investigations and has proved vital 
in many cases. Numerous incidents are captured every day by cameras in 
both public and private spaces.  These incidents range from health and 
safety issues, traffic accidents to lethal crimes and can involve tracking 
and comparing multiple persons, objects and vehicles sometimes over 
many days or weeks. 
(3) Dissemination: In CCTV systems, data is collected from multiple 
sources with overlapping contents, which is mostly redundant and 
containing both informative and ineffective contents. Therefore, there is a 
need of effective data collection for which image prioritization methods can 
be used. Another major issue in CCTV surveillance systems is secure data 
dissemination to ensure the authenticity of important data for correct 
decision-making. After collecting informative data by CCTV camera, it is 
necessary to ensure that the same and authentic data is received by 
control room to take any action or to give an alert signal to different 
security forces or departments such as police or fire brigade. This means 
that secure data dissemination has a key role in CCTV surveillance 
system.  
(4) Response: Assess alarm and response under unified command post 
(UCP) by deploying quick response force. 
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2.2.3 Alarm Assessment & Recording  

 
Alarm assessment, which completes the detection function, occurs when a 

person determines whether the alarm event was activated by a real threat or a 
nuisance alarm.  
 

Purposes of Assessment  
(a) Determine the cause of each sensor alarm event, which includes 
determining whether the source of the alarm is a real threat or nuisance 
alarm 
 
(b)  Provide supplemental information about an intrusion, such as who, 
what, where, and how. 

 
Alarm assessment is event-driven in that a human’s attention is directed to 

the surveillance scene of the event by the alarm. Assessment of an exception 
alarm by a human operator is an efficient way. Authorized personnel can rapidly 
assess sensor alarms at remote locations using a video alarm assessment 
system. Assessment system is composed of several cameras at remote sensor 
areas, a display monitor at the local end and various transmission, switching, and 
recording systems. Guards within elevated towers or dispatched patrols can be 
used to make a delayed assessment dependent on the amount of time it takes for 
the guards to respond to the alarmed area and make the assessment. 
Assessment by patrolling can add an element of delay and instant response to 
the assessment. 
 

Surveillance is the use of a human as the detector of the event. 
Surveillance is done for determining the cause of the alarm event. Humans have 
better response and concentration levels to exception events because the activity 
is called to the operator’s attention and the operator must then execute a specific 
set of procedures. Without recorded video, the probability of making a correct 
assessment is reduced the longer it takes to obtain information about the alarm. 
 
Methods of Alarm Assessment  

 (1) By the response force (guards) in elevated towers or by patrolling 
 (2) By operators viewing video coverage of each sensor sector displayed at a 

local alarm station. 
 
Major Components  

(1) The camera and lens to convert the image of the physical scene into an 
electrical signal 

 (2) The lighting system to illuminate the alarm location evenly with enough 
intensity for the camera and lens 
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 (3) The transmission system to connect the remote cameras to the local video 
monitors so that no undesirable effects are introduced to the video signal,  

(4) Video switching equipment to connect multiple video signals from cameras 
with monitors and video recorders,  

(5) The video recording system to produce a record of an event  
(6) Video monitors to convert a signal to a visual scene on an output display  
(7) A video controller to interface between the alarm sensor system and the 

alarm assessment system.  
 
2.2.4 Security Lighting 

Purpose 
(i) to ensure swift detection of intruders  
(ii) to create a psychological deterrence against brake-in-attempts  
(iii) to provide a degree of protection   during daylight hours  
(iv) to reduce additional security personnel and provide exiting personnel 

more protection by reducing probability of concealment and surprise by 
determined intruder. 

 
Guiding Principles of Security Lighting 

 
Security lighting, generally speaking, requires less intensity than working 

lights, except for identification and inspection at authorized entrances and in 
emergencies. Each area of a facility presents its own particular problems based 
on the physical layout, terrain, climatic conditions and the degree of protection 
required. An ideal lighting arrangement must eliminate shadows in which an 
interloper can take cover and enable security personnel to see clearly from 
considerable distance while blinding the intruder with glare. Obviously lighting 
should be employed with other measures such as fixed security posts, patrols, 
barriers and alarms. Good protective lighting is achieved by adequate even light 
upon border areas, glaring lights in the eyes of the intruder and relatively little 
light on the security patrol routes.  In addition to seeing long distances, security 
personnel must be able to see low contrasts, such as indistinct outlines of 
silhouettes and must be able to spot an intruder who may be exposed to review 
for only a few seconds. All of these abilities are improved by higher levels of 
brightness. 
 

In planning to provide security lighting, high brightness contrast between 
intruder and background should be the first consideration. With predominantly 
dark or dirty surfaces or camouflage type painted surfaces, more light is needed 
to produce the same brightness around installations and buildings than where 
clean concrete, lightly painted surfaces or grass predominate. The ability of the 
observer to distinguish poor contrasts is significantly improved by increasing the 
level of illumination. When the intruder is darker than his background, the observer 
sees primarily the outline of silhouette. Intruders who depend upon dark clothing 
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may be fooled if light finishes are used on silhouettes. An eight foot strip of white 
band outside the perimeter fence, or a light colored wall will provide better 
visibility with less expenditure. Good observation conditions can be created by 
providing broad lighted areas around and within the installation against which 
intruders can be seen.  

 
Types of Security lighting 

Lighting units of four general types are used for security lighting 
systems. These are: 

 
(a) Continuous Lighting: This is the most common system. It consists of 

a series of fixed lights arranged to flood a given areas continuously 
with overlapping cones of light during the hours of darkness. Two 
primary methods of employing continuous lighting are glare- projection 
and controlled lighting. 

(b) Glare Projection Lighting: This method is useful where the glare of 
lights directed across surrounding territory' will not be annoying not 
interfere with adjacent operations. It is a strong deterrent to the 
potential intruder because it makes it difficult for him to see the inside 
of the area. It also protects the watchman or guard by keeping him in 
comparative darkness while enabling him to observe intruders at 
considerable distance beyond the perimeter.  Floodlights which provide 
a band of light whose horizontal angular dispersal is great and which 
direct the glare at a possible intruder while restricting the downward 
beam, are the preferred lighting in this method of lighting. 

(c) Controlled Lighting: Where it may be necessary to limit the width of 
the lighted strip outside the perimeter because of adjoining features or 
highway, railroad, navigable waters or airports, controlled illumination 
will be required. In controlled lighting, the width of the lighted strip can 
be controlled and adjusted to fit the particular need, such as the 
illumination of a wide strip inside a fence and a narrow strip outside or 
the floodlighting of a wall or roof. This method of lighting often 
illuminates or silhouettes security personnel as they patrol their routes. 

(d) Stand by Lighting: The layout of this system is similar to continuous 
lighting explained above. However, the lamps are not continuously 
lighted but are either automatically or manually turned on only at such 
times as suspicious activity is detected or suspected by the security 
personnel or alarm systems. 

(e) Mobile Lighting: This type of system consists of manually operated 
movable searchlights which may be lighted during hours of darkness or 
to floodlight a particular area, or lighted only when needed. 

(f) Emergency Lighting: This kind of system may duplicate any or all of 
the above systems. Its use is limited to times of power failure or other 
emergencies which render the normal system inoperative. It depends 
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on an alternative power source, such as installed or portable 
generators or batteries. Needless to say, all perimeter light sources 
should have a backup power source so that if a blackout occurs this 
vital component of the physical security arrangement can continue to 
function with usual efficiency. Depending upon the' specific needs of 
the facility, more than one backup power source may be desirable. 

 
Security lighting can be activated by photo electronic cells, timed 

switches or manually Photoelectric cells, which turn lights on and off 
automatically when a certain surrounding light threshold is attained, are by far 
the most desirable because of power failures do not affect them. Timed 
switches also work reasonably well, though they are vulnerable to power cut 
offs. If timed switches are connected to an overall computerized security 
system they also become vulnerable to tampering by illegal mischief 
mongers. Manual switches avoid computer access but can be tampered with 
more easily than any other type of switch because they must be placed 
where legitimate personnel can reach them. 
 
Types of Light Sources 

The five standard types of lighting used for security purposes are: 
incandescent lights, fluorescent lights, gaseous-discharge lamps, quartz 
lamps, active infrared lights and LED lights. 
 
Incandescent Lights 

These are the kind commonly used in homes and light up instantly 
when turned on. Relatively inexpensive, wattages and often have interior 
reflective coating and built-in lenses to focus or diffuse the light. They can be 
enclosed in a shade or installed in fixtures that produce the same result. The 
many types of incandescent lights can suit a wide variety of security needs. 
 
Fluorescent Lights 

Fluorescent lights and fixtures can also be easily obtained at 
reasonable prices. Because they are more efficient they cost even less to 
operate. Both the fluorescent and incandescent lights are the best choice 
whenever instant light is needed for a short time. 
 
Gaseous Discharge Lamps 

Gaseous discharge lighting refers to mercury vapour or sodium vapour 
lamps. Both types are more efficient and longer- lived than either 
incandescent or fluorescent lamps, with low pressure sodium vapour being 
the most efficient of them all. Mercury vapour lamps which emit a blue-green 
light are widely preferred for interior and exterior lighting especially where 
people are working. Sodium vapour lamps are an ideal means of lighting foggy 
areas, because yellow or gold light that it gives out penetrates fog better than 
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white light.  On the debit side, gaseous-discharge lamps must have high initial 
voltage to strike an arc.  Therefore, they take two to five minutes to light when 
cold and even longer to re-light when hot, for example after a power failure.  
Vapour lamps are best used for exterior lighting that comes on at dusk and 
remains on all night. 
(d) Quartz Lamps 

Quartz lamps combine the best of both the above types. They emit an 
extremely bright white light that provides excellent visibility and turn on as 
quickly as an incandescent lamp quartz lamp of 1500 watts or better make an 
excellent choice for lighting around perimeter barriers and in known trouble 
spots, though admittedly it is much more expensive to install them. 
(e) Active infrared lights 

 To the standard human eye, active infrared light is invisible.  
However to an individual augmented with thermo graphic goggles or cyber 
eyes, an active infrared spotlight is as bright as a quartz lamp.  An intruder 
without such vision enhancements can walk right through an area lit by active 
infrared lamps and be completely unaware of the existence of such a security 
measures, but personnel with the right abilities, that is augmented thermo 
graphic vision, can see well enough to take appropriate action.  
 
2.2.5 Communication Methods & Systems 
 
2.2.5.1 Wireless Communication (VHF) 

 
Merits:  
(i)    Wireless communication system is used for critical communication  
       application.  
(ii)   Useful to broadcast calls, group calls and individual calls.  
(iii)  In this system voice can be secured by using scrambling methods.  
(iv)  It provides wide area coverage in the range of approximate 5 to 50   Km.  
Demerits:  
(i)    Security provided to VHF is very limited. 
(ii)   Voice quality is affected by lot of noise factors hence will degrade with  
       the distance.   
(iii)  It has very limited reliable features as goes to difficult fall-back modes.   
(iv)  In this communication system messages transmitted can be 
       intercepted. 

 
2.2.5.2 Telephone  

Telephone communication is one of the most widespread and expeditious 
forms of communication. It provides the exchange of information in all areas of 
human endeavors. Telephone communication is the transmission of speech over 
a distance either by electric signals propagated along conductors or by radio 
signals. Telephone communication permits conversations to be carried on 
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between people separated by almost any distance. The sound waves of a 
subscriber speaking into the transmitter of a telephone set are converted into 
electric signals. These signals are transmitted over communications channels 
and then reconverted into sound waves in the receiver of the listener’s telephone 
set and thus reproducing speech.  
Telephone communication is classified so as: 
(a) Radio transmitter-receiver: A radio receiver is the opposite of a radio 
transmitter. It uses an antenna to capture radio waves, processes those waves to 
extract only those waves that are vibrating at the desired frequency, extracts the 
audio signals that were added to those waves, amplifies the audio signals, and 
finally plays them on a speaker. 
(b) Selective telephone communications: Selective telephone communication 
systems are used in providing operational-technological service communications, 
characteristically in situations where the points are located far apart and along 
some kind of a line, such as a railroad, a gas pipeline, or an electrical supply 
system. Selective telephone communication systems are of two types. The first 
type provides for one-way selective calling only, that is, from the master office to 
the other stations only. In the other type of system each point can selectively call 
any other point. 
(c) Radiotelephone communications: A radiotelephone or radiophone is a 
communications system for transmission of speech over radio. Radiotelephone 
systems are very rarely interconnected with the public switched telephone 
network. Radiotelephony means transmission of sound (audio) by radio, in 
contrast to radiotelegraphy (transmission of telegraph signals) or video 
transmission. Where a two-way radio system is arranged for speaking and 
listening at a mobile station and where it can be interconnected to the public 
switched telephone system. the system can provide mobile telephone service. 
 (d) Traffic-control communications: It is illegal under the Wireless Telegraphy 
Act 1949 2006 to listen to anything other than general reception transmissions 
unless you are either a licensed user of the frequencies in question or have been 
specifically authorized to do so by a designated person. 
 
Types of Telephone Instruments 

(a) IP Telephone Set. Looks like a telephone instrument but is essentially    
     a Local Area Network (LAN) device which requires an IP address from  
     your network switch.     
(b) Digital Telephone Set 
(c) Analogue Telephone Set 

 
Types of cell phones 

Cell phones have evolved rapidly as their use has increased. Most of them 
fall into three categories:  
(a) Cell Phone: The classical phones only used for the purpose of making calls, 
texts and little less. These phones have less advanced features and they 
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generally focus on the ease of use. They come in a variety of different form 
factors and designs, allowing the user to have plenty of options. These phones 
are often cheap. 
 
(b) Feature phones: They compromise the features of the Smart phones and the 
conventional phones. They have limited properties of OS (operating system). A 
feature phone focuses on texting, multimedia, a full web browser and GPS 
(global positioning system). A less expensive feature phone is a great alternative 
to a Smartphone. 
(c) Smartphone: Smart phones have become the standard option for most 
consumers. With an advanced operating system (OS), GPS, 4G internet speeds, 
a smart phone is closer to a computer than a cell phone. Modern smart phones 
feature a highly responsive touch-screen, Wi-Fi connectivity, HD cameras and 
data streaming. Smart phones allow users to perform tasks previously reserved 
for a desktop or laptop: edit documents, use social media, handle email and 
create spreadsheets. smart phones are separated by their OS. 
 
2.2.5.3 Flags 

Flag signals can mean any of various methods of using flags or pennants 
(sign)   to send signals. Flag signals permits communication at a distance before 
the invention of radio. Flags are still used especially in connection with ships.  
 
A: Types of Flag Signals    
A-1 Heliograph: It is a wireless telegraph that signals by flashes of sunlight 
reflected by a mirror. The flashes are produced by momentarily pivoting the 
mirror or by interrupting the beam with a shutter. 
A-2 Aircraft Marshalling: Marshalling is one-on-one visual communication 
and a part of aircraft ground handling. At airports, the marshaller signals the pilot 
to keep turning, slow down, stop, and shut down engines, leading the aircraft to 
its parking stand or to the runway. 
A-3 Signal Lamp: A signal lamp is a visual signaling device for optical 
communication, typically using Morse code. Morse code is a character encoding 
scheme used in telecommunication that encodes text characters as standardized 
sequences of two different signal durations called dots and dashes. Modern 
signal lamps are focused lamps which can produce a pulse of light. 
A-4 Semaphore Line: A semaphore telegraph is an early system of conveying 
information by means of visual signals, using towers with pivoting (turn around) 
shutters which is  also known as blades or paddles. Information is encoded by 
the position of the mechanical elements.  It is read when the shutter is in a fixed 
position.  
A-5 Railway Signaling: A railway signal is a visual display device that 
conveys instructions or provides advance warning of instructions regarding the 
driver’s authority to proceed.[1] The driver interprets the signal's indication and 
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acts accordingly. Typically, a signal might inform the driver of the speed at which 
the train may safely proceed or it may instruct the driver to stop. 
 A-6 Traffic Guard: A traffic guard, traffic controller, flagman or flagger is a 
person who directs traffic through a congested site or other temporary traffic 
control zone past an area using gestures, signs or flags. The person directing 
traffic is responsible for maintaining the safety and efficiency of traffic as well as 
the safety of personnel. Traffic guards are commonly used to control traffic when 
two way roads are reduced to one lane where traffic must alternate. They guide 
motorists to follow the traffic rules and regulations but may not be able to enforce 
the law.  
 
B: Windsocks 

Windsock is a conical shaped object used to measure wind speed and 
wind direction. Windsocks are  colored alternately with red and white .Windsocks 
are typically used at airports or jetties to indicate the direction and strength of the 
wind to pilots or sailors  and at installations where a risk of gaseous leakage is 
envisage as potential danger. They are sometimes located alongside of highways 
at stormy locations. 
 
C: Buoys 
Types of Buoys 
C-1 Navigational Buoys 
C-1.1 Race Course Marker Buoy: Buoy racing is the most prevalent form of 
yacht racing and power boat racing. The buoys are used to delimit the race 
course and must be passed to a specified side. Course marker buoys are also 
used in underwater orienteering competitions. 
 C-1.2  Emergency Wreck Buoy: An Emergency Wreck Buoy provides a clear 
and unambiguous means of marking new wrecks. This buoy is used as a 
temporary response, typically for the first 24–72 hours. This buoy is coloured in 
an equal number of blue and yellow vertical stripes and is fitted with an 
alternating blue and yellow flashing light. 
C-1.3 Large Navigational Buoy (LNB):  It Is an automatic buoy equipped with a 
powerful light monitored electronically as a replacement for lightships.  
C-1.4 Lateral Marker Buoy:  Safe water mark or Fairway Buoy – a navigational 
buoy which marks the entrance to a channel or a nearby landfall.  Some 
navigational buoys are fitted with a bell or gong which sounds when waves move 
the buoy. 
C-1.5 Light Buoy : A buoy to use as demarcation at night. 
C-1.6Seamark/Navigation Mark: It is a form of aid to navigation and pilotage 
that identifies the approximate position of a maritime channel, hazard, or 
administrative area to allow boats, ships, and seaplanes to navigate safely. 
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C-2 Rescue Buoys 
C-2.1 Lifebuoy – It is used as a life saving buoy designed to be thrown to a 
person in the water to provide buoyancy. Usually has a connecting line allowing 
the casualty to be pulled to the rescuer. 
C-2.2 Self-Locating Datum Marker Buoy (SLDMB) –This particular surface 
drifter is designed specifically for deployment from a Coast Guard vessel for 
search and rescue.  
(D) Mooring Buoys: These type of buoys are used to keep one end of a 
mooring cable or chain on the surface of the water so that ships or boats can tie 
on to it. Many marinas (ports/harbors) mark these with a number and assign it to 
a particular vessel or rent it out to transient (passing) vessels. 
(E) Tripping Buoys:  Therese are used to keep one end of a tripping line on 
the water surface so that a stuck anchor can more easily be freed. 
(F) Military Buoys 
 

F-1 Marker Buoys:  Used in naval warfare particularly anti-submarine warfare. It  
is a light or smoke emitting or both marker using some kind of pyrotechnic to 
provide the flare and smoke. It is commonly set-off by contact with seawater and 
floats on the surface.  
F-2 Sonobuoy: A buoy that emits a radio signal on receiving an underwater 
signal from a vessel. It is used by anti-submarine warfare aircraft to detect 
submarines by sonar. 
F-3 Target Buoy: It is used to simulate target (like small boat) in live fire exercise 
by naval and coastal forces usually targeted by medium size weapons  like 
HMGs, Rapid Fire Cannons, Anti-Tank Rockets. 
 

(G) Pyrotechnics 
Pyrotechnics are emergency flare and signals to inform a nearby ship or 

troop for immediate help on the outbreak of extreme emergency situations at sea 
or land.  These includes hand flare, rocket parachute flare, and smoke signals. 

 Pyrotechnics are not fireworks. The difference between fireworks and 
pyrotechnics is that the pyro can be used in much closer proximity to the public 
due to more convenient nature of the product. Pyro produces very low or zero 
debris, making it the ideal material to use. 

 
2.2.5.4 Distress/ Duress Alarm Systems 
 

Adversary action may result in the capture of or the confrontation with one 
or more members of the protective force. It is desirable to know as early as 
possible that this situation of duress exists. The Duress Alarm system is to be 
provided for security personnel at each post and every Watch Tower / Morcha to 
activate or swiftly respond to   an emergency or threatening situation. 
 
Objectives: The Objectives of Duress Alarm Policy is to provide: 

i) A working environment that is safe, secure for nuclear facility & 
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personnel and to reduce any perceived or actual risk of harm for 
staff and respond to any forceful attack. 

ii) Information on the use of the portable and fixed Duress &Distress 
Alarms system. 

iii) A process for managing an emergency or threatening situation. 
 
Responsibility: It is the responsibility of all Security & CISF personnel to 
adhere to   this Policy. 
 
Duress Alarm Usage: The Chief Security Officer and CISF Unit in Charge 
will ensure that staff, who they supervise: 
 

(a) Are competent in the use of the Duress/ Distress Alarm system 
(b) Actively participate in annual test runs of the Duress / Distress 

Alarm system. 
(c) Attend training on the use of the Duress/ Distress Alarm system 
(d) All security personnel will be provided with orientation and annual 

training on the use of the Duress Alarms system and the Location of 
the Duress Alarms unit & activation switches/ push b u t t o n  
 

2.2.5.5 Security Patrolling 
 
Aim: In addition to fixed duty posts, the guards should be detailed for area 
patrol duty as any barrier to be effective, has to be kept under constant 
observation.  When the perimeter barrier encloses a large area, an inner 
perimeter all weather jeep able road should be provided for patrolling on vehicle 
but if the area is small it may be covered by foot patrols by dividing the whole 
perimeter into various beats.  The perimeter barrier should be checked at least 
ones in each shift by the guard patrol when patrolling on a vehicle.  They should 
be equipped with walkie-talkie sets tuned with the control room and other sets on 
the unit wireless net.  It is needless to say that effective supervision of patrols is 
absolutely essential.  
 
Objectives: 

(a) Detect and prevent any damage to property and wastage of 
installation’s resources. 

(b) Ensure rules of the establishment such as prohibition of smoking in 
certain areas are observed. 

(c) Detect and prevent offences against the interest of installation. 
(d) Prevent & Protect assets from fire. 
(e) Prevent accidents.  
(f) Prevent or detect damage to PPS  

Duties: 
(a) Check locks on warehouses, stores and offices. 
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(b) Damage in perimeter fences/wall. 
(c) Seals on various stores and railway wagons. 
(d) Inside the railway wagon waiting to leave the premises for stolen 

property hidden     inside. 
(e) Property stored in open area in that it is not exposed to weather or 

other hazards. 
(f) Strong rooms and safes to ensure that they are locked and sealed 

property and no keys are left in locks. 
(g) Check for unauthorized persons on premises. 
(h) On noticing any hazard, take immediate action and inform appropriate 

authorities. 
(i) Investigate anything that appears other than normal. 
(j) Check for all equipment and other pilferage material left in unlocked 

room of the   building. 
(k) Scrap dumps where there is a possibility of theft or pilferage. 

 
2.3 Personnel Access Control 
 
2.3.1 Personnel Access Control – Credential based  
 

Means of Achieving Objectives 
 
These objectives are achieved by implementing personnel, vehicle 

&material access control systems. 
 

i) Measures for Personnel Access Control  
(a) Determining who has a valid requirement to be in the a r e a . 
(b) Limiting access to persons who have that valid r eq u i r em e n t . 
(c) Establishing procedures for positive identification of persons 

within or with authorized access into designated a r e a s . 
(d) Issuing special identification cards / badges to personnel 

authorized access into restricted areas. 
(e) Using personnel access lists. 
(f) Using identification codes or Bio-metric Systems and / or 

combination of for employees, non employees, contract workers 
including drivers and cleaners. 

 
ii) Measures for Material Access Control Systems 

(a) Use of Door Frame & Hand-Held Metal Detectors and / or pat- 
down frisking. 

(b) Screening of personal belongings manually and or by using X-  
ray baggage scanner machine, Explosive vapour detector while 
entry and use of High sensitivity DFMD and SNM monitors and 
manual checking on exit. 
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(c) Thorough checks on vehicle carrying  material before they 
reach the first entry point 

(d) Material should be accompanied by authorized person. 
 

iii)  Measures for Vehicle Access Control 
(a) Strict access control. 
(b) Use of Under Vehicle Scanning System (UVSS) / under vehicle 

mirror. 
(c) Registration of departmental & contractors vehicles. 
(d) Use of Explosive Detector/sniffer dog while entry. 
(e) Manual checking/inspection of vehicle including documents. 
(f) Loading unloading operations under supervision. 
(g) Parking of vehicles at designated place. 
(h) Checking of vehicles by surveillance camera placed above in 

the vehicle entry portal. 
 
Measures for Personnel Access Control Identification  
 

An identification system should be established at each unit / facility to 
provide a means of identification of various categories of personnel who need to 
have access to the unit / facility. The system should provide for the use of 
security identification cards or badges to aid in the control and movement of 
personnel into, within and out of specified areas or activities. The identification 
card should be designed as simply as possible and still provide adequate 
identification for controlling the movement of personnel. An identification card 
should normally contain name of the unit / facility & its address, holder's name, 
designation, date of birth, personnel  number and Photograph  of the cardholder, 
personal identification marks, serial number of the card and its date of expiry as 
also signatures of the card holder and the issuing authority. It is advisable for 
security reasons for each unit / facility to comply with standard identification card 
format or any other approved format by DAE as regards the design and 
appearance. Also each unit/facility should customize their own Holograms for ID 
cards as regards to the design and appearance for additional security features. 
 
Visitor Identification and Control 
(Excluding foreign visitor and OCI, PIO, NRI)  

 
All authorized visitors should be issued with a preferably coded (smart 

card for example) 'VISITOR' badge along with a paper based slip containing 
visitor & host details along with photograph of the visitor. Visitor access badges 
usually contain no photograph or name but clearly establish the bearer as an 
authorized visitor to the department/ organization. Badges may also be issued to 
visitors indicating that the person has been granted a temporary authorization to 
access a specific area. This is usually indicated through the use of such features 
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as colour code, letter and numbers on the badge.  Visitor access badges should 
contain a number unique to the badge to help facilitate tracking and inventory 
verification. All visitors should be escorted to and within a facility’s highly 
sensitive areas.  Visitors’ access badges must be returned to the issuing office 
along with visitor slip duly singed and timed by the host at the end of day’s work.  
A record of issue should be established to identified, the organization 
represented, the purpose of the visit and the person being visited.  
 
2.3.2 Bio-metric Access Control System 

 
For regular employees entitled access to the more sensitive areas, 

biometric recognition system is the most effective system. A biometric system 
identifies individuals by their unique traits. The most common type of biometric 
recognition system reads the fingerprints of employees. Thousands of finger 
prints patterns can be stored in the system computer to which additions and 
deletions can be readily made as and when required. Other systems use hand 
geometry, palm blood vessel patterns, voice-verification, face recognition, eye iris 
and retinal scans. The most secure biometric recognition system reads two or 
more indicators is recommended to be introduced for more sensitive units / 
facilities of DAE. 
 

As a measure of further precaution, a properly authenticated access list of 
all persons authorized to enter a particular sensitive area or installation should be 
kept with the security personnel at the entrance of that area or installation for 
positive identification. The list should normally be in two parts. The first part 
should contain names and designations of all persons who are regular workers in 
that place. The second part should contain similar information about employees 
who are, as a permanent measure, allowed by the competent authority to enter 
that place for official work. Each time a permanent addition or deletion is made a 
new access list should be prepared and the old one destroyed. 
 

At a highly sensitive area or installation, a person whose name is not on 
the access list, no matter if he is an employee or visitor, must be escorted 
appropriately either by security personnel or an operational employee who 
regularly works there. Likewise he must be escorted up to the exit when he 
leaves.  Under no circumstances should such a person be left unattended. The 
escort and attendance procedure should be meticulously laid down and strictly 
enforced.  

 
2.3.3 Key & Lock Control / Management Systems- Manual & Automated  

 
Every possible care should be taken to ensure the safety of keys and to 

prevent their falling in the hands of unauthorized persons even for a short period 
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which is sufficient for making duplicates. The following rules in this connection 
should be observed: 

 
i) The number of keys in use for any lock should be reduced to the 

minimum. 
ii) Keys should not be carried in loose in pockets. 
iii) Keys should not be taken out of the office. 
iv) Each key should have a metal tag with number inscribed denoting 

Floor/ room/ section, etc. 
v) The loss of a key should be reported immediately to the security 

and the concerned lock should be changed without loss of time. 
Even if the key is subsequently recovered, it should still be 
regarded as compromised, unless it is established beyond doubt 
that there was no opportunity for any unauthorized persons to 
make a duplicate. 

 
Classification of keys 
 

Keys are classified as under: 

i)   Ordinary ii) Duplicate      iii)   Classified 

i) Ordinary keys – are required for daily use by the staff and therefore may 
be kept in the key boards under lock and key at the security counter. A key 
register should be maintained in proper format in which signature of the 
person drawing or depositing the keys should be obtained against every 
issue/deposit. Keys should be issued to the authorised person/person (s) 
only.  

 
ii) Duplicate keys – are not used regularly. Hence they should be kept in 

safe/secure boxes/coffers under lock and sealed properly. A register for 
the duplicate keys should be maintained and the box/coffer should be 
regularly inspected by the departmental Security Officer and its contents 
checked against the key register. Duplicate keys are meant to be used / 
issued in an emergency or in a situation when the original key is not 
available. Whenever a duplicate key coffer is opened either for drawing or 
depositing a key, an entry should be made in the register. Duplicate room 
keys should be kept with security whereas duplicate keys of almirah, 
cupboards, etc., should be kept with the section officer concerned or with 
the officers themselves.  

 
iii) Classified keys - Keys of certain vital areas where valuable stores or 

special nuclear material are stored are called classified keys. A separate 
register for classified keys should be maintained. Classified / restricted 
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keys should be placed in a double cover, sealed and signed only by an 
authorised person and handed over to the security staff for safe custody 
against signature. The security staff’s responsibility is to receive the sealed 
cover with seal intact from the authorised person and issue it in the same 
manner to the authorised persons whenever needed.  

In offices, it would be the responsibility of the section officer to ensure that 
the operating keys of all almirahs/drawers containing classified documents are 
deposited in one almirah/receptacle and the key of that receptacle is sealed in a 
cover and handed over to security.  

Room keys should not be taken out of the office in any situation and must 
invariably be deposited with security. Officers of the rank of Under Secretary and 
above may take the operating keys of their almirahs/drawers out of the office and 
keep them in their personal custody. 

Keyboards 
 

i) The keyboard hooks will be marked numerically, horizontally across the 
top and bottom and alphabetically, vertically on both the left and right sides 
to ensure that each hook has a unique number and letter.  

ii) Each hook will have its unique number and letter just above the hook. 
iii) Keys will be maintained in series to keep like keys grouped together. For 

example: administration, maintenance, vehicles, gates, pantry, medical 
first aids, etc.  

iv) If needed due to the size of key rings, key rings may be located on a 
different part of the keyboard than individual keys.  

 
Lock and Key Control Officer 

 
 Unit / facility will designate a minimum of one employee as the key and 
lock control officer. 
 
Supervision: 
 The key and lock control officer will be assigned to and supervised by the 
facility Chief of Security.  
 
Responsibilities:  
 The key and lock control officer duties will include, but are not limited to: 

i) Making recommendations for budget planning.  
ii) Repairing broken locking devices and replacing worn or broken keys.  
iii) Maintaining records and files showing complete accountability and life 

cycle of each key and lock. 
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Electronic Key Cabinets (EKC) 
 

 The Key Management is enhanced by introduction of Electronic Key 
Cabinets. Keys no longer need to be labeled.  Even if they get dropped or lost, 
there is no immediate identity issue and security risks are minimized. Keys are 
available 24 X 7 but to authorised staff only. There is no issue about leaving keys 
unattended, even when the officer is off-duty or away on holiday. 
 
 All restricted/sensitive keys are to be housed in an electronically controlled 
key box hereinafter referred to as the Key Cabinet. The Key Cabinet is 
maintained and upgraded by security personnel (i.e., Assistant. Security Officer 
and above) and a technical person will monitor any up-gradation programming 
required. Incase Security personnel is not available to update the Key Cabinet 
required data, same will be performed by the facility technical representative with 
appropriate records. 

Restricting access to Authorised users only 

Once the appropriate user profiles and key details have been entered into 
the software, Automatic Key Management ensures that only authorised staffs are 
allowed access to the key cabinet and only then to designated keys. The system 
automatically records when a key is being taken/deposited and by whom on a 
central database. This information is available on an administrators PC. 

 Authorised persons request access to the key cabinet by RFID card, if the 
request is valid, the keys permitted for use by that user will be illuminated. Key 
will be released and the transaction written to system memory who, which key 
and at what time. 

To return the key, the holder must again secure admission to the cabinet 
and then replace the key fob in its designated position. If this is not done, the 
system will prompt the user to move the key fob to its correct position. All 
information is again logged and if any key is returned by a user who is different to 
the person who took it, it is immediately flagged-up as a warning. This can be 
waived off for individual keys and applied for key-pouches only. Multiple key 
management cabinets can be controlled from the same administrators PC on 
several cabinets in one building, or many cabinets networked together from a 
number of remote sites. Knowing who has a key at any instant time is easy.  
 
 The Key cabinet is to be located near or in front of the security post under 
dedicated surveillance coverage, shall have its own video recorder for recording. 
Additionally, the surveillance coverage shall have the capability to identify every 
individual that accesses the Key Cabinet. The Key Cabinet is controlled by RF 
Smart ID Cards and specific internal programming to prevent unauthoirsed 
access to sensitive keys. 

 

 

http://www.traka.com/Products/Software
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 The local security post will notify the following situations to facility technical 
person/owner: 

 
i) In the event of system failure (i.e. Key Cabinet system, PC, etc.). 
ii) Repairs that cannot be completed within twenty-four (24) hours. 
iii) In the event the Key Cabinet is inoperable. 
iv) Immediately when tamper alarm registers. 

 
 In the event the Key Cabinet is inoperable, manual key issuance 
procedures should be restored back. 
 
Audit Procedure 

 
a) System is designated to provide audit trail of all keys issued and 

subsequently returned to the key cabinet. 
b) All key movements are documented in real time to a secured 

printer which records the date, key number, key name, time 
out/in and user’s name. 

c) Security-in-Charge of the facility will review the reports on weekly 
basis for propriety of transactions. The list of users report will be 
generated daily to reflect any additions to EKC and will be 
compared to the previous day’s report. Any discrepancy shall be 
investigated and documented. 

 
Emergency Keys 

 
Following precautions to be taken to deal with this class. 
(a) key ring will contain the least amount of keys 
(b) b)separate key ring will be made for each structure or a group of 

structure in the facility 
(c) maintain in controlled area on a separate keyboard with proper 

lock & key 
(d) keep under appropriate administrative control of officer not below 

the rank of shift in-charge. Access to the key(s) should be 
documented in incident report. 

(e)  facility emergency, security and restricted keys that will be 
stamped “DO NOT COPY” should be kept at minimum. 

 
2.4  Material Access Control 

 
2.4.1 Movement of Material 
2.4.2 (Special Items/ Computer/ Media Storage Device) 

(a) No stores, documents, equipments or material of any description 
shall be allowed to leave the facility premises except on the 
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strength of a valid gate-pass issued by an authorized official.  
The administration division will notify from time to time the 
names and designation of officers who have been authorized to 
issue gate-passes and the categories of material for which they 
can issue gate-passes and furnish the security cell managing the 
main gate specimen signatures of the officers so authorized.  
The latter should make it a practice to verify the signature 
appearing on the gate-passes presented to them with 
corresponding specimen signature in their possession. 

(b) The gate-passes shall be of two kinds, namely returnable and 
non-returnable. They should be in different colours to avoid 
confusion and minimize chance of mischief.  

(c) The Material Gate Pass shall be issued by Stores Officer, 
Central Stores Unit, BARC. Record of the same shall be 
maintained by Stores Officer, Central Stores Unit and nominated 
officer of Division / Section 
 

2.4.3 Gate Pass 
Non-returnable Gate Pass 

All material required to be officially taken out and which need not come 
back inside the premises (i.e. sent out once for all). 

Returnable Gate Pass 

All Materials that are required to be taken out officially for any reason 
and then needs to come back inside the premises after completing the 
desired purpose to include fabrication, etc. 

Authorization to sign Material Gate Pass 

      The movement on Material Gate Pass comprises various items, 
materials, equipment, stores, documents, drawing, media storage devices, 
etc. Some of the items may have security concerns and therefore considering 
the sensitivity of the establishment each item is required to be sent out by 
adequate authorized Competent Authority. 

Procedure for authorizing to sign Material Gate Pass 

CAO shall request Divisions / Sections to forward the details of the 
Officers, (Gazetted) authorized to sign the gate pass. This shall be done 
every year in the month of December so that the list is updated and 
implemented every year in the month of January. 

i) Director/Group / Associate Director shall forward the names 
of the officers who are authorized to sign gate pass for various items to 
CAO. 
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ii) On receipt of information from CAO shall obtain necessary 
approval from competent authority and then forward the list to Head, 
SAS, Computer Division (for updating the list for online gate pass 
procedure) and CSO, BARC along with their specimen signature. 
Thereafter, CSO shall forward the list to Dy. CSOs who would ensure 
that all the post and Gate SOs / ASOs are aware of the authorized 
officer for signing Gate Pass for various items. 

Chart showing authorities to sign Returnable and Non-Returnable Gate Pass 

 
Items Officer authorized 

to sign Gate Pass 
Remarks 

Audio / Video 
Cassettes and 
Tapes 

Head of Division It must be ensured that the outward 
movement is properly regulated and no 
classified information pertaining to 
BARC is allowed. 

Floppy 
/diskettes 

Head of Division As above. 

Movement of 
colour films for 
processing 

Head of Division As above. Further colour film 
processing facility is available with 
SIRD, however when it is desired to 
send exposed colour films for 
processing outside, this may be made 
over to CSO who will arrange to have 
film processed and delivered to the 
concerned Division. 

Material Head of Division / 
Section or 
authorized 
Officer 

 
-- 

Drawings / 
Tracing / Maps 

Head of Division or 
Officer authorized 
by Director, BARC 

These documents being sensitive, their 
movement is regulated more strictly. 

Overhead 
transparencies / 
slides 

Head of Division/ 
Section 

 

E-Tokens -- Issued by Computer Division without 
Gate Pass 

Xerox copies of 
re-prints of 
scientific papers 

-- Proper control at Division level without 
Gate Pass 

Laptop 
Computers 

Associate Director 
and above 

In addition to Gate Pass a Certificate 
that „No classified information has been 
copied into the computer‟ signed by Head 
of Division. 
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Hard Disk of 
Computer 

Head of Division As a general rule, it is not advised to 
send hard disk of computers outside 
BARC premises. However, if it is un-
avoidable a certificate with the Gate 
Pass stating that the hard disk is being 
sent outside for a particular work which 
cannot be done within BARC premises 
and should personally certify that there 
is no data on the hard disk which is of 
classified nature. Where the hard disk is 
taken out along with the computer by 
way of replacement or otherwise such 
hard disk should be first formatted and 
degaussed by Computer Division and 
then only send along with the certificate 
that the hard disk is formatted. 

 

Drawings: 
 

Drawings/Tracing/Maps being sensitive documents their movement is 
regulated more strictly. Only a few senior officers are authorized by the Head 
of the Unit to sign the gate passes for the movement of drawings. When the 
number of drawings to be taken out are large, they may be checked, packed 
and sealed by the local security post and endorsement obtained on the gate 
pass to that effect. 
 

Colour films for Processing: 
 

Colour film processing facility is available with the Library and 
Information Services. However, when it is desired to send exposed colour 
films for processing outside, these shall be made available to the Head of the 
Security who shall then through Security Officer, Investigation Cell arrange to 
have the film processed and delivered to the concerned Division/Section. 
 

Audio Video Cassettes: 
 

The movement of Audio-Video cassettes is regulated on gate pass to 
be countersigned by the concerned Associate Director/Heads of 
Division/Section and a brief description of the contents of such cassettes is 
required to be mentioned in the gate pass. 

Computer / Media Storage Device 

(a) Any Computer data storage devices personal in nature are not 
permitted to carry inside the Centre. 

(b) Movement of Computer data storage devices are restricted and 
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allowed on the basis of valid authorization including Gate Pass. 
(c) Details of contents of the computer data storage device must be 

described properly along with purpose for which it is being sent out, in 
the Gate Pass along with a certificate to the effect that it does not 
contain any classified data related o that DAE unit. 

(d) The movement of laptop computer in and out of the Research Centre is 
authorized only by Director / Directors / Associate Directors of Group. 
Gate Pass to be issued to the custodian, while taking out laptop along 
with a certificate that the laptop does not contain sensitive information 
and the certificate should be signed by an officer authorized to issue 
the Gate Pass for computer storage devices. 

(e) Sending hard disk of computer outside BARC is not advisable. 
However, if it is unavoidable, the Head of the Division or above must 
issue a certificate with the Gate pass that the hard disk is being sent 
out for a particular work which cannot be done within this Research 
Centre and should personally certify that there is no data in the hard 
disk which is of classified nature. 

(f) Hard disks sent outside for replacement, should be magnetically 
degaussed. Users shall use degauss machine available with Computer 
Division. 

 
Dispatch of Floppies/Discs (CD) through Central Dispatch Section, PD 
 

Groups/Division/Section sending floppies / discs (CD) to CDS for 
dispatch through post to the addressee shall follow the following procedure: 

(a) Fill in duplicate in a form and sent to CDS along with floppies/discs 
(CD) for dispatch. 

(b) Mode of dispatch be indicated on the envelope as well as the form 
(viz ordinary/ airmail/ registered/ registered parcel/ speed post). 

(c) Any media storage device carried unauthorizedly will be confiscated 
by Security Section. The security Section shall forward the 
confiscated device and report to the System Administrator, 
Personnel Division who shall then put up the case before the 
standing Cyber Security Committee. The Committee shall examine 
the device, if required, invite the individual from whom the device 
was confiscated for any explanation and also request concerned 
Head of Division to confirm the sensitivity of the data stored in the 
confiscated storage device. Based on the sensitivity of the data, 
intention, number of occasions, circumstances, the committee shall 
recommend appropriate action to the Controller. 
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Procedure for Movement of Computer Software (Media storage device, 
floppy, CD, etc.) in “Media Cover” specially made for this purpose by 
Central Stores. 
 

(a) The officer taking software media out of the premises of unit or 
recommending to send it through a junior colleague or through an 
external person verifies / ensures that the contents of the media are 
only as desired to meet the purpose of sending it out of the campus. 
(b) The officer gets a suitable Gate Pass cover to tag the media and 
prepare Gate pass. 
(c) The Gate pass should contain the following information in 
addition to other details as required in the Gate pass. 
(d) Only Gate pass covers specially made for this purpose by 
Central Stores are permitted to be used. A serial number is printed on 
each cover as shown in a sketch of the cover given below: 

i) Serial number of the media cover. 
ii) Certificate that it does not contain any classified information 

pertaining to the unit and brief description to clearly identify the 
contents of media (a complete directory of files need not be 
given and brief overall description encompassing all files may 
suffice). 

iii) Quantity of media packed in the cover. 
iv) Name and signature of the officer who has verified the contents 

of the media. 
In case more than one cover is proposed to be sent through one 
Gate pass, each media cover should be written as a separate 
item in the Gate pass. 

(e) The media covers should contain the following information in the 
spaces provided as shown in the figure given below. 

i) Serial number of the gate pass accompanying the cover. 
ii) Quantity and type of media sealed in the cover. 
iii) Name and signature of the person, who has verified its contents. 
iv) Signature of the authorizing person on the closing joint of the 

cover, after the media is packed inside. A cello tape should be 
affixed above the signatures and the joint to ensure against 
tampering. 

(f) The media covers should be packed and sealed in the presence 
of the authorizing person. The authorizing person should ascertain that 
a suitable officer, who knows the contents of the media, has verified its 
contents and has signed on the cover and on the gate pass before 
authorizing the gate pass. 
(g) Assistant Security Officer / Security Officer at Post verifies that 
all relevant information is provided as above and checks that covers 
are properly sealed. 
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(h) Assistant Security Officer/ Security Officer at the North /South 
Gate matches the serial number on the covers and gate pass and 
checks that covers are not tampered / damaged in addition to his other 
usual checks. 

 

ON INDIA GOVERNMENT SERVICE 
 

Cover Serial No. :  S–A 2839 

Gate Pass Book No. Serial 
No 
Date 

: 

Type of Media Packed 
Quantity 

: 
: 

Division / Section 
 
 
Verifiers Name 

: 
 
 

: 

 
 
 
Signature of Verifier 

 
 
 

Signature of Authorizing Person 

 
 

Special Exemptions for Movement of Material (without Material Gate 
Pass). 
 
Mobile Phone and Laptop (issued to Departmental Employee) 
 

(a) Computer Division has developed a system, where in details of 
Electronic devices viz. mobile phone and laptop officially authorized 
to be carried by the employee are incorporated in the Identity card 
database and displayed on panel computer while swiping the 
employees Identity card. 
 

(b) Security personnel at the gate shall allow the employee to carry the 
items displayed on the panel computer without any hard copy of 
authority letter/ card. 
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(c) This facility is available only for BARC employees. 
 

(d)  Office of Head of Administration/AO-III/Head of Communication 
Section of the unit shall forward copy of approval of laptop and or 
mobile phone to System Administrator for updating Identity card 
database. 
 

(e) System Administrator shall incorporate the required data in the 
system and provide copy to CSO, BARC 

 
Encrypted USB pen drives (issued to Departmental Employee) 
 
        (This facility is available only for BARC Employees) 
In order to strengthen Information Security of BARC, encrypted USB pen 
drives shall be issued by Computer Division to Heads of Independent 
Section, Division and Group for the purpose of securely carrying electronic 
documents/files in and out of BARC. The special drives automatically encrypt 
files copied in to them and protect them against unauthorized access and 
content disclosure. Access to the drive is controlled using PIN that can be 
entered via keyboard provided on the drive. In this respect, following must be 
noted: 
 

(a) The encrypted USB pen drives can be taken out of BARC by 
Independent Section Head/ Division Head/ Associate/ Group Director/ 
Director “without Gate Pass”. 
 

(b) Concerned Independent Section/ Division/ Group Heads can also 
authorize other employees in the Section/ Division/ Group to take the 
encrypted pen drives in and out of BARC without gate pass. The 
authorized officer shall show the authorization letter for signature of 
Security personnel both while exiting and entering BARC campus. 
Normally these encrypted pen drives will be returnable on the next 
working day. 
 

(c) Track of encrypted pen drives and record of data being taken out of 
BARC by the authorization permission mentioned at Serial No. (ii) 
Above, will be kept and maintained in respective Independent Section/ 
Division/ Group and be made available whenever required. 
 

(d) Computer Division is issuing one encrypted pen drive of 4GB capacity 
to Independent Section Heads, Division Heads, Associate Directors 
and Group Directors. 
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2.4.4 Use of X-Ray Baggage Scanners  
 
X-Ray Baggage Inspection System (XBIS) is used for following purposes. 

(a) Screening of baggage/ cargo. 
(b) Verifying anti-hijack equipments at ports / airports. 
(c) Preventing entry of hazardous materials into strategic installations. 

 
Conveyorised X-Ray Parcel Viewer  

(a) Scans parcels and mail and detects the presence  of powdery 
substances 

(b) Valuable tool to counter mail based threats 
(c) Personnel   screening   Systems   using   Millimeter Wave technology 
(d) Personnel screening Systems using x-Ray back scatter technology 
(e) Portable Systems detect explosives by analyzing vapor. 

i) Useful in containing the unauthorized movement of explosives / 
hazardous materials across the country. 

ii) Useful for sniffing out explosives in strategic locations VVIP 
locations.   

 
2.4.5 Door Frame Metal Detectors (DFMD) 

 
DFMDs are the most common and standard screening device used with 

security access control portals. The metal detectors are governed by 
Programmable Logic Controllers (PLCs) which send signals to the doors to open 
or remained lock if a weapon is detected.  

 
The operation of metal detectors is based upon the principles of 

electromagnetic induction. Metal detectors contain one or more inductor coils that 
are used to interact with metallic elements that pass between them. Door frame 
metal detector systems can be tuned to find as little as ½ of a razor blade or a 
flash drive. This is invaluable for maintaining security at places like schools, 
government buildings, correctional facilities, and IT server farms. 
 
2.4.6 Hand Held Metal Detectors (HHMD) 

 
HHMD is an electronic instrument which detects the presence of metal 

nearby. Metal detectors are useful for finding metal inclusions hidden within 
objects, or metal objects buried underground.  

 
They often consist of a handheld unit with a sensor probe which can be 

swept over the ground or other objects. If the sensor comes near a piece of metal 
this is indicated by a changing tone in earphones, or a needle moving on an 
indicator. Usually the device gives some indication of distance; the closer the 
metal is, the higher the tone in the earphone or the higher the needle goes.  
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Hand Held and Glove Metal Detectors are used by Security, Police and 

Military officers to carry out a non-invasive search of a person for metallic items. 
Various types of Hand Held and Glove Metal Detectors are available to meet 
different types of threats with varying levels detection sensitivities. 
 
2.4.7 Explosive Detectors   
Explosive detectors are used for following purpose.  

 
(a) Surveillance and monitoring of communication channels used by 

terrorists/ militants - identifying location - covers Hand-held radios and 
GSM 

(b) Detect Radio Controlled Improvised Explosive Devices and enabling 
jamming and pre-detonation 

(c) Safeguard VIP / Vehicle movements against explosive devices planted 
by terrorists 

 
Types of Explosive Detectors  
 

Typical product is capable of detecting and identifying trace amounts of 
drugs, explosives, chemical warfare agents.  
 
Ion Scan uses Ion Mobility Spectrometry (IMS) Technology 
 

(a) Detects Drugs like Cocaine, Heroin, Methamphetamine, Marijuana, 
Ecstasy, etc. 

(b) Detects Explosives like RDX, PETN, TNT, Semtex, Tetryl Nitrates, etc. 
(c) Detects CW (Chemical Warfare) Nerve and Blister Agents, such as 

Tabun, Sarin, Soman, Cyclosarin, Nitrogen Mustard 3 and Mustard 
Gas. 

(d) It takes analysis time of around 3-5 seconds. 
(e) It is useful for surveillance and monitoring of activities of adversaries. 

 
2.4.8 Use of Dog 
 

(German Shepherd, Labrador Retriever, Rottweiler, Doberman, Belgium 
Malinois, Bull Terrier, Beegle, Boxer, Bloodhound, Basset Hound, Douche 
Shepherd.) 
 A detection dog or Sniffer Dog is a dog that is trained to use its senses to 
detect substances such as explosives, illegal drugs, wildlife scat, currency, blood 
and contraband electronics such as illicit mobile phones. The sense most used 
by detection dogs is smell. This process is known as wildlife scat detection. 
 
 Sniffer Dogs can be used for a variety of operations and assignments and 
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are employed by many organizations to help create a safer environment for all. 
 
 Sniffer Dog is one of the most effective and available technology employed 
for the detection of explosive materials is the explosive detection dog (EDD) and 
handler team. Increased vigilance regarding security to protect against terrorist 
using weapons of mass destruction, including especially explosive devices, as 
well as an increased interest in the comparison to the explosive detection 
capabilities of instrumental technologies, has however led to increased scrutiny of 
canine explosive detection capabilities. For explosives, there are three possible 
types of signatures a dog can key on, which include the explosive itself; a 
contaminant or minor constituent of the explosive common to most batches of 
that explosive; and a decomposition product of that explosive. Although there is 
enough evidence to conservatively suggest that dogs clearly possess sufficient 
potential olfactory sensitivity for explosive detection tasks, a more practical 
concern is related to operational sensitivity which depends strongly on how the 
dogs are trained.  

 
2.4.9 SNM Monitors  
Medium Energy X-Rays from Linear Accelerator 

(a) X-ray Energy level suitable for scanning normal trucks with medium 
density. 

(b) Mobile due to lesser shielding requirement. 
Gamma Scanners 

(a) Based on Cobalt-60 isotopic source. 
(b) Highly flexible systems for scanning trucks on roads. 

 
Thermal Neutron Analysis (TNA) 

(a) Detection based on elemental analysis 
(b) Useful in detecting explosives/ drugs precisely. 

 
2.5 Vehicle Access Control 
 
2.5.1 Manual checking as per the security manual 
 

(a) Strict access control 
(b) Under vehicle mirror. 
(c) Registration of departmental & contractors vehicles. 
(d) Use of Explosive Detector/sniffer dog while entry. 
(e) Manual checking/inspection of vehicle including documents. 
(f) Loading unloading operations under supervision. 
(g) Parking of vehicles at designated place. 
(h) Checking of vehicles by surveillance camera placed above in the 

vehicle entry portal. 
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2.5.2 Under Vehicle scanners 
 

Under Vehicle Surveillance System (UVSS) are designed to provide 
security personnel with a fast and effective method of viewing the underside of 
the vehicles by providing the operator with a clear image of the underside of the 
vehicle.  The image is displayed on a touch-screen monitor and can be controlled 
by the operator to change the appearance of the image or zoom into selected 
areas to examine the underside of the vehicle in more detail.  
 

The systems can be used for the identification of under vehicle Booby 
Traps, suspicious packages, high value goods entering or exiting sensitive areas 
or being smuggled across borders. It is important to note that the UVSS does not 
automatically detect anything but is a valuable tool to assist the operator in 
inspecting vehicle undercarriages. As a car or truck approaches from the left, the 
vehicle sensor detects the oncoming vehicle and triggers the system into 
activation. The lamp unit is switched on in order to illuminate the underside of the 
vehicle, a scene image is captured by the PC for processing and the line scan 
camera is activated. 
  

When the vehicle has cleared the tread plate, the software 
automatically detects the exit of vehicle and saves three files. In the hard disk: 

(a) Under Vehicle Image 
(b)   Scene / Number Plate Image 
(c)   Header File - containing information about the date/ time etc of the 

images 
   
  The UVSS frame is securely embedded into the surface of the road 
(with suitable shuttering for the UVSS vault and cable/drainage ducting) 
along with the vehicle sensor(s) (type to be agreed for each site) during 
the civil engineering activities. The equipment can then be quickly 
installed into the pit area, before sealing up with the UVSS tread plate. 
   
  The files can be saved onto a hard disk for reviewing at a later date if 
necessary. However, for the standard system, files are automatically deleted 
on a rolling first in first out (FIFO) basis. If necessary, an optional secondary 
storage system can be integrated into the Control System to permanently 
store all (or specific suspect image) files 

 
After a vehicle has passed through the system, the image will appear 

on the view station screen, at which time the operator can interrogate the 
image using various tools including roam & zoom functions, to aid in the 
detection of any suspicious objects. The files can be saved onto a hard disk 
for reviewing at a later date if necessary. 
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2.6 Access Delay Elements 
 

2.6.1 Concept of Delay in Depth  
             Delay  
 It is a necessary measure, if there is a breach, to slow down the 
intruders early enough to allow a security team to apprehend them before 
they achieve their objective. 
 
2.6.2 Delay–in-Depth  
  
 It is collectively embraces a consistent strategy towards preventing 
theft, destruction of facility, protection of personnel and information.  It is 
underpinned by sequential functions includes deterrence and response. 
Multiple layers of different barrier types along all possible adversary paths 
should complicate the adversary’s progress by requiring that he be equipped 
with a number of different tools and skills. 
 
 It is a traditional form to protect assets of the nation based on the 
principle that the assets to be protected are enclosed by succession barriers 
to restrict the penetration of unauthorized access.  
  
 It is an approach to fallow in a system integrates people, procedure, 
and technique into a barrier system. For example perimeter fence can be 
considered a system of the facility fabric in terms of intruder resistance. Here 
the fence or e-fence, gates to fence, closing mechanism fitted, type of quality 
of locking device to such gates may serve as a vulnerability to that 
installation. Therefore, transmission, assessment, communication and 
response in-put are the important parameters in the mechanism of Delay-in-
Depth. 
 
2.6.3 Construction & Material Used for Security Wall/Fences, Gates, and 

Doors   
(i) Site perimeter 

The perimeter is a clearly bounded space surrounding all property 
controlled by the organization. Site barriers tell anyone approaching the site 
she/he is about to enter private property. They usually take the form of signs, 
landscaping, walls, or fences. 
(ii) Signs 

Signs provide a weak deterrent: one useful only to stop accidental 
intrusion. 
(iii) Landscaping and natural barriers 

Natural barriers can provide a stronger deterrent. Often consisting of 
ditches, hills, and vegetation, they introduce some resistance to casual intrusion.  
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Adding thick vegetation, such as hedgerows, increases resistance to 
perimeter entry. In some cases, the location of a site provides natural site 
boundaries, such as rivers, streams, cliffs, thick brush, or forest. Regardless of 
whether man-made or natural, most barriers of this type provide little or no real 
deterrence for motivated intruders. 
(iv) Fences 

When landscaping and natural barriers do not sufficiently mitigate risk, one 
of most common choices is fencing. Characteristics of fencing should match the 
threat type you want to deter and delay.  

If a fence runs over a ditch, it can leave a large opening for easy site 
access. Any gap exceeding 96 square inches, configured in a way that provides 
access (e.g., 10″ x 10″ as opposed to 2″ x 50″) requires attention. Close the gap 
under a fence line or to drive steel rods or posts into the ditch and ditch bank, 
securely attaching them to the fence. 
(v) Chain Link 

Chain link should consist of a mesh of 11-gauge or better wire. To deter an 
intruder attempting to go under the fence, the bottom links should be no higher 
than two inches from firm ground. In addition, installers should embed fence 
posts in concrete. 
(vi) Top Guard 

In some cases simple fencing is not enough. In such cases top guard is 
provided. A top guard uses strands of barbed wire or barbed/razor tape, spaced 
six inches apart to deter fence climbing. Extending outward at  45 degrees, it 
increases fence height by about one foot and threatens to make going over the 
top a painful affair. 
(vii) Barbed Wire 

It is common to hide fences with hedges or other types of landscaping. 
This helps eliminate potential intruder concealment opportunities. 
(viii) Walls 

In situations where security is strengthened by restricting the view from 
outside the perimeter, walls make a better barrier. It is high enough to deter 
intruders, blocks the view of what is happening inside the perimeter, supports a 
top guard if necessary and looks better than many fence solutions. 
(ix) Structure perimeters 

Once an adversary passes the site perimeter, the next barriers to 
movement toward its objective are the walls and roof of the target building. Walls 
form external (outside wall) and internal barriers. 
(ix-a) External walls 

In some cases external walls might be part of the site perimeter, filling 
intentional gap in the fence line or wall. When this is achieved then one 
consideration is ensuring roof access via the structure’s perimeter wall is 
impossible or restricted.  
(ix-b) Interior walls 
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Interior walls provide additional barriers, assuming the target is not located 
in a room sharing an outside wall. Once an intruder makes it through an external 
door or wall, he will meet additional deterrence and delay. At this stage the 
response team should close in. An important consideration for interior walls is 
whether they reach from floor to a solid ceiling. Walls that stop several inches 
from a plaster or other type of hard surface provide opportunity to enter a secure 
area by going over the wall. You might want to raise a ceiling tile or two to check 
around the perimeter of your data center. Finally, internal walls surrounding 
sensitive areas should resist an intruder trying to circumvent other controls by 
breaking through. Consequently, not all organizations require steel reinforced 
walls standing guard around servers and storage. 
(x) Gaps in Barrier  

With all these precautions potential intruder or insider have to gain ingress 
somewhere. This requires gates and doors in fences and walls. Additional 
potential points of entry include maintenance panels, windows, skylights, air 
circulation vents, etc. In summary, your physical security assessment must 
consider all points at which access is provided through an otherwise strong 
barrier.  

Controlling ingress and egress through perimeter and structural barriers 
requires one or more of the following: 
 
Gates, Vehicle barriers, Access controls, Doors, Grates, Bars, Locks, 
Window design. 
(xi) Gates 

Two types of gates are vehicle and pedestrian. Vehicle gates range from 
simple chain link to crash gates. In some cases, a gate is impractical or requires 
support to provide stronger resistance. Vehicle controls, such as the retractable 
bollards provide this support. 

Pedestrian gates are either automatic or manual and come in various 
styles and levels of resistance. Manual points of ingress for moderate to heavy 
pedestrian traffic often do without gates but with guards controlling access via 
employee ID or other means of identification. Presence of a guard  also provides 
a means of hindrance to  unauthorized removal of property. 
(xii) Doors 

Business operation usually requires employee and vendor access to 
restricted areas within structures. Deciding who does and does not enter these 
areas occurs at one or more doors. 
(xii-a) External doors 
The first door encountered is the primary exterior entry door. It should enter into a 
reception or guard desk area. Separate the entry area from any restricted area by 
doors or walls. Lock and closely control access via all exterior doors not opening 
into the public entry area. 
(xii-b) Internal doors 
Internal doors provide points of entry through additional barriers within  
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(xiii) Windows 
Windows provide the access point to intruder. Employees like windows. It 

lets the sun in and allows them to check weather and escape from often tedious 
business tasks. However, windows can also be the best friend of an intruder. 
Windows close to the ground less than 14 feet up the wall or near a fire escape 
are the most vulnerable. If these barrier gaps provide access to restricted areas 
install windows too narrow for human access, provide grillwork or bars, install 
CCMS (contact control monitoring system). 
 
2.6.4 Application of Delay Elements 
2.6.4.1 Boom Barriers 

The boom barriers are designed for use in controlling the entrance and exit 
lanes of vehicular access routes, car parks areas, and other multi-storey car 
parks. 

Boom Barrier consists of one control unit and a boom. Varieties of boom 
barriers are available to suit for different customized applications with fast 
opening and closing times. 

The barrier is opened either by an open pulse or an integrated opening 
loop or an external opening loop. The barrier closes automatically after a vehicle 
has completely passed the safety loop and opening loop or once the 
programmed barrier-open period has elapsed. Furthermore, the barrier can be 
closed by a close barrier command. This command has priority over the opening 
pulse and the opening loop. 

Emergency opening signals such as a fire services switch are 
connected to the higher-level opening input terminal and such signals have 
priority over the close barrier command. 

Boom Barriers of different sizes varying from 1.2mtrs to 7.5mtrs can be 
deployed depending on the site requirements 
 
2.6.4.2 Road Blockers 

Road Blockers are anti terrorist security gadgets, provides high 
security for sensitive areas against forced and unauthorized entry or exit of 
motor vehicles. They are robust and heavy duty for high emergency impacts, 
fast operating period, Long-term corrosion protection. The dimensions of the 
Road Blocker are customizable to the site requirements varying from 3m to 
6m width and impact load from 80 kN to 2500 kN. 

The Road Blocker is operated very fast using the hydraulic pressure. 
Rising of blocking segment can be done within 6 seconds to 650 mm above 
road level, lowering of blocking segment within 4 seconds, flush with road 
level. It is fully motorized and operated with the help of hydraulic compressor. 
Locking of Blocking Segment in the final top position is hydraulically with anti-
leak device and hydraulically swiveling mechanical support, in the final lower 
position is by rigid support. 
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The Road Blocker control equipment including hydraulic cylinder and 
motor is assembled in separate steel casing called accumulator which is 
having IP55 protection can be adjacently installed to the Blocking segment. 
The hydraulic pressure will be maintained for 3 cycles of operation. It assures the 
operational failure due to power problems, the road blocker will work for three 
operations even in no power conditions. 

Road Blockers are designed to remain fully operational after the impact 
and consequently continue to guarantee the full level of security. Besides 
extensive static calculations the road blocks underwent several crash tests 
which are certified by the Competent Authority. The tests were carried out 
with an impact of a 7.5 lorry with 80km/hand certify there liability and high 
level of security. After the crash test the Road Blockers were capable of 
operating without limitation. Heavy-duty vehicles at high speed are stopped 
reliably. 
2.6.4.3 Tyre Killers 

The Tyre killer provides high security for sensitive areas against forced 
and unauthorized entry or exit of motor vehicles. Tyres, axles and suspension of 
motor vehicles will definitively be destroyed when forced entry or escape is 
attempted. Tyre Killers of various widths ranging from 3m - 6m can be 
customized to suit the site conditions 
(c-1) Function 

While the blocking spikes of the Tyre Killer are in lowered position, the 
driveway is free for passage of vehicles. Via push-button "Up" the blocking 
spikes raise automatically and will be locked in this position thus the driveway 
is blocked. Via push-button "Down" the blocking position of the spikes will be 
unlocked, the spikes lower and the driveway is free again for passage. 
(c-2) Operation of Tyre Killer 

The operation of the tyre killer is effected either manually or 
automatically via induction loops and electronic vehicle identification systems. 
The automatic operation is also possible via a contact crash-pad attached to 
one lifting pole barrier installed in front of the tyre killer. If a motor vehicle 
crashes violently through the barrier the tyre killer will automatically raise into 
blocking position 

An hydraulic pump power the Tyre Killer. A hydraulic cylinder ensures fast 
and smooth raising and lowering of the spikes of tyre killer. The upper and lower 
limits of travel of the Tyre Killer spike bar will be controlled by a pair of proximity 
switches mounted in a junction box. 

Tyre Killer can be operated through an electronic control cabinet. It can be 
possible to interface other vehicle access control devices like Rising Arm Traffic 
Barriers with high visibility arm light. Traffic lights and Induction Loop Detectors 
are installed to provide safety. 
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(C-4) Construction 
The underground casing consists of an all-around closed sheet steel 

casing with concrete anchors. Within the casing are the bearings for the hydraulic 
cylinder with control valves, hydraulic pump. 

The drive unit 1.5 kW, 400 V, 50 Hz, and hand pump for emergency 
operation in case of a power failure are installed in the separate cabinet for 
outdoor installation as well as the electrical control. The top of the casing is 
equipped with a cover, which allows passage of even the heaviest vehicles. 
Wheel load100kN according to DIN1072. 

The upper cover includes slits, which are covered while the blocking 
spikes are in lowered position. The solid blocking spikes are welded to the solid 
rotation axis in a distance of approx. 200 mm to each other. The axis is 
connected with the hydraulic cylinder via a lever system. 
 
2.6.4.4 Active / Passive Bollards 

Bollards are blocking gadgets, which are available single or multiple 
systems with common control. The bollard rises above the ground using a 
hydraulic drive. These Bollards can take an Impact load of 128 kN. Lifting time to 
750 mm blocking height is approx. 8 sec & lowering time to ground level approx. 4 
sec. These can also be deployed to isolate the traffic for parking or to divert the 
traffic. Further these are also used to create a temporary passage as and when 
required for vehicles.  Blocking Bollards are deployed for specific purpose at each 
gate of the installation as per its vulnerability or the assets to be protected. The 
security requirements at each gate engineered and installed as speed reducers 
by installing bollards in S-curve &U–turn. 
(D-1) Drive Unit 

The drive unit is integrated in a separate casing and consists of a 
compact electro-hydraulic drive with hydraulic pump, solenoid valve block, motor 
1.1 kW (230/400 V, 50 Hz, 3- phase current), tank with a capacity of approx. 16 
Ltrs. hydraulic oil, and terminal strip. The double acting hydraulic cylinder is 
connected with the drive unit via hydraulic hoses in protective pipe. The bottom 
part of the underground casing is equipped with a pipe socket as connection to 
the drainage system. The limits top of the bollards are effected via a time-relay. 
 
(D-2) Control 

The control "Up-Stop-Down" (Down with dead man's control) as well as 
one main switch and onetime relay are located in a separate control cabinet for 
outdoor installation 
(D-3) Control equipment 

According to the functional requirements the following controls are 
used: 

(a) Rule dependency 
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(b) Programmable Logic Control for ease of operation, automatic control, 
system integration, devices integration such as card readers, crash-
pads, etc. 

(c) Pushbutton switches for manually operation 
(d) Proximity switches for water level indication, status indication 
(e) Reflective warning tape 
(f) Flashing warning lights 
(g) Light beams 
(h) Integrated warning lights 

 
2.6.4.5 Turnstile  
 

The key role of gates and barriers is to prevent   unauthorized access   
while    providing   minimum inconvenience to those who do have authorized 
access to the site. An Access Control system allows rapid communication 
when any delay occurs, such as when unauthorized personnel attempt to 
access a restricted area.  

 
Full height turnstile can stop personnel at the relevant barrier and  

disallow  entry  or  exit  until  they  identify themselves via their smart card 
and/or biometric finger print system gives full control  over who is  allowed access 
through any controlled point at any time of the day. 

Full range of turnstiles solutions are available to regulate and control the flow 
of people into and out of buildings. In areas where there is a large flow of people, 
indoor Tripod Turnstiles, Entrance Gates or Speed Gates provide discreet 
security which allows authorized individuals to pass through quickly and 
unhindered. For higher level of security, Full-Height Turnstiles are more 
appropriate. 
 
2.6.4.6 Tube Stile Gates 

Tube stile gates protect secure areas against unauthorized access.  
They are equipped with sensors to monitor and analyze the interior of the unit.  
They can be activated by card readers, buttons, operating panels or by biometric 
identification systems.  

 
2.6.4.7 Door Locks with card 
 Technology of door locks operated with smart card which contains a 
small computer, or micro processor, and its own data storage, processing 
power and software. Smart cards provided at a portability, security and 
convenience and can be used for many different applications. 
         Contact smart cards are inserted into a smart card reader, making physical 
contact with the reader. Unlike a magnetic stripe card that is swiped, the contact 
smart card stays in the reader during use, so the computer in the card or token 
can communicate with the reader and the system or network behind it. 
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         Contactless smart cards have an antenna embedded inside the card that 
enables communication with the reader without physical contact. It works by 
holding the card or token near the reader. Both contact and contactless cards are 
capable of providing a very high level of security. 
 
2.6.4.8 Dispensable Barriers 

Dispensable barriers and deterrents are designed to add physical 
encumbrances and to interfere with an adversary’s personal sensory and motor 
processes.  

Sticky foams that could stop rioters in their tracks. The foam would 
instantly disable the Incoming vehicle by clogging up the engine intakes and 
blocking the steering mechanism. The foam would absorb the vehicle's kinetic 
energy, bringing it to a stop.  

Psychological stresses, such as flashing lights at various frequencies and 
intensities, are believed to be of little deterrent value.  

Use of high-intensity audible sound, besides being very uncomfortable to 
the unprotected ear, makes audible communication between adversary team 
members very difficult, adding more time to the barrier breakthrough task.  
 
2.7 Response Force Measures & Devices 
2.7.1 Contingency Plan (Objective, Type of Contingencies)  
 
1. Introduction 

The Departmental of Atomic Energy has wide range of organizations / 
units which vary in size, sensitivity and vulnerability from the security point of 
view. In ever evolving security scenario and increasing threat perceptions and on 
the basis of intelligence inputs these units figure prominently in the list of vital 
installations and also as assets which necessitate to provide them a high degree 
of protection.  

Therefore, adequate and effective response measures are essential to 
timely tackle any security contingency. Towards this end, each unit must have 
well formulated contingency plan or standard operating procedures to deal with 
various postulated security contingencies duly vetted by the respective District 
authorities to neutralize threats and restore smooth operation within minimum 
possible time with minimum damage.  
2. Objective: 
 Irrespective of the level of security preparedness of the units, there may be 
instances wherein the security incidents are beyond the capacity of the First 
Responders i.e. Security (guarding force)/ personnel from armed components 
(response force).  This requires apt intervention of Off-Site / specialized response 
agencies to neutralize threats.   
  With a view to ensure quick and coordinated cohesive response 
action in the event of any security contingency beyond the capacity of the facility 
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and security organization (first responders) and which involve action by multiple 
response agencies following objectives are essential for implementation. 
(i) Familiarization of agencies with the topography, terrain, unit layout vital / 
critical areas (VAs & VPs) and important building and facilities that need 
protection.  
(ii) Clear understanding of the role of each agency under one unified command 
post (UCP). 
(iii) To make the facility or unit aware of the administrative and logistic 
arrangements that are needed to be made during coordinated response. 
3. Scope 

For conducting co-ordinated rehearsals of security contingency plan 
involving both On-Site and Off-Site response force, their periodicity, detailed 
aspects of coordination, briefing and debriefing sessions and maintenance of 
proper records are essential factors.  The Head of the unit is primarily responsible 
for conduct of such rehearsals of Contingency Plans and providing the necessary 
support assistance apart from active association of senior functionaries and 
employees of specific departments like Fire, Safety, transport, Medical etc. 
4. Periodicity of Coordinated Rehearsals 
 Rehearsals involving Off-site response should be conducted at least once 
in a year in an elaborately planned manner.  
5. Details of Off-Site Response Agencies to be associated 

(a) District Collector/ Commissioner of Police- The Head of the District Crisis  
(b) Management Group.  
(c) Superintendent of Police – Member of District Crisis Management Group. 
(d) Representative of intelligence Bureau- Member of the District Crisis  
(e) Management Group. 
(f) Head/ Local Representative of Coast Guards (In case of shore based 

units). 
(g) Army Air Defense Authorities (in case of vital installations, nuclear sites,  
(h) Heavy water plants). 
(i) Head of Regional Hubs of National Security Guards. 
(j) Head/ representative of specialized assault group of district/ state police  
(k) Including Marine Police. 
(l) Head of District Fire Services. 
(m) Head/ Representative of District Medical Authority 
(n) Head/ Representative of District Transport authority. 

 
6. Departmental Authorities to be intimated 

 The following authorities should be intimated sufficiently in advance about 
the   rehearsal who may attend it at their discretion to oversee the arrangements. 

(a) Additional Secretary, DAE (Chairman, Crisis Management Group, DAE) 
(b) Inspector General (Security), DAE 
(c) Director, Health Safety & Environment Group, BARC 
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(d) Deputy Inspector General, DAE Zonal HQs, Hyderabad (in case of DAE 
units under CISF Security coverage) 
 

7. Procedure 
(a) Before planning for rehearsal measures to update the contingency plans 

may be taken up for review if not done.  
(b) All personnel concerned shall be imparted training/briefing of contingency 

plan and its rehearsal and about their respective roles. Training/briefing 
includes use of communication system also needs to be given to the 
following: 

i) Site Emergency Director (SED) 
ii) Plant and Site Emergency Coordinator. 
iii) Persons responsible for accident assessment / mitigation including 

Shift  
iv) Charge Engineers (SCE), and Maintenance Engineers. 
v) Information Officer/ Public Relation Officer. 
vi) Health Physics staff and other radiological survey personnel. 
vii) Personnel from guarding force (Security) / Personnel from 

response force (armed component). 
viii) Fire and Safety personnel. 
ix) Telephone, Wireless or other communication operators. 
x) Hospital Staff. 
xi) Rescue and Damage Control Group Personnel.    

 
(c) Heads of the concerned units shall decide on the date and time of such 

rehearsal to be conducted sufficiently in advance in consultation with the 
Security Head of the Unit. 

(d) All concerned officials of the unit should be intimated for making necessary 
logistics arrangements and resource mobilization for the rehearsal. 

(e) Concern officials of outside agency / response force may be intimated well 
in advance about the schedule of rehearsal with a request to depute 
respective team to participate in the rehearsal. Decision on participation of 
off-site response force at point  (d),(e), (f) and (g) will be taken by 
IG(Security), DAE on the receipt of advance intimation from concerned 
DAE units. The office of IG(Security), DAE will then communicate the 
same to these response forces. Unit concerned need not directly 
communicate with those response forces.  

(f) Head of the unit may nominate a suitable officer as coordinator to make all 
outside arrangements and ensure availability of equipments/resources for 
conducting the rehearsal. 

(g) Head of the unit shall nominate at least 3 senior officers as ‘Observers’ to 
be present during the exercise / rehearsal at all stages and keep record of 
proceedings/ deficiencies observed.  
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8. Briefing Session 
 Head of the unit will arrange a briefing session prior to the commencement 
of the rehearsal. All the participants in the rehearsal shall be briefed about the 
nature of security contingency, their role, briefly explain the role of other 
agencies, sequence of action etc. in the briefing session.  A Unified Command 
Post should have communication system to ensure proper co-ordinate action.  
 
9. Debriefing Session 
 After termination of the rehearsal observation recorded by the nominated 
observers shall be shared with all the representatives so as to plug loopholes / 
inadequacies in performance/response for future. The concerned Heads/ 
representative of all response agencies may be actively associated in the 
debriefing sessions and records of proceedings recorded.  
 
10. Records 

(h) The chronological log of event during the entire period of rehearsal shall 
be maintained or recorded for review and rectification by a designated 
officer as follows.   

i) Aides such as standardized forms, videographer etc.   
ii) Important data like description of nature of contingency,  
iii) Time of communication to the responsible agencies in the plant and 

outside response forces, 
iv) Time taken for response of each agency, 
v) Time of intimation to the various departmental authorities about 

commencement and termination of rehearsal, 
vi) Instruction / directions given to the participants, 
vii) Equipments used,  
viii)Deficiencies observed etc.  

(i) A brief report on the rehearsal may be sent to competent authorities for its 
perusal or comments within (07)Seven Days of the completion of 
coordinated rehearsal of the Security Contingency Plan. 

 
On-site Emergency Plan 
[A] Introduction: 

Emergency planning is an integral part of the overall loss control 
programme and is essential for organization. The same is important for effective 
management of an accident to minimize the losses to the people and property, 
both in and around the facility. The important aspect in emergency management 
is to prevent by technical and organizational measures, the unintentional escape 
of hazardous materials out of the facility and minimize accidents and losses. 
Emergency planning demonstrates the organizational commitment to the safety 
of employees and increases our organization’s safety awareness. 
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[B] Objective: 
 

The main objective of On-site emergency management plan (On-SEMP)is 
in emergency management planning is to ensure that everyone knows about the 
hazards and risk in the plant and how to do in the event of an emergency and 
Preparations for potential and unexpected incidents at the workplace. 

 The types of emergencies to plan for include fire, explosion, toxic 
releases, injuries and rescues in the hazardous events. Plan improves local, 
district, state and national capacity to respond to disasters and public health 
emergencies, scaling up the actions with vulnerable communities in health 
promotion, disease prevention and disaster risk reduction.  

The On-site Emergency Management Plan (On-SEMP) will be prepared by 
the local DAE unit. It will include the name of the officer who is responsible for 
safety on the site and the names of the officers who are authorized to take action 
in accordance with the plan in case of an emergency.  
 
2.7.2 Off-Site & On-site Response Force 
 
[A] Objectives & Scope of the Plan 
The main objectives of the Off Site Emergency Plan are: 

(i) To provide resources and methods for effective control of emergencies 
arising out    the leakage, explosion and fire due to hazardous materials  

(ii) To prevent emergency turning into disaster 
(iii) To synchronize action from all the coordinating agencies with least 

possible delay. 
(iv) To minimize damage to the property, people and the environment 
(v)  Effective rescue operation and treatment of the causalities; 
(vi) To train the people and the concerned to act efficiently and with 

confidence in an emergency. 
(vii) To bring back normal situation in the least possible time. 
(viii)To provide authoritative information to the news media and government 

agencies; 
(ix) No panic among the general public .No exploitation or exaggeration of the 

situation by any agency. 
 
[B] Identification of Disaster and Disaster Prone Areas: 
Disaster could be any of the following: 
a) In plant Emergencies due to deficiencies in: *Operation 

     *Maintenance 
     *Design & Equipment failure. 
 

b) Natural calamities like: Flood, Earthquake 
c) Deliberate act of Man:  Sabotage, Riots and War 
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[C] Types of Contingencies  
• Fire & Explosion 
• Release of toxic gas 
• Oil Spill 
• Chemical and heat Burns to human and livestock 
• Overpressure shocks to human and livestock 
• Damage to private and public property 
• Radiological Event(s) 

[D] Off-Site Emergency Plan           
It is not possible for a company to face a disaster single handedly and 

calls for use of all available resources in the surrounding areas. It is impossible to 
predict the time when an accident can occur in an installation. It occurs 
unexpectedly, calling for emergencies/disasters. An advance meticulous planning 
minimizes chaos and confusion which normally occur in such a situation and 
reduces the response time of disaster management organization. A well laid out 
procedure with proper chain of command, training, mock exercises, 
arrangements for proper equipment and safety appliances, mutual aid with 
neighboring industries and liaison with district collectorate, police, hospitals, Fire 
services etc help to take timely and appropriate action so that loss of property 
/human lives and damage to environment is minimum. 
 
[E] Role of District Magistrate 
E-1  Pre-Incident 

(a) The District Magistrate is overall in-charge of all emergency operations to 
deal with Disaster arising anywhere in the district. 

(b) To constitute the District Crisis group in accordance with the Govt. 
Notifications. 

(c) Assessment of possible major hazards in the district with special focus on 
major hazard industry/ installations, major railway/ road accidents, air raids 
and the natural calamities e.g. Earth quake, flood, lighting etc. 

(d) Make the assessment of facilities and equipment available with all 
departments, organization and to suggest improvement for the up 
gradation of facilities and equipment for dealing with emergency. 

(e) Formulate District Disaster Management Control plan in order to mitigate 
the effects of disaster so as to minimize the loss of life property & 
environment. Nominate additional DDM Controller or his subordinate to 
take charge of control room in case of disaster. 

(f) To establish the District Disaster control room with suitably skilled person 
for taking action in case of emergency and to equip it with necessary 
information, documents route map, MSDS, composition and sufficient & 
effective means of communication. 
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(g) Issue instructions, standing order to all departments, organization, 
industries and services to prepare and act in accordance with the District 
Disaster Management Plan. 

(h) Be familiar with the major hazards industries and installation as well as 
possible effects of natural calamities. 

(i) Ensure the training of all the members of DDM/P. 
(j) Ensure awareness in respect of the public emergency preparedness 

through News Paper, Radio, T.V. & D.  P.R.O. etc. 
(k) Hold periodical mock/ training exercise to ensure optimum operational 

preparedness. 
(l) Review the efficiency of the DM. 

 
E-2  During the Emergency / Incident: 
 

(a) On getting information of the incident Deputy Commissioner will contact 
the site incident controller or other sources of information for detailed 
information regarding the level of emergency. 

(b) If he is satisfied that the emergency is major he will immediately put all the 
emergency services into action as per procedure laid down in the District 
Disaster Management Plan. After that he will rush to the scene of 
emergency if it is localized. 

(c) On reaching the accident site he will assess the gravity of the emergency. 
(d) He will ensure the arrival of all the emergency services at the site. 
(e) Direct and co-ordinate the activities of various agencies involved in the 

emergency operation like fire fighting, rescue operation, evacuation of 
employees and General public, shifting of injured to hospitals and 
management of causalities. 

(f) Keep in constant touch with District emergency control room. 
(g) Take latest information of the situation. 
(h) Direct the rescue operation. 
(i) Seek help from State crises group and Central Crisis group, adjoining 

Districts and Central Government if required. 
E-3  After the emergency / incident: 

(a) Declare the emergency to be over. 
(b) Arrange for the rehabilitation of evacuated public. 
(c) Ensure essential amenities for the public. 
(d) Keep watch on any disease/ epidemics due to and after effects of the 

emergency. 
(e) Arrange for the treatment rehabilitation of effected employees and public. 
(f) Investigate the cause of accident/ major emergency or constitute an 

investigating committee. 
(g) Arrange for the implementation of remedial action to prevent the recurring 

of emergency based on investigation. 
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(h) Keep records of weakness/ shortfalls/ lapses and causes of failure of 
disaster control management plan during emergency operation and 
suggest measures for improvement. 

 
 [F] Role & Responsibilities of Fire Service Section 
 
F-1 Pre Incident 

(a) To be aware of the location of major hazard units and potentially 
hazardous installation as well as the level of possible emergency. 

(b) To be familiar with works incident controller and key personal of each unit 
and their role. 

(c) To be familiar to deal with the leakage of flammable toxic substances. 
(d) To keep a list of adverse effects of chemicals and methods to deal with 

emergency involving each chemical in each unit. 
(e) Prepare the team to attend the emergency on each particular location. 
(f) Review the adequacy of existing facilities available with fire service Dept., 

concerned major hazard units and suggest/ arrange to procure the 
additional equipments /facilities. 

(g) Review the adequacy of fire prevention arrangements in each unit (before 
and after the installation) and suggest to make adequate fire prevention 
arrangements. 

(h) Participate in mutual aid programme/ scheme with major hazard units and 
suggest for improvement in the existing plan. 

(i) Involve in on site emergency rehearsals/ mock drills. 
(j) Prepare the rescue plan for each unit in consultation with the management 

and review the arrangements for rescue operation suggest to procure or 
arrange to procure essential equipments for rescue operation. 

(k) Identify roads/ routs of access and escape. 
(l) Impart training to the fire fighting staff including the employees of major 

hazard units. 
F-2 During the incident 

(a) After getting the information, quickly rush to the scene of emergency. 
(b) Take in-charge of fire fighting and rescue operations from works main 

controller and start the fire fighting operation. 
(c) Assess the level of emergency and inform district administration to take 

further action for evacuation. 
(d) Evacuate the employees inside the building/plant. 
(e) Co-ordinate fire fighting activities of mutual aid group and the concerned 

unit. 
(f) Co-ordinate the operation to stop leakage or release of flammable / toxic 

substance. 
(g) Keep in touch with site incident controller of the industry and district 

administration. 
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(h) Advise the district administration for the development of additional fire 
fighting personnel/ requirement of additional equipment etc. 

(i) Seek help of police/ civil defense in fire fighting operation. 
(j) Safe guard the adjacent property/ population from fire by confining the fire 

spread. 
(k) Search for injured/ trapped/ buried persons and causalities and take them 

out for first aid/ medical aid. 
F-3 After the incident  

(a) Ensure that there is no chance of re-ignition of fire/ leak / release at site 
before leaving the site. 

(b) Search for injured / casualties etc. 
(c) Make record of damages/ casualties / losses. 
(d) Make record of fire fighting facilities used. 
(e) Record the lapses/ promptness in action during fire fighting operation. 
(f) Check the conditions of drains/ Storm drain for the presence of harmful 

substances. 
(g) Investigate into the cause of fire in collaboration with investigating officer 

and suggest remedial measures for future. 
 
[G] Role & Responsibilities of Police 
 
G-1 Pre incident 

(a) To help the planning team in the preparation of emergency plan. 
(b) To be aware of nature, causes and consequences of emergencies. 
(c) To be familiar with Major Hazard Units with personal visit. 
(d) To set up and maintain the emergency control room. 
(e) To stop/ control of dwelling in the vicinity of Major Hazard Units. 
(f) To control the encroachment/ congestion on the roadways leading to 

Major hazard unit. 
(g) Constitute teams to deal with emergency in different area on call and 

assign duties to SHO's of the area concerned. 
(h) Arrange for the participation in rehearsal. 
(i) Arrange for public address system and siren. 
(j) Explain evacuation procedure to general public. 
(k) Make arrangement for evacuation and dealing with Injured/casualties. 
(l) Plan for traffic control for different areas. 

G-2 During the incident  
(a) Rush to the scene of emergency. 
(b) Be in regular contact of control room and Deputy Commissioner. 
(c) Take charge of fire fighting, rescue and evacuation operation. 
(d) Keep in touch with works main controller of affected unit. 
(e) Arrange to send the Injured/ affected persons to hospitals. 
(f) Arrange to control the traffic. 
(g) Arrange to cordoned off/ barricade the affected area. 
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(h) Maintain the law and order in the area. 
(i) Declare and arrange for the evacuation of general public to a 

predetermined safe place. Communicate with General public. 
(j) Arrange to guard the public property in the evacuated area. 
(k) Search the affected area for injured/ affected person and causalities in the 

unit and outside the unit. 
(l) Report all significant development and activities to D.C. 
(m) Take/ preserve evidences. 
(n) Arrange to deal with casualties. 
(o) Assist the medical services. 
(p) Assist the fire fighting team. 

 
G-3 After the incident 

(a) Arrange for the rehabilitation of evacuated person. 
(b) Arrange to put the traffic to normal. 
(c) Communicate the situation to general public. 
(d) Arrange to give information of Injured/ affected personals and casualties to 

their relatives. 
(e) Keep the record of injured /casualties. 
(f) Set up communication center to give information to the relatives of 

affected persons. 
(g) Keep watch on law and order situation. 

 
[H] Role & Responsibilities of Medical Services 
 
H-1 Pre - Incident  

(a) Keep a list of Major Hazard Units and hazardous chemicals used. 
(b) Prepare a list of antidote for each chemical. 
(c) Have the estimate of affected persons in case of emergency in each major 

hazard unit. 
(d) Make necessary arrangements for first aid and affected people in various 

hospital/ nursing home. 
(e) Keep liaison with all nursing homes and hospitals and have the information 

of their capabilities along with services available. 
(f) Send notices to all the nursing homes/ hospital to be prepared for 

emergency specifying the services to be rendered during emergency. 
(g) Plan for medical services area wise i.e. select / appoint the hospitals for 

each area or unit. 
(h) Arrange/ nominate the medical crew to reach at site for medical aid. 
(i) Arrange for ambulance/ mobile medical aid for affected site. 
(j) Arrange to plan adequate beds for affected persons. 
(k) Arrange to deal with casualties. 
(l) Plan for additional capacity in hospitals. 
(m) Arrange for rehearsal and training of medical staff. 
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(n) Arrange for the buffer stock of medicine. 
(o) Establishment of information center capable of providing relevant 

information in an emergency on the diagnosis, treatment and rehabilitation 
of persons injured by chemicals. 

(p) Take part in exercise with the other relevant authorities involved in 
emergency plan. 

 
H-2   During the incident: 

(a) On getting information rush to the hospital. 
(b) Arrange for relevant emergency medicine, blood and antidote in sufficient 

quantity. 
(c) Keep in constant touch with D.C./ SP/ AD to know the scale of emergency 

and no. of people affected. 
(d) Send the medical crew and ambulances to the affected site for onsite 

medical aid. 
(e) Ensure the arrival of all medical staff to their pre-assigned locations. 
(f) Inform the various hospitals to arrange for immediate medical aid. 
(g) Direct the injured / affected people to different hospital as per premedical 

plan. 
(h) Arrange for the treatment for injured and affected person. 
(i) Take account of the persons attended in the hospitals and admitted for 

treatment. 
(j) Deal with causalities. 
(k) Inform any development or change to Deputy Commissioner. 

H-3  After the incident  
(a) Take account of the affected / admitted persons. 
(b) Arrange for the treatment of the side effects (long term) 
(c) Research for any kind of chronic disease/ epidemics after the incident due 

to long term effect of chemicals. 
(d) Attend the injured people in hospital. 
(e) Report all significant development to D.C. 
(f) Arrange to release the people after treatment. 
(g) Record all developments/ treatment given during emergency. 
(h) Give preventive advice and medicine to public. 
(i) Advice the people and district authorities to take particular precaution 

related with health, in future i.e. preventive measures and medicine. 
(j) Arrange medical camps in affected area for the treatment of general public 

and study purpose. 
(k) Ensure the availability of essential/ life saving drugs in affected area. 
(l) Arrange for follow up medical examination. 
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[I]  Role & Responsibilities of Transport Service  
I-1  Pre - Incident 

(a) To be familiar about the probable locations/ installation/ industries where 
emergency can arise. 

(b) To be well familiar with the routes of the potential hazardous installations. 
(c) To be familiar with the level of emergency and the no. of person to be 

shifted from the site of emergency. 
(d) To earmark the safe and shortest route from the probable scene of 

emergency/ installation to the shelter. 
(e) Plan to provide sufficient number of vehicles for evacuation & necessary 

medical services. 
(f) Make the evacuation point on which the vehicle will be provided for 

evacuation of General public at the time of emergency. 
(g) Training to the driver and concerned person in rendering the efficient 

transport. 
(h) Decide the alternate route for emergency. 
(i) To maintain the transport in an efficient and road worthy condition. 

I-2  During the incident  
(a) After getting the information of level of emergency send the required 

number of vehicles. 
(b) Arrange the sufficient number of vehicle to shift the injured from 

emergency spot to hospital 
(c) camp evacuation. 
(d) Arrange the sufficient vehicle for the casualties. 
(e) To make arrangement for quick repairs of vehicles or to kept ample rescue 

spare vehicle or repairing part. 
(f) Earmark the vehicle for rescue operation. 
(g) Help in evacuation of the general public. 

I-3 After emergency  
(a) Arrange to normalize the traffic 
(b) Make arrangement for shifting of general public from shelter to their 

residence after the situation becomes normal. 
 
 
[J] Role & Responsibilities of Health, Safety & Environed (HS&E) 
J-1 Pre - Incident 

(a) Conduct Inspection of Major Accident Hazards (MAH) factories to ensure 
the adequacy of the safety and health arrangement by directing the 
occupiers where any deficiency is observed. 

(b) Examine the adequacy of emergency arrangements during the regular 
inspections in the units. 

(c) Direct the managements of the MAH factories to prepare and submit their 
onsite emergency plans. 
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(d) Direct the management of the MAH units for the hazard assessment of 
their units by conducting safety audit, hazop study, hazard analysis etc. 
and to have the copy of the same to get information and to suggested 
corrective action. 

(e) Constitute the mutual aid group of the factories to deal with emergency. 
(f) Get the sufficient information hazards and mitigation efforts from each 

MAH unit. 
(g) Arrange the meeting of district crises group. 
(h) Participate in preparation of District Offsite Emergency Plan. 
(i) Ensure the rehearsal of the periodic mock exercises of the onsite 

emergency plan of MAH units by directing their occupiers. 
(j) To assist in rehearsal of mock drill of the District Offsite Emergency Plan. 
(k) Investigation of the incident / accident at the earliest. 
(l) To keep the list of MAH units updated. 
(m)  Suggest remedial measures in case of incident / accident to  prevent 

reoccurrence. 
(n) Direct the management in whose unit any incident / accident happens to 

implement adequate safety measures pointed out in the investigation of 
the incident/accident. 

 
[K] Duties of Security Personnel  

Security Personnel are expected to respond to emergency situations and 
to minimize the impact caused where the Security Personnel is working. They 
may be required to perform a variety of duties during emergency procedures and 
should understand the importance of scene management. 
 
K-1 Emergency Situations 

It is important for Security Personnel to know how to identify potential 
emergencies and what procedures to follow. 

Emergencies may involve fire, bombs, weapons, suspicious packages or 
explosive devices. The extent of personal injury or property damage that arises 
from an emergency situation can vary. 
K-2 Emergency Response Procedures 

Security Personnel should be familiar with all type of emergency response 
procedures shared with them by their employer to ensure an effective response 
during an emergency. Security Personnel should be aware of any plans that are 
in place to respond to any sudden, unexpected action that may cause personal 
injury or property damage. Plans would be based on the best available 
information as to the type of emergencies that may arise and the extent of 
personal injury and property damage that may occur. These plans would 
determine what equipment should be acquired and what training should be 
provided in order to respond effectively and quickly to any emergency. 

For example, the expected response to an intrusion alarm will vary 
depending on the employer. In some cases, the Security Personnel will be 
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expected to call the clients and the police and await their arrival. In other cases, 
Security Personnel may be asked to investigate the cause of the alarm and 
secure the scene. 

In the case of a fire, the Security Personnel may be expected to activate 
the fire alarm and contact the fire department. The Security Personnel may also 
be expected to assist with the evacuation of the premises, including crowd 
control, and provide direction to emergency personnel when they arrive. 
K-3  Prevention and Detection of Fires 

The detection and prevention of fires is an essential part of the duties of a 
Security Personnel. 

Whether on patrol or operating a fixed point, a Security Personnel should 
be constantly on the lookout for fire hazards. Watching for the common things 
that are likely to generate a fire (for example, electrical equipment that produces 
heat or sparks when it shouldn’t, combustibles placed near sources of heat, or 
routinely scanning for evidence that a fire has already started such as alarms that 
have been activated smoke and heat in places where they shouldn’t be found) is 
likely to assist Security Personnel in the performance of their duties. 
K-4 Some basic things to watch for 
 Explosives or flammables should not be stored near potential sources of 
ignition corridors, particularly those that are likely to be used in an emergency 
evacuation, should always remain free of obstructions or impediments, and 
combustible or flammable materials should not be stored near exit doors, 
including the floor area on both sides of the exit door, should be kept clear and 
accessible at all times damage or deterioration of fire suppressor fire alarm 
systems must be operative. 
K-5  Alarm Response 

Security Personnel respond to alarms, and should have a basic 
understanding of the principles of protective and fire alarm systems that they are 
likely to encounter, with some information on the functioning of such systems. 
K-6 There are several types of alarm systems 
 Infrared (most common) - detects motion in large areas by picking up 
infrared (heat) change physical contact - detects a door or window being opened 
when the two parts of a sensor come apart photo-electric beams - detects a 
visible or infrared beam being broken, like garage doors use 

(a) seismic - detects physical shocks in certain frequency ranges like glass 
breaking. 

(b) vibration - detects movement using very sensitive sensors mounted on 
fences or other   structures. 

(c) ultrasonic (rare) - detects motion like bats, using bouncing sound waves 
we can't hear. 

(d) microwave (rare) - detects motion using bouncing microwaves. 
(e) electric fields (rare) - detects presence using electrical wires, measuring 

changes in amplitude. 
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(f) trip wires (rare) - detects intrusion when someone physically bumps a 
tightly strung wire. 
 

[L] Role and Responsibilities of Indian Coast Guards 
(a) Safety and protection of artificial islands, offshore terminals and other 

installations 
(b) Protection and assistance to fishermen and mariners at sea 
(c) Preservation and protection of marine ecology and environment including 

pollution control. 
(d) National defense during hostilities (under the operational control of the 

Indian Navy). 
(e) Lead Intelligence Agency (LIA) – For coastal and sea borders 

 
[M] Role and Responsibilities of NSG 

(a)  Collect, collate, analyze and evaluate all terrorist bombing activities 
reported.       

(b)  Disseminate relevant information to concerned law enforcement agencies, 
as required. 

(c)  Remain abreast with the latest techniques in the field of terrorist 
bombings. 

(d)  Compile and disseminate periodic statistical data and analytical 
information on terrorist bombing activities. 

(e)  Carryout innovation in the field of bomb disposal. 
(f) Carry out trials of bomb disposal equipments for various agencies. 
(g)  Collection and analysis of IED and bombing incidents. 
 

2.7.3 Interruption & Neutralization Probabilities 
 
(i)Probability  

It is the chance that a given event will have a certain outcome. More 
precisely, if there exists a number n of equally likely possible outcomes to an 
event, of which a number s of these outcomes are regarded as favorable, then 
the probability of a favorable outcome is given by the ratios. If the event under 
consideration is an engagement, then the favorable outcome is a win. 

 
(ii) Probability of Interruption (PI) 

It is the probability sensing occurs early enough that the response force 
can arrive in time to interrupt the adversary. This probability depends upon the 
probabilities of detection for sensors, detection times for alarm systems, delay 
times, and response force probability of communications and time taken by 
response force 
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(a) Basic Physical Protection System Model 
a-1 PPS System Functions 

Physical Protection System Design model is based on following three 
basic functions -  
a-2 Detection : 
A system function that includes 
Intrusion Sensing:  sensing the presence of an intrusion into protected region  
of a site (to include discrimination from authorized presences) 
Alarm Communications: communicating that information over an alarm 
communications system to an alarm station. 
Alarm Assessment: assessing the nature of the intrusion as either an intrusion 
or as a false or nuisance alarm. 
a-3 Delay 

A system function intended to slow adversaries down, to lengthen the time 
required before they can complete their mission (theft or sabotage). If active 
delay elements are used, the delay function would include command, control, and 
communications sub functions. Delay has one measure of effectiveness, namely 
the time that the adversary is slowed down while they counter the protection 
feature providing this function. 
a-4 Response  

A system’s function performed by a response force responsible for 
interrupting and neutralizing intruders before they can complete their mission. 
Effective interruption must include both effective response communications (to let 
the response force know where to deploy) and deployment of the response 
forces. It may also include muster and preparation time for the response forces.  
a-5 Detection 
Detection has two measures of effectiveness 
 
Probability of Detection,(PD).  PD can be divided into a Probability of Sensing ( 
PS) and a Probability of Assessment(PA) using the following formula:  
PD = PS×PA 
 
Detection time: The time between when a sensor creates an alarm and the time 
that that alarm is properly assessed. 
 a-6 Response  
Response has several measures of effectiveness 

(a) The sum of the communications and other times is typically called the PPS 
Response Time. 

(b) The time of and probability of communications between those who assess 
alarms and the response forces. 

(c) The time require to carry out other response functions, such as mustering, 
deploying, and finally, interrupting the adversaries. 

(d) The probability that the Response Force can neutralize the intruder, given 
that interruption occurred. 
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(b) Concept of the adversary path 
Advisory path analysis is done to calculate the Probability of Interruption 

(PI) of a Physical Protection System (PPS) in a facility. Sensitivity analysis will be 
performed on the characteristics of the protection elements in the PPS 
considering the Critical Detection Point (CDP). The relationship between 
probability of detection of protection elements (PD) and PI is found to be linear, 
while the relationship between delay time of protection elements and PI is found 
to be non-linear.  
(c)Timing relationship between the intruder and the PPS 

PPS Response Time is the sum of the Detection and Response times. 
Adversary Task Time is the total amount of time required for an adversary to 
complete all tasks required to accomplish theft or sabotage. 
(d) Measures of security effectiveness for paths 

In path interruption analysis it requires to describe the actions of adversary 
against the physical protection system (PPS). The concept used is that of the 
adversary path. An adversary path is a time-ordered sequence of path elements, 
areas, and a target. It is the task that the adversary must complete to achieve 
theft or sabotage.  

For example, the door element provides delay because it has hardness 
and provides detection due to sensors installed on it being triggered by the 
adversary attempting to defeat the door.  
(e)  The purpose of Path Interruption Analysis 
 
Following are three potential measures of effectiveness that address how well 
security performs along an adversary path: 

(a) Minimum Delay 
(b) Minimum Cumulative Probability of Detection 
(c) Minimum Timely Detection/Probability of Interruption 

 
(iii) Probability of Neutralization 

It is the probability that the response force can neutralize the adversary. 
Adversary path and calculation of probability of Interruption, evaluates how well 
the detection, delay and response functions. 

For sensors, the measure of effectiveness is the probability of detection. 
For barriers, the measure of effectiveness is the delay time. 
For response, the measure is probability of neutralization. 

 
iii-a Probability of Neutralization (PN) Concepts 

It is a component which affects overall PPS system effectiveness, and 
measures the effectiveness of response after interruption. After interruption, the 
response force must use the force necessary to prevent the adversaries from 
completing their objective, which may require an armed engagement between the 
two sides. 
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The probability of neutralization represents the likelihood of outcomes of 
engagements between adversary and response forces, but it cannot predict the 
outcome of a single attack against a site.  

There are a number of methods used to measure PN, and they require to 
acquiring of different types of data for use in an analysis. Simple methods may 
only require data regarding the number of personnel and weapon types on either 
side, along with the time at which different numbers of each side are in an 
engagement. Following data is required for analysis. 

 
(a) Response force deployment routes and final locations 
(b) Adversary path 
(c) Adversary scenario 
(d) Terrain 
(e) Building schematics 
(f) PPS characteristics (e.g., barrier delay) 

 
iii-b  Factors Affecting PN 

(a) Number of combatants Armored vehicles 
(b) Weapon Type and Range Situational awareness 
(c) Force multipliers (e.g., explosives, vehicle bombs, indirect fire weapons) 
(d) Tactical decision-making 
(e) Tactics Diversions 
(f) Training levels Ambush tactics 
(g) Deployment Terrain 
(h) Reinforcements Morale 
(i) Concentration of forces Surprise 
(j) Multi-pronged attacks Environmental Factors 
(k) Use of insider(s) Facility configuration 
(l) Target Characteristics (transport, in process, in storage) 
(m) Command, control, and communications 
(n) Intelligence Non-combat attrition (accidents, sickness, desertion, etc.) 
(o) Use of hardened fighting positions. 

 
2.7.4 Bomb Incident Plan  

Over the years bombs are most favoured mean of adversaries for causing 
sabotage and destruction to human life.  It is also favoured by terrorist for causing 
devastated damage to vital installation or targeting population or indiscriminate 
killings as there is very little chance to become victim or getting caught as the 
bombs are either exploded in the form of IEDs (Improvised Explosive Device) or 
as hand grenade.  

The bomb threat may emanate from insider or agent of hostile power or 
terrorist organization of subversive group.  Quite often a prankster may propagate 
a panic by giving a threat telephonically or writing a letter.   
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Most often non-factory manufactured bombs are commonly termed as IED 
(Improvised Explosive Device). IED comprised of casing, explosive, and 
detonator, switch and power supply. In more powerful bombs high explosives 
such as TNT (Tri-nitro Toluene), PETN ( Penta-erythritol tetra-nitrate), Cyclonite 
(Cyclotri-methylene tri-nitramine - RDX), C-3(77% RDX+23% Plasticizer ), 
Dynamite , D-4 etc 

Depending upon objective e.g. killing or destruction the target is chosen 
with a view to cripple productivity or normal activities.  The shape of IED depend 
upon sensitivity of the unit or installation. The idea being that the IED should be 
concealed in the targeted place and merge easily as far as possible. The most 
favoured or preferred place in the installation is where people assemble in large 
numbers, under staircases, toilets, boiler house, and telephone exchange. 

In order to deal effectively with bomb threat or incident it is necessary to 
established a Unified Command Post (UCP) which should be integrated with well 
equipped communication facilities, CCTV Surveillance System, Blue prints or 
Layouts of floor plans, list of likely target areas, primary or secondary method of 
communication (bomb emergency usually causes premature detonation of 
electronic /electrical/cyber impediment).  Similarly Bomb Threat Evaluation 
Committee should be constituted which would include Chief Event   Co-ordinator, 
Chief of Security, Representative of local police Station. 

The head of security unit should then question the telephone call receiver 
with a view to ascertaining as precisely the location of the bomb, probable time of 
its explosion, shape, size and appearance of the bomb.  More particularly his 
endeavor should be to come to a tentative conclusion if the treat is genuine or a 
hoax by evaluating the information culled out from the details of the conversation 
furnished called receiver.  The Head of security unit should then notify the police 
control room and local police station, the administrative head of unit, the local fire 
station, the nearest hospital, the security officer deputed at the spot.  He then 
consults other members of Bomb Threat Evolution Committee in the UCP to 
evaluate the threat call. 

The call has to be evaluated as either Specific (Red) Non-Specific (Amber) 
or Hoax (Green).  If specific information revealed by the caller about the location, 
kind of bomb, purpose of planting (extortion or political demand) then the treat as 
specific.  In that case full emergency action including evacuation would fallow.  If 
no information to classify to call as specific is forthcoming but it is felt that the 
information given requires to adopt certain safety measures then the call may be 
taken as Non-Specific (Amber).  In case the information given is such that the 
committee cans safely conclude that there is no real danger then call can be 
classified as Hoax (Green). 

The most important decision to be taken at this juncture is as regard to 
ordering evacuation in case the bomb is said to have been planted inside a 
building or in its close proximity.  The decision must be taken by the management 
on the advice of the head of security unit. 
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Following options are available as regard to evacuation:   
(a) Full Evacuation- If positive proof of the existence of a very powerful bomb 

is available i.e. risk of explosion is very high. 
(b) Localized Evacuation- When the threat is evaluated as real but not of high 

magnitude. This is the most preferred choice and should be implemented 
in fact this evacuation should be carried out in every case except when it is 
clearly established that the threat is hoax and nothing more.  
Evacuation teams should ensure that the evacuation should be done in 

calm in orderly manner.  The members of evacuation team should be from 
managerial and supervisory level and assisted by security staff.  They should be 
trained as how to evacuate building during a bomb threat floors by floors.  The 
floors immediately above and below the danger area should be evacuated 
immediately after the evacuation of the danger zone. The team member should 
be familiar with all routes of ingress and egress including fire doors, fire escapes, 
emergency satire case etc.   

Apart from smuggling a bomb inside the premises and concealing it in a 
chosen place a bomb can be concealed in a vehicle. Such vehicle smuggled in 
only to be abandoned at a selected place. Departmental vehicle may be used as 
an unwitting carrier concealing the bomb in it while it is on an errand or duty 
outside the premises. Searching a vehicle suspected to be carrying a bomb is a 
highly specialized job and therefore should be carried out not by amateurs but by 
a person acquired some knowledge about the bomb.  

Presence of any one or more of the following indicators would suggest the 
likely hood of an explosive device being concealed in a letter or parcel. 

(a) Wrapping or envelope may be heavy and unbalanced. 
(b) Gives springy feeling to the touch. 
(c) Pin pricks or tiny holes are visible on the cover. 
(d) Small wire protrudes out of the outer cover. 
(e) Greasy patches are visible in some places on the cover. 
(f) Unusual smell emanates for packet or parcel. 
(g) Taped or sealed all around as extra care. 
(h) It is too stiff for its size. 
(i) Normally delivered at the usual mail. 
(j) It may bear excessive postage stamps and even may have 

restrictive marking such as, “TO BE OPENED BY THE 
ADDRESSEE ONLY”. 
 
In no case the efforts are made to open it to inspect the contents. If a 

Bomb Box is available, then the suspect article should be placed in it and the 
security personnel informed for further action of alerting the police. If a Bomb Box 
is not available, then the improvisation can be made by placing a wooden table 
over it and covering the four sides with other tables turned on their side. If tables 
are not available, then all the occupants of the room should be asked to leave the 
room by keeping the doors and windows open. 



Department of Atomic Energy      Page 96 of 233 

 

On arrival of police the incident controller or manager should give them all 
the details know till then and the steps taken by way of precaution. Police with 
their bomb detection devices and trained dogs are in a position to carry out 
searches in a most trustworthy manner. Therefore, they may be requested to 
search the places gain if they do not declare their intention to do so. If a bomb 
like object is discovered neutralizing it is entirely the responsibility of the police. 
No one else should undertake that hazardous task.  

Simply because a bomb emergency has arisen in one part of the 
installation or residential areas all security personnel must not be rushed to it 
leaving their normal duties. It could be a diversion for carrying out large scale 
theft, sabotage or robbery elsewhere. It is therefore imperative that security 
vigilance at all points of entry and exit is tightened by intensifying access control 
and physical protection measures. Even the police and fire personnel who rush in 
response to the call for assistance should not be exempted from checking so as 
to obviate/prevent the possibility of impersonation. 

The emergency may be called off by the competent authority who ordered 
the evacuation in the first instance, on receiving clearance from the police which 
they will either give when they are satisfied that no bomb exists or then they have 
defused it.   

Even when the situation is declared as normal the security personnel 
should continue to taker active interest in the police investigation. The head of 
security unit will prepare a report based on all known facts and furnish an 
objective analysis of the total action taken in response to the bomb threat so that 
lessons could be drawn for improvement. 

On the above guidlining principles each unit should work out the details of 
Bomb Incident Plan. Periodical mock exercises should be conducted to ensure 
that all the personnel including officers in the response teams will get familiar with 
their roles and responsibilities in the event of real emergency.  

 
2.7.5 Day Vision & Night Vision Devices 
 
(i) Different Types of CCTV Cameras 

When it comes to securing your business, there are many different types 
of CCTV to choose from. Surveillance plays a huge part in today’s security and 
with cameras all around us; our day-to-day lives are experiencing higher levels of 
security each day. 

There are a variety of different types of CCTV camera which suit different 
situations or premises and that selecting the proper camera for the right 
application really is vital. 

(a) Dome Camera  
(b) Bullet Camera  
(c) C-mount Camera 
(d) Day/Night Camera 
(e) PTZ Camera  
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(ii) Dark Fighter Technology Cameras 
These cameras can pick up coloured images in very low-light conditions. 

Dark fighter technology can be used in the day and night and offer optimal 
performance thanks to its wide range of capabilities. They are equipped with 
progressive scan sensors which allow the device to pick up high-quality images 
and doesn’t require an extra light source – which makes the perfect night time 
security surveillance camera. 
Important Applications: 

(a) Smart features: line crossing, audio and face detection 
(b) Can be used for a multitude of purposes 
(c) High definition 

(iii) ANPR (Automatic Number Plate Recognition)/LPR (License plate 
cameras) Cameras 

ANPR and LPR cameras are used to read and store data on registration 
plates. They offer a simple and efficient solution to many organizations including 
tolling, hotel overstay management and the obvious: car parking. ANRP stands 
for Automatic Number Plate Recognition (LPR cameras stands for License plate 
cameras) and these devices help to obtain copious information in a high traffic 
area to keep any premises secure. Important Applications are as follows. 

(a) Smart features: information storage 
(b) Can identify cars that have been banned from a premises 
(c) Allows a business to run smoothly 

Internal and External Dome Camera 
The dome camera is one most commonly used for indoor and outdoor 

security and surveillance. The shape of the camera makes it difficult for onlookers 
to tell which way the camera is facing, which is a strong piece of design, deterring 
criminals by creating an air of uncertainty. Other benefits of this type of camera 
include. Important Applications are as follows. 

(a) Ease of installation 
(b) Vandal-resistant features 
(c) IR night vision 

 
(iv) Bullet Camera 

Bullet cameras are long and cylindrical in shape and are ideal for outdoor 
use. Their strengths lie specifically in applications which require long distance 
viewing. Installed within protective casings, the cameras are shielded against 
dust, dirt and other natural elements. The cameras can easily be mounted with a 
mounting bracket, and come fitted with either fixed or Varifocal lenses depending 
on the requirements of its intended application. Important Applications are as 
follows. 

(a) IR night vision 
(b) Compact size aids installation 
(c) High-quality image resolution 
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(v) C-mount Camera 
Coming with detachable lenses, C-mount cameras allow for simple lens 

changes to fit different applications. C-mount cameras can cover distances 
beyond 40 ft thanks to the possibility to use special lenses with these cameras, 
whereas standard CCTV lenses can only cover distances of 35-40 ft. Important 
Applications are as follows. 

(a) Can support changes in technology 
(b) Effective for indoor use 
(c) Bulky size makes them noticeable (which acts as a deterrent) 

 
(vi) Day/Night Camera 

Capable of operating in both normal and poorly lit environments, these 
cameras benefit from not requiring inbuilt infrared illuminators as they can 
capture clear video images in the dark thanks to their extra sensitive imaging 
chips. For this reason, these cameras are ideal for outdoor surveillance 
applications in which IR cameras are unable to function optimally. Important 
Applications are as follows. 

(a) Record in both colour and black & white. 
(b) Wide variety of sizes available 
(c) Infrared capability 

 
(v) PTZ Pan Tilt & Zoom Camera 

PTZ – Pan/tilt/zoom – cameras allow the camera to be moved left or right 
(panning), up and down (tilting) and even allow the lens to be zoomed closer or 
farther. These cameras are used in situations where a live guard or surveillance 
specialist is there operating the security systems. Important Applications are as 
follows. 

(a) 200m IR night vision 
(b) X36 optical zoom 
(c) High-quality image resolution 

 
(vi) Discreet CCTV 

These types of cameras allow for discreet placement which means you 
can capture good footage of theft and criminal damage. Discreet CCTV cameras 
beneficial because criminals will be less likely to spot them and therefore, they 
are less likely to be damaged in the process.  Important Applications are as 
follows. 

(a) Can be propped up or mounted 
(b) Can be disguised in various objects 
(c) Effective for indoor use 

 
(vii) Thermal Image Cameras/Infrared Cameras 
IR dome CCTV - One of the best 24 hour surveillance cameras around providing 
airports, seaports, boards and many other critical infrastructures with quality 
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images, no matter what time of day it is. Infrared cameras have small LEDs 
surrounding the lens to help pick up moving figures in pitch black.  
Thermal Cameras 
Thermal image cameras can see over long distances, up to 300 meters away. 
Important Applications are as follows. 

(a) Detect intruders up 250-300 meters away 
(b) Good in low-light 
(c) Thermal radiation passes through visual barriers 

 
(viii) Varifocal Cameras 
Varifocal Cameras -  

With the ability to zoom in and out without forfeiting its focus. Varifocal 
cameras allow you to adjust the focal length, the angle and increase or decrease 
the zoom – ideal for obtaining footage in a square room where you would 
normally experience a ‘dead zone’ with any alternative, fixed lenses camera. 
Important Applications are as follows. 

(a) Can capture those ‘dead zones’ that other cameras cannot  Offer 
exceptional focus 

(b) Work well up-close and at long distances 
 
(iX) Network Cameras HD CCTV Cameras -  

These cameras share the images across the internet, so CCTV footage 
can be easily accessed. Network cameras are ideal for both domestic and 
commercial purposes because you can see what’s going on whilst away from the 
property. Important Applications are as follows. 

(a) Data can be easily accessed 
(b) Ideal for homes and companies 
(c) Less cabling and less maintenance 

 
(x) High Definition Cameras 

High definition cameras have such a high resolution that they’re mainly 
used in high risk establishments such as banks and casinos. This is to capture a 
good image of anyone who enters and exits to maintain high security and 
maximum safety. These cameras are great for spotting misconduct and allows 
the user to zoom in for extra clarity, should the footage need to be used in court. 
Important Applications are as follows. 

(a) Clear, detailed pictures 
(b) Offer maximum safety for high risk establishments 
(c) Can zoom in without losing focus 

 
(xi) Binoculars 

A binocular is an optical device, providing good depth effect, for use with 
both eyes. for providing a magnified stereoscopic view of distant objects. The 
choice of binoculars to a large is inter-woven with the use for it. 
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The first binocular telescope was invented by J. P. Lemiere in 1825. 7x to 
10x binoculars are best for hunting application. For long range shooting, such as 
varmint hunting, a 12x to 16 x magnifications is best. At larger magnification, you 
will need to use a tripod or to stabilize the binoculars, as the image will be very 
shaky if used in standing position. 

Binoculars are designed to give an upright view that is correctly oriented 
left-to-right. Because they allow use of both eyes in a natural way, they are more 
comfortable than single telescopes, provide depth perception, and improve visual 
acuity by giving the human visual system two sets of data to process and 
combine. 

Two objective lenses are situated at each end of the binoculars. The 
purpose of the objective lens is to collect light from the object that the user is 
looking at and bringing the collected light into focus in the eyepiece lens, which 
creates a visible and magnified image. 

The Sunagor 30-160x70s are widely believed to be the World's most 
powerful pair of binoculars. At their starting point of 30x magnification, they 
already offer an above standard level of power found only on much more 
specialist binoculars. 
Best Binoculars: 

(a) Steiner Tactical 10×28 Binoculars.  
(b) USCAMEL 10×42 Military Compact Binoculars.  
(c) Hooway  7×50 Waterproof Fog proof Military Marine Binoculars. 
(d) Aomekie Ultimate 7X50 HD Military Marine Binoculars. 
(e) BNISE 10×50 Adults Military HD Binoculars. ... 
(f) BNISE Military HD Navigation Binoculars. 

 
(xii) Night-Vision Device 

A night-vision device (NVD), also known as night optical/observation 
device (NOD) and night-vision goggles (NVG), is an optoelectronic device that 
allows images to be produced in levels of light approaching total darkness. The 
image may be a conversion to visible light of both visible light and near-infrared, 
while by convention detection of thermal infrared is denoted thermal imaging. The 
image produced is typically monochrome, e.g. shades of green. NVDs are most 
often used by the military and law enforcement agencies, but are available to 
civilian users. The term usually refers to a complete unit, including an image 
intensifier tube, a protective and generally water-resistant housing, and some 
type of mounting system. Many NVDs also include optical components such as a 
sacrificial lens or telescopic lenses or mirrors. An NVD may have an IR 
illuminator, making it an active as opposed to passive night-vision device. 

Night-vision devices were first used in World War II and came into wide 
use during the Vietnam War.[2][3] The technology has evolved greatly since their 
introduction, leading to several "generations" of night-vision equipment with 
performance increasing and price decreasing. Consequently, they are available 
for a wide range of applications, e.g. for gunners, drivers and aviators. 
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(xiii) Infra-red Optics 

Infra-red rays are invisible light rays having wavelength larger than that of 
ordinary light. Being essentially thermal radiations, all objects existing above the 
absolute zero emit such rays. The temperature difference between the objects 
and their surroundings enables the detection of targets. Infrared radiations being 
invisible do not reveal the position of the observer when used to illuminate the 
target. Though the infrared part of the light spectrum was first detected about 175 
years ago, yet it was only during the Second World War that its military 
applications were contemplated. Germans used this special device first for secret 
signaling for the surveillance of the enemy tanks hidden in darkness and for the 
detection of bombers which confused radar detections. 

Infra-red devices have been developed for use of services. These are 
either active devices or passive devices. In active devices, the user carries a 
source of infrared radiation and illuminates the target with invisible light. These 
devices are invariably image forming the infra-red image of the target is 
converted to a visible image with the help of a suitable device. In passive 
devices, the natural and characteristic emissions from the targets are utilized for 
the detection of the target. These are essentially non-image forming type. 
 
(xvi) Night Vision Goggles 

Night Vision Goggles are an essential asset in Night Fighting Capabilities 
which is seen as an asset in security especially with regard to equipping its 
personnel with Night Vision Equipments to make them combat effective in night. 
The thermal imaging system can work in complete absence of light solely on the 
heat signature of objects with an above absolute zero temperature.  Therefore, it 
can be said that the night vision goggles cannot work in absolute darkness. They 
do need a light source, be it a weak one. Some of this light may be infrared light 
that is not visible to the naked eye. Night vision goggles using image 
enhancement technology collect all the available light, including infrared light and 
amplify it so that you can easily see what is going on in the dark. The other way 
uses a technology called thermal imaging. 

Best Night Vision Goggles: 
(a) Pulsar GS Super 1+ Night Vision.  
(b) Night Optics D-2MV Gen 1+ Dual Tube Night Vision Goggle.  
(c) Aroma Sight Nyx7-ID Gen 2+ Night Vision Goggles (Improved Definition)  
(d) Sight mark Ghost Hunter 1×24 Night Vision Goggle Binocular Kit.  

 
 (xv) Infra-red Flashlights 

The main purpose of an infrared flashlight is to secretly shine light on a 
subject without anyone knowing it other than a phone or camera. The easiest 
way to electronically create infrared light is by using a special light-emitting diode 
(LED) that operates in the infrared spectrum. Infrared LEDs (often called IR 
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LEDs) are readily available at RadioShack or any other store that sells electronic 
parts. The IR illuminator should be placed at least 12 feet off the ground. 

Best IR Illuminators enhance NV Capabilities 
(a) Stream light 88704 Super TAC IR Long Range Infrared Active Illuminator. 
(b) Ir850 Pro Long Range Ir, Adjustable Mount. 

 
2.7.6 Security Communication Devices & Methods  
 

Following are the methods and devices for security communication: 
(i) Encryption: Encryption secures online information, protects national 
infrastructure from countless daily attacks and is a vital component of our national 
defenses. In cryptography, encryption is the process of encoding a message or 
information in such a way that only authorized persons can access it and those 
who are not authorized cannot. Encryption does not itself prevent interference, 
but denies the intelligible content  
(ii) Identity based networks: Identity-based network services enhance the 
existing access control and security policy mechanisms by allowing users or 
groups to be specified in place of source IP addresses. Identity-based security 
policies can be inter-leaved without restriction between traditional IP address-
based rules. Identity-Based Networking Services (IBNS) is an integrated solution 
that offers authentication, access control, and user policy enforcement to help 
secure network connectivity and resources. It helps to improve operational 
efficiency and cut costs by adopting network trends such as mobility, cloud, and 
bring-your-own-device (BYOD) access.     
(iii) Anonymous communication devices: Anonymous communication is the 
process of looking for ways to hide the sender and receiver of information, whose 
main techniques include anonymous retransmission and network proxy 
technologies. This technique can be used in wired telephone networks and 
satellite telephone networks. It applies not only to the law enforcement 
departments but also for business and has been widely used in e-mail, Web 
browsing, and remote registration. Web applications emphasize the anonymity of 
the recipient and e-mail users are concerned about the anonymity of the sender. 
In addition, the anonymous communication technology can also be used in 
electronic voting and electronic cash scheme to ensure that the identity of the 
voter or purchase is not leaked. 
(iv) Bugging: Vulnerability is a cyber-security term that refers to a flaw in a 
system that can leave it open to attack. A vulnerability may also refer to any type 
of weakness in a computer system itself, in a set of procedures, or in anything 
that leaves information security exposed to a threat. A hardware bug is a defect 
in the design, manufacture, or operation of computer hardware that causes 
incorrect operation. Intermediate between hardware and software are microcode 
and firmware which may also have such defects. Debugging is the process of 
detecting and removing of existing and potential errors in a software code that 
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can cause it to behave unexpectedly or crash. To prevent incorrect operation of a 
software or system, debugging is used to find and resolve bugs or defects. 
(v) Computers (general): A computer is a machine that can be instructed to 
carry out sequences of arithmetic or logical operations automatically via computer 
programming. Modern computers have the ability to follow generalized sets of 
operations, called programs. These programs enable computers to perform an 
extremely wide range of tasks. 
(vi) Steganography: It is method of transcribing spoken words by typing them 
into a steno machine, a kind of shorthand typewriter. Fast and accurate typing 
skills are vital for a stenographer job. Stenographers have to be licensed and 
certified in addition to passing a special exam. 
 
2.7.7 Security Morcha, Self-Protecting Devices  

 
A weapon, arm or armament is any implement or device that can be used 

with intent to inflict damage or harm 
A firearm is a portable gun (a barreled ranged weapon) designed for use 

by a single individual. It inflicts damage on targets by launching one or more 
projectiles driven by rapidly expanding high-pressure gas produced by 
exothermic combustion (deflagration) of chemical propellant 
 
(i) Broad types of firearms 

(a) Handgun 
(b) Sub Machine Gun 
(c) Shotguns 
(d) Rifles 
(e) Assault rifles 
(f) Machine guns 

 
(ii) Ammunition / Weapons 

The ammunition used in most modern firearms is called a ‘cartridge’. 
Cartridges consist of: 

(a) Projectile, or bullet, which is fired from the gun; 
(b) Propellant, which, when ignited by a primer (below), generates the gas 

pressure that propels the projectile out of the barrel; 
(c) Primer, which consists of chemicals designed to be ignited by a firing pin 

in the weapon; and 
(d) Cartridge case, which contains the components of a complete round of 

ammunition and, when the weapon is fired, blocks the escape of gases in 
a way that causes pressure to build up behind the projectile 

https://en.wikipedia.org/wiki/Gun
https://en.wikipedia.org/wiki/Gun_barrel
https://en.wikipedia.org/wiki/Ranged_weapon
https://en.wikipedia.org/wiki/Projectile
https://en.wikipedia.org/wiki/Deflagration
https://en.wikipedia.org/wiki/Propellant
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Bullet cartridges are designed to be (relatively) safe until the moment when you 
fire them. When you pull the trigger of a gun, a spring mechanism hammers a 
metal firing pin into the back end of the cartridge, igniting the small explosive 
charge in the primer. The primer then ignites the propellant—the main explosive 
that occupies about two thirds of a typical cartridge's volume. As the propellant 
chemicals burn, they generate lots of gas very quickly. The sudden, high 
pressure of the gas splits the bullet from the end of the cartridge, forcing it down 
the gun barrel at extremely high speed (300 m/s or 1000 ft/s is typical in a 
handgun). It's only the bullet that fires from the gun; the rest of the cartridge stays 
where it is. It has to be ejected after firing (sometimes manually, sometimes 
automatically) to make way for the next cartridge—and the next shot. 
 
(iii) Handgun Ammunition 
 

 
(vi) Rifle Ammunitions 

 
lead-filled, ball ammunition 

 
 
 

https://www.explainthatstuff.com/how-springs-work.html


Department of Atomic Energy      Page 105 of 233 

 

cored, high-velocity ammunition 

 
cored, high-velocity ammunition 
 

 
(v) Classification of Ammunition / Firearms 
 
The classification of weapon and ammunition are required as there are large 
types of firearms and ammunition. Ammunition are classified based on threat 
level (danger level) one of the most renowned classification is done by National 
Institute of Justice (NIJ) The classification of ammunition is vital for selection of 
appropriate protection devices(bullet proof jackets etc.). 
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(vi) Indian Specification 

 
(vii) Indian Specification (Latest BIS standard) 

 
 
(viii) Bullet Proof Jackets 

An aspect of Bullet proof jacket which sets in apart from other armour 
system is its light weight. The design of a BPJ is always detected by the 
weight factor as the performance of person wearing BPJ get affected by it. 

BPJ is composed of 2 part: 
 

(a) Hard Armour Panel 
(b) Soft Armour Panel 
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The hard armour panel does the actual stopping of bullet, whereas soft 
armour help in reducing the trauma. 

 
The schematic of a BPJ armour system is given below 

 
 
Hard Amour Panel 
 

The major 2 parts of a HAP are: 
 

(a) Strike face material 
(b) Strong and tough backing material 

 
 (ix)Strike face material 
 

The main function of the hard strike face material is to blunt and erode 
the bullet. In order to achieve this material should be hard. This is material 
is only require if hard bullets are used like hardened steel, tungsten 
carbide. 
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The list of material used are given below: 
 

Sl.No Material Hardness Density (g/cc) 
1 Hot Pressed Boron Carbide 33 2.54 

2 Reaction Bonded Silicon 
Carbide 26 3.0 

3 Silicon Carbide 24.5 3.2 
4 Alumina 14.1 3.9 

 
(x) Backing material 
 

The main function of the backing material is to stop and absorb the 
energy of bullet. In order to achieve this material should be strong and 
tough. 
The list of material used are given below: 

 

Sl.No Material Stren
gth 

Elongatio
n 

Density 
(g/cc) 

1 M5 3.9 1.4 1.7 
 PBO 5.2 3.3 1.5 
2 UHMWPE 3 3.1 0.97 
3 Aramid 3 3.5 1.4 
4 Nylon 66 0.910 10-20 1.14 

 
(xi) Soft Armour Panel 
 
The soft armour is made of flexible fabric similar to that used in backing 
material.(xii) Vehicle Armour. Unlike bullet proof jacket the restriction of armour 
design is not constrained by weight limitation. The choice of armour material of 
bullet proof vehicles has been steel due to its availability, cost and ease of 
fabrication. 
(xiii) The most commonly utilized steelare: 

• Roll Homogenized Armour (RHA) Steel with a hardness range of 250 to 
410HB 

• High Hardness Armour (HHA) Steel with a hardness range of 477 to 
534HB 
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(xiv) New Design 

 
(xv)The main advantage of perforated design 

• The deflection of projectiles 
• generation of higher stresses on the projectile 

 
(xvi) Bullet proof glass 

"Bulletproof" glass is very different to ordinary glass. More correctly 
called bullet- resistant glass (because no glass is totally bulletproof), it's 
made from multiple layers of tough glass with "inter layers" of various 
plastics. Sometimes, there's a final inner layer of polycarbonate (a tough 
type of plastic) or plastic film to prevent "spalling" (where dangerous 
shards of glass or plastic splinter off following the impact of a bullet). This 
sandwich of layers is called a laminate. It can be up to ten times thicker 
than a single pane of ordinary glass and it's usually very heavy. 

 
When a bullet strikes bulletproof glass, its energy spreads out 

sideways through the layers. Because the energy is divided between a 
number of different pieces of glass and plastic, and spread over a large 
area, it is quickly absorbed. The bullet slows down so much that it no 
longer has enough energy to pierce through—or to do much damage if it 
does so. Although the glass panes do break, the plastic layers stop them 
flying apart. Think of bulletproof glass as "energy-absorbing" glass and 
you'll have a good idea how it works.  
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(xvii) Bulletproof Security Post "Morcha" 

 
Easy to assemble and dismantle, the Bulletproof Security Post gives the 
user the confidence to observe and return fire in all hostile situations. 
 

2.7.8 Explosion Suppression Wells / Blankets / Armoured Vehicles  
 
An armoured vehicle, e.g. a battle tank or a reconnaissance vehicle, 

encounters multiple threats during its mission. Of interest here are the impact of 
projectiles, shaped charges or mines. The impact of a warhead generates a 
number of hazards for crew and equipment of the vehicle. These are the warhead 
itself, fragments and splinters of destroyed equipment and possibly the fire 
generated, if combustible materials get in contact with glowing fragments. If a fuel 
tank or hydraulic system is destroyed by the warhead, the fuel is dispersed in 
small droplets and the combustion is very fast, in an explosion-like manner. The 
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heat, the sudden pressure increase and the toxic by-products of this explosion 
are threatening health and life of the crew. 
 

Bomb Blankets are designed to absorb the impact from Improvised 
Explosive Devices (IEDs) and mitigate the shrapnel associated with pipe bombs, 
hand grenades, and other fragments around explosives. The Blanket is used as a 
barrier for protection from the explosive and incendiary effects of electrical arcs 
and flashes. These hazardous electrical discharges can be caused by faults in 
cables, in cable splices and joints, and at transformer terminals or they may be 
generated by the operation of switch gear, circuit breakers and lightning 
arrestors. The blanket can be used for worker protection in underground vaults, 
switchyards and other locations where electrical equipment poses a risk of 
exposure to explosive electrical discharges. 

 
An armored fighting vehicle (AFV) or armored fighting vehicle is an armed 

combat vehicle protected by armour, generally combining operational mobility 
with offensive and defensive capabilities. AFVs can be wheeled or tracked. Main 
battle tanks, armoured cars.  

 
Armoured fighting vehicles are classified according to their intended role 

on the battlefield and characteristics. It could be used for following purposes. 
(a) To resolve hostage situations on land (buses, trains and buildings such as 

national key points and embassies), sea (oil platforms, ships in harbors 
and own territorial waters) and air (civilian local and international aircraft). 

(b) To combat urban and rural terror. 
(c) To provide assistance to other wings of security services, which require 

the specialized skills, techniques and equipment of the unit. 
(d) To provide assistance to units responsible for the protection of high-profile 

VIPs 
(e) To provide a specialized rescue service and assistance during natural 

disasters that require high proficiency in mountaineering, emergency 
diving and other rescue operations. 

(f) To provide a specialized operational, tactical and continuation training to 
all members of the Special Task Force. 

 
2.8 Emergencies and their Management 
 
2.8.1 Purpose 
  

For the security personnel to respond in an organised manner to an 
emergency thus minimising its destructive effects, it is necessary to prepare a 
contingency plan taking into consideration various kinds of crisis situations 
resulting from natural and manmade causes.  The basic objective is to be 
prepared to meet any such exigency and to synergistically engage the entire 
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work force in joint action to combat the common danger, each one knowing in 
advance what their role and responsibility are in the counter measures to be 
executed.  Thus, the contingency plan not only envisages development and 
preparation of a plan to mitigate the consequences of an emergency, but also to 
prepare the personnel by training, briefing and periodic practice, and to make 
provision of resources and facilities which permit effective implementation of the 
contingency plan in the event of an emergency. 
 Purpose of crisis management can be summarised as Prevention, Survival 
and Successful outcomes e.g. recovery of radioactive or nuclear material, 
continuity of operations, etc. 

 
2.8.2 Crisis to which DAE Units/ Facilities are vulnerable 
 
These may be 

(a) Sabotage or attempt thereof by planting a bomb or otherwise, inside or 
near about an installation with a view to disrupting its normal operation. 

(b) Attempted unauthorised removal of nuclear material by stealth or force 
or its sabotage while in use, storage or transit. 

(c) Entry by attack or infiltration by a group of armed terrorists, radicals or 
organised criminals, into a nuclear facility. 

(d) Fire-accidental or malicious (arson). 
(e) Agitations and civil disturbances in which the surrounding area gets 

engulfed. 
(f) Strike by facility employees, contract workers and anti-nuclear 

protesters. 
(g) Accident during production, transport or use of radioactive material. 
(h) Assassination or attempt thereof or kidnapping of an executive. 
(i) Earthquake, tsunami or severe storm. 
(j) Any other emergency affecting personnel and property of the unit/ 

facility. 
(k) Cyber attacks. 
(l) Threat to the residential area of the facility. 
(m)A combination of some of the crisis mentioned above. 

 
 If any emergency / crisis occur it is very important to identify and analyse it 
quickly and respond to it as soon as possible in order to limit its destructive 
consequences. 

 
2.8.3 Impact of a Crisis 

 
Any crisis situation in DAE units/ facilities will invariably have a very high level 

impact at the national and even International level due to the following factors. 
(a) Credibility & Public Perception. 
(b) Safety & Operational viability of the facility. 
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(c) Health & Environment. 
(d) National Security. 
 

2.8.4 Common features 
(a) The situation occurs unexpectedly. 
(b) Decisions are required urgently. 
(c) Time is short. 
(d) Some of the threats are unidentified. 
(e) Urgent demands for information are received. 
(f) There is sense of loss control. 
(g) Pressures build over time 
(h) Routine business becomes increasingly difficult. 
(i) Demands are made to identify someone to blame. 
(j) Outsiders take an undue interest. 
(k) Communications are increasingly difficult to manage. 
(l) Reputation suffers. 
 

2.8.5 Crisis Management Group of DAE 
 
Department of Atomic Energy is designated as nodal ministry to respond 

any likely crisis of Nuclear and Radiological nature in public domain.  To meet 
this responsibility DAE has constituted a Crisis Management Group headed by 
Additional Secretary of DAE and experts drawn from various including the 
representative of regulator to give  an expert advice on any such event and also 
to coordinate and disseminate the information with various outside agencies 
dealing with national crisis planning.  Any safety and security emergency need to 
be notified to the Crisis Management Group at the earliest for this notification the 
Department has established Emergency Communication Room (ECR) which 
works 24X7.  This ECR also remains in touch with national crisis control room at 
Delhi. 
 
2.8.6 Planning to meet crisis situations 

 
Planning to meet crisis should be a continuous activity.  Preparedness is 

an active state of mind.  Effectiveness of counter measures is directly 
proportional to the thoroughness and soundness of the planning effort.  Whatever 
the nature and seriousness of a crisis, in no case can it remains the exclusive 
responsibility of the security personnel to deal with it.  A combined effort by all 
employees making the best possible use of the resources available will alone 
ensure success of any measures to control and contain the consequences of a 
crisis situation.  Therefore, any crisis or emergency plan should be a combined 
effort of all people concerned with safety and security of plant operations, 
premises and personnel.  The physical protection and response by security 
personnel cannot, therefore, be planned in isolation. They have a definite and 
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important role to play in meeting any crisis situation but their role and activities 
must be made an integral part of the aggregate contingency planning process.  
The steps for crisis planning can be enumerated as follows: 

(a) Assess risks. 
(b) Produce plans. 
(c) Define roles and responsibilities. 
(d) Appoint crisis management team. 
(e) Draw up communication plan. 
(f) Produce contact and organisation chart. 
(g) Promote crisis-ready culture. 
(h) Publish plans and procedures. 
(i) Conduct training. 
(j) Test, Practice and Review. 

 
PLANNING FOR CRISIS 

 
 

PLANNING FOR CRISIS 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
FIG.  Planning for crisis 

 
2.8.7 Important factors of crisis planning 
 
  The three factors for the success of any crisis planning are based 
on how quickly the organisational capacity is being restored, losses have been 
minimized and lessons have been learned for implementation.  Some of the 
important factors which need to be taken for consideration during the crisis 
planning are as follows: 

Partnership 
• Critical Resources 
• Timely help 

Communication Strategy 
• Infrastructure 
• Connecting stake holders 

Ensure Preparedness 
• Training Programme 
• Mock drill 

Crisis Management team 
• Analyze & Plan crisis 
• Clarify Role & Responsibility 

Draft Crisis Management Policy 
• Leadership Commitment 
• Generic guidelines for action 
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(a) Critical activities: Identify the critical activities that need to continue or 
to be suspended / terminated during a crisis situation. The initial 
response and the measures to take should clearly identified and laid 
down. 

(b) Safety considerations. 
(c) Communication of Plan. 
(d) Who matters and how will they be contacted? 
(e) Communication of risk. 
(f) What does the public want to know? 
(g) Media demands. 
(h) The ideal spokesperson. 
(i) Message options. 
(j) Perception of risk for various stake holders. 

 
THE STEPS TO MITIGATE CRISIS 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

FIG. Steps to mitigate crisis 
 
 

2.8.8 Principles for Crisis Planning 
 

However, certain planning principles which, if adhered to, produce sound and 
realistic plans are enunciated below: 

Gather 
Intelligence 

Complete a Risk 
Management 

Publish Plans and 
Procedure, 

Conduct Training 

Promote Crisis-  
Ready Culture 

Produce Plans to 
Address Risks 

Test, Practice and  
Review 
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(a) Vulnerability Assessment 

  
A complete and realistic estimate of the situation that affects a 

facility should form the basis for any contingency planning.  Having listed 
all the categorised of happenings that may create an emergency, it is 
necessary to determine which of these damage-causing factors are likely 
to strike the nuclear facility in question given its internal and external 
vulnerabilities. 

i) Internal vulnerability arises from the location of a unit/ facility as well 
as internal conditions.  The site of a unit/facility can make it 
particularly vulnerable to sabotage if it is close to the county’s 
border with a belligerent neighbour.  If management-employee 
relations are traditionally unhappy or the facility is beset with inter-
group rivalries, the facility may face a serious strike situation or, 
worse still, sabotage.  If it suffers from design defects that can also 
lead to unacceptable radiological consequences.  

ii) External vulnerability is mainly determined by the location as well as 
the surrounding situation.  If a unit/facility is located on the water 
front or in an area notorious for civil strife, it may become vulnerable 
to tsunami or sea-storms or enemy attacks, or in the latter case its 
employees may get exposed to serious risks to their life, and the 
property of the facility may also suffer damage. 

 
(b) Probable Crisis Situations 

It, therefore, follows that after giving detailed consideration to all the 
relevant conditions, the types of crisis situations that may arise should be 
enumerated for formulating a response.  Since no two crisis are similar in 
character, magnitude and scope, each category of crisis will have to be 
separately dealt with while preparing the contingency plan. 
From a planning point of view, it is also helpful to classify these probable 
crisis situations according to their severity and expanse which may 
determine the magnitude of the consequences.  Thus, a powerful bomb 
blast in a fairly isolated building may not affect any other installation on site 
but it would have deadly consequences for all personnel working in that 
building.  On the other hand, a storm or labour unrest may affect the whole 
unit/ facility though it may not kill anybody.  In certain situation such as 
radiological leakage, though the source of radiation may be within the 
perimeter, the consequences might have significance outside the facility 
premises.  Determining the geographical extent and consequences go a 
long way in planning for cordoning and isolating the affected zone so as to 
limit damage and facilitate rescue as well as aid operations. 
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(c) Reduction of Vulnerability 
Having carefully determined vulnerabilities and analysed the 

probable causes as well as adversaries pathways, certain emergency 
situations should be visualized and accordingly certain feasible protective 
measures can be taken in advance to reduce the possibility of security 
breach.  If that is not realizable, the severity and extent of at least some of 
the relevant damage causing factors can be minimized.  These protective 
measures may include reinforcement of perimeter barriers, protective 
lighting and even posting of armed pickets at certain particularly vulnerable 
sections, or introducing additional compensatory measurers.  

(d) Computing Existing Resources and Capabilities   
A sound emergency plan utilises to the maximum the existing 

operational structure, proven supervisory and technical skills and all kinds 
of materials on hand.  Maximum effectiveness of emergency operations is 
attained when the unknown and variable factors in the situation are 
reduced to a minimum.  The emergency management team should be an 
extension of and not a substitute for the existing arrangement which has 
established its effectiveness in normal time.  The supervisors and directors 
of emergency operations should be those from whom others are 
accustomed to receiving orders in usual situations.  Any specialised 
emergency tasks should be performed by only those who have the 
necessary expertise and background.  Similarly, emergency equipment 
should only augment the equipment on hand.  It is risky to experiment with 
hitherto untried methods or equipment.  

 
Based upon these considerations an inventory may be made of all 

human and materials resources that are available to deal with each type of 
emergency envisaged.  This will provide data for preparation of the 
contingency plan. 

 
(e) Formulation of the plan 

This would involve enumeration of damage preventing and limiting 
actions that must be taken, by whom to be taken, how to be taken and with 
what materials resources and indispensably, what result each of the 
activities must obtain. 

  
The role, function and responsibility of the security unit in an 

emergency situation should be clearly and specifically spelled out in 
respect of each kind of emergency, and its relationship with the overall 
plan as a part of the whole, well established in order to avoid delays, 
confusion and resultant ineffectiveness.  In view of the diversity of the kind 
of emergencies that may arise, only generally applicable guidelines are 
stated below: 
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i) The emergency response plan should be established in 
writing. It should be detailed with each kind of emergency 
separately and enunciating objectives to be accomplished, 
organizational structure of the emergency response force, 
responsibilities to be shouldered, response procedures to be 
implemented and the methods of coordinating activities with all 
other groups of people and agencies who are involved in 
responding to an emergency. 

  
As an indispensable concomitant of this requirement, explicit provision 

should be made for immediate establishment of a control room either in the office 
of the head of security or any other convenient place where all communication 
facilities already exist or can be easily installed.  If a control room is already in 
existence, it should be ensured that it is made suitable to function efficiently in an 
emergency situation. 
  

It is desirable to have an alternate control room with all the audio and 
video inputs which are available in the existing control room.  This alternate 
control room should be located away from the unit/facility preferably outside the 
Emergency Planning Zone (EPZ) of the unit/facility.  This alternate control room 
will be useful when the plant/ facility becomes inaccessible as a result of any 
emergency and the implementation of the contingency plan will be carried out 
from this control room 

ii) Notification. The security unit should work out a procedure by 
which it shall get notified or itself notify the competent authority, of 
the fact that an emergency or potential emergency exists.  When 
the emergency situation arises out of a hazard involving radioactive 
materials or any other technological accident or act of sabotage, it 
would be the duty of the authorities concerned to notify and activate 
the facility’s security unit.  But since security personnel are present 
everywhere and in a state of alert all the time, they would naturally 
come to know very early about the appearance of an emergency 
situation.  Therefore, it becomes the duty of the person on the spot 
to at once alert the security control room, if one is in operation and, 
it its absence, his superiors in the hierarchy.  Depending upon the 
nature of the emerging situation he should take the most 
appropriate action possible pending arrival of reinforcements and 
senior officers to assume charge. 

 The Head of the security unit/ facility should, in consultation with the 
competent authority handling the emergency, notify as early as possible, the 
police, fire brigade, ambulance services, hospitals and other agencies concerned, 
so that they would commence response action or hold themselves in readiness 
depending on their respective roles.  Such notification become all the more 
important if the consequences of the crisis situation are likely to have significance 
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outside the outer perimeter of the unit /facility.  In such a situation, the Head of 
the unit/facility or emergency as the case may be, should be advised to convey 
the nature of the crisis and the probable consequences to the people at large 
outside the unit/facility and to the State Government so that the Government and 
civic resources could be mobilised in time.  It is advisable to establish a hot line 
between the head of security office of security control room and the control room 
of the city police or the local police station who would then assist in transmitting 
messages promptly to other emergency services organizations.  

iii) Cordoning off. Unless the whole site is affected, the afflicted area 
should be cordoned off or secured in order to exercise control of 
access and in certain cases, egress so that rescue and other 
response operations can be carried out without hindrance. 

iv) Aid to injured. Pending arrival of the police, the injured should be 
rushed to hospitals and the dead bodies discovered and kept under 
watch until police take charge of them. 

v) Evacuation.  Assistances must be rendered in evacuating people 
as per the evacuation plan from the affected area if such evacuation 
is considered necessary by the competent authority. 

vi) Armed Action. Head of the Unit/ facility should identify vital or 
critical or inner areas as appropriate for the unit/facility.  It is the 
responsibility of the security personnel to protect such areas of the 
unit/facility.  The unarmed security personnel are assisted by armed 
police or CISF for such purpose.  If a threat analysis indicates that 
any of these vital constituents of the unit/facility are likely to be 
attacked, they must take appropriate action including use of fire 
power, to deter the attack failing which impede access and at the 
same time call for reinforcements from external response forces to 
assist them.  This reinforcement must come from readily available 
and rapidly deployable response force that is adequate in strength 
and weaponry.  Usually such an emergency response force should 
be drawn from the armed personnel detailed for onsite security 
duties.  A standing arrangement should also be made with the local 
police and the external response forces to dispatch additional back-
up force. 

 
 The contingency plan should lay down clear and detailed working 
instruction in this regard. 

vii) Communication. In an emergency situation the ability to control is 
a function of the ability to communicate.  The effectiveness of 
emergency control operations primarily depends on the efficacy of 
the communications systems, both internal and external that the 
security unit has at its disposal.  In planning for communications, it 
must be considered that normal communications may break down 
in an emergency situation.  Alternative means of communication 
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including an alternate control room and a well-organised messenger 
services must, therefore be provided.  Emergency repair and 
restoration facility should also be established so that breakdowns 
could be quickly attended to. 

viii)Information.  The family members of the affected need to be 
promptly informed and their queries answered.  The security 
personnel should, therefore, promptly pass on all relevant 
information in their possession to the unit/facility control room so 
that the Public Relations Officer (PRO) could be properly briefed.  
There will be enormous pressure from electronic and print media to 
get information about the emergency and action taken by the 
management as well as response forces.  A well experienced 
official for dealing with the media should be nominated to brief the 
media and he should have all the relevant information and authority 
to share it with the media. 

ix) Co-ordination. The head of the security unit/facility and his senior 
assistants should remain in close touch with the officers of the 
unit/facility charged with the responsibility of managing the crisis to 
keep themselves posted with the latest developments and to brief 
them on action taken by the security forces.  At the same time they 
must maintain continuous communication with all external support 
organisations like the police, fire brigade and all external response 
forces so as to bring about proper co-ordination.  The mechanics of 
achieving this inter-action and communication should be worked out 
in detail. 

 In fact it is advisable to take these agencies into confidence while 
developing the plan more particularly, while delineating their roles, so that they 
are clear about the help expected of them.  They can also make suitable input 
which will only enhance the workableness of the plan for, they know best their 
functions and responsibilities as well as resources and capabilities.  More 
importantly, they will thus have a sense of involvement. 

x) Reporting. It is the primary responsibility of the head of the unit 
/facility or the people managing the emergency or the officer in 
charge of the unit/ facility control room if one is established, to 
intimate the DAE-Emergency control room of the occurrence or 
likely occurrence of an emergency as early a possible, the head of 
security unit should on his own inform the IG(Security), DAE who is 
ex-officio member of the Crisis Management Group of the DAE and 
give him all available details about the nature and extent of the 
crisis and the action being taken by the physical security unit on its 
part so that the latter could adequately brief other members of the 
Crisis Management Group when they meet to deliberate over the 
situation 
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xi) Deployment. Obviously, the security manpower will fall short of the 
requirement while performing its assigned and expected duties 
though the police and other emergency organizations and agencies 
may take over some functions wholly or partly.  To meet this 
exigency, the Head of security unit should, in normal times raise an 
auxiliary unit comprising able bodied and willing employees from 
non-operational staff of the unit/facility and properly brief and train 
them so that their services could be requisitioned to help the 
security personnel in an emergency situation.  These persons 
should not be member of the Civil Defence Unit for; they would 
have their own role to play in an emergency. 

xii) Welfare: It is the duty of the head of security unit to ensure that all 
security personnel and other individuals who are officially called 
upon to assist the security personnel in dealing with an emergency 
are given periodic relief to rest adequate and if possible, timely food 
as well as medical care whenever needed. 

xiii)Termination of Emergency: The emergency situation is likely to 
change in gravity and geographical extent as the measures taken to 
deal with the emergency become effective.  Eventually the situation 
may become defused and fully under control so that normal 
operations and duties could be resumed.  The emergency situation 
should then be declared as terminated.  Such declaration will come 
only from the head of the unit/facility.  The head of security unit 
should then order his unit to revert to its normal mode of 
functioning. 

xiv) Review.  On termination of an emergency, while the security 
unit will resume its normal working, the head of unit/facility should 
make a review of the whole operation from the security angel, 
clearly delineating the strength and weaknesses of the operation 
and suggesting improvements.  The review should be sent to IG 
(Security), DAE for his perusal. 

 
2.8.9 Plan Testing 
 Upon formulation of the emergency management plan, provisions must be 
made for its testing and implementation so that deficiencies and unrealistic 
features could be discovered and corrected and to keep personnel practiced on 
the provisions of the plan. 

(a)  Purpose of testing the plan 
 The plan should be tested with the following objectives in mind: 

i) To familiarise personnel with the contents of the plan 
ii) To acquaint personnel with their emergency duties and responsibilities. 
iii) To evaluate the plan and determine its workability. 
iv) To identify deficiencies and make necessary corrections or 

adjustments. 
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(b) Preliminary training before testing the plan 
 A training programme should be established by the head of security unit in 
conjunction with other departments of the unit/facility or on his own, for the 
security personnel serving in his unit.  All external response forces which may be 
called upon to respond to emergencies affecting the unit/facility may be invited to 
participate so that they would not only obtain a better understanding of the 
working of the unit/facility and the underlying causes that may generate crisis 
situations but may also make inputs by highlighting what assistance they can 
render and what they cannot. 
 The Head of security of the unit should have the updated contact numbers 
of all the external response forces which may be called upon to respond to 
emergencies and he should have a plan to accommodate them when they arrive.  
The head of security unit in conjunction with the responsible officer of the 
unit/facility should periodically assess the quality, quantity and working condition 
of all the equipments that will be used to respond emergencies and make up for 
the shortfall, if any. 
The training programme should, inter alia, cover: 

i) Kinds of emergencies that may afflict the unit/facility. 
ii) General radiation protection principle and radiation protection 

procedures. 
iii) Organisational structure of the response operation and responsibilities 

of various groups and agencies in dealing with an emergency. 
iv) Essentials of an emergency management plan. 

(c) Modes of testing the plan 
i) Testing individuals of the plan. 
ii) Testing one portion of the plan in conjunction with other parts. 
iii) Testing the complete emergency plan. 
iv) Testing the whole plan or certain portions of it in conjunction with the 

crisis management plan of the unit/facility. 
(d) Scenarios for testing 

 In order that the plan is tested in situations that approximate probable 
reality, the relevant portions of the plan should be tested in crisis situations that 
simulate: 

i) Natural disaster. 
ii) Sabotage. 
iii) Nuclear accident/ Leakage of hazardous material. 
iv) Attack by hostile force from outside. 
v) Employee unrest. 
vi) Civic agitation around the unit/facility. 
vii) Attack by using CBRN. 

 In order to achieve real knowledge of the situation, selection for simulation 
should be limited to only those directly involved in preparing the test. 
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(e) Carrying out the test  
 Having worked out the scenario the following steps should be taken to 
carry out the test: 

i) Senior as well as supervisory officers should be briefed and it should 
be ascertained that they understand the features of the plan as they 
affect them and their areas of responsibility.  If need be, each should 
be given a copy of the plan. 

ii) Those entrusted with the responsibility of supervising the actions of the 
personnel under them should be asked to brief in turn these personnel.  
This briefing should be limited to an understanding of the plan in 
general and each individual’s responsibilities in implementing the 
emergency plan in particular. 

iii) The persons briefed should be allowed to ask questions to get their 
doubts cleared but not just to get their curiosity satisfied. 

iv) Preferably, an outside officer who is knowledgeable should be 
requested to act as an observer during the exercise so that a complete 
and unbiased opinion about the performance is available after the 
exercise.  He should lay special emphasis on observing acting of 
personnel and their state of training, and note deficiencies and un-
workableness of operational procedures prescribed. 

v) A critique of the test exercise should be prepared after taking into 
account the objective report of the observer, observations and opinions 
of the senior officers and the practical difficulties expressed by the 
supervisors.  The plan should then be reviewed and appropriate 
change made. During subsequent tests the practicability of these 
changes should be examined. 

vi) These tests should be carried out not only to test the operational 
efficacy of the plan but also to keep the personnel in practice.  Special 
Task force (STF) should conduct the mock exercise rehearsing their 
role to test the operational efficacy of the plan once a fortnight.  STF 
and all other personnel of CISF posted in the unit/ facility should 
conduct the mock exercise rehearsing their role to test the operational 
efficacy of the plan once in three months and with all the on-site staff 
once in six months.  Once a year, an exercise should be conducted in 
which all outside response forces should also participate to rehearse 
their roles along with CISF and the onsite staff. 

 
(f) Review and updating the emergency plan 

 
Review 
 The emergency plan must be reviewed by the head of the unit/facility 
periodically considering the deficiencies noticed while conduct of exercise as well 
as threats, intelligence inputs and new infrastructure to include building, facility or 
change in physical protection system that have come up in unit/facility. 
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Updating 
 It should be the endeavor of the Head of the Unit/facility to continuously 
update the plan.  In order to accomplish this he must assign the job to a 
responsible officer in his office and himself pay personal attention to the task.  
Lists of names and telephone numbers should be updated as soon as changes 
occur. 
 Apart from the assessment of the plan that will inevitably take place at the 
time of each exercise, a comprehensive review of and updating of the emergency 
plan must be carried out at least once a year or depending on enhanced level of 
threat whichever is earlier and a compliance report be sent to the CMG, DAE. 
 

(g) Confidentiality of the emergency plan 
 Copies of the emergency plan should be distributed to only those 
authorities who have a role to play in an emergency and therefore, have the need 
to know about the provisions of the plan.  Inevitably any changes that may be 
made in the plan should also be sent to them.  The distribution list which must be 
got cleared from the IG (Security), DAE should be appended to the master copy 
of the plan documents.  It should be made clear to the recipients that the 
emergency plan is a ‘personal custody document’.  The plan must also include 
that the recipient of the plan hands it over to the next incumbent. 

 
2.8.10  Emergency during transport of Special Nuclear Material (SNM) 

 
Nuclear material is most vulnerable to an attempted act of unauthorised 

removal or sabotage or accident (it may be a usual road accident or a deliberate 
accident caused by a vehicle laden with explosives to cause damage to nuclear 
consignment) leading to actual or potential radiological consequences, during its 
off-site transport which could be by road, rail or air.  The latter two mentioned 
modes of transport are invariably preceded and followed by movement by road, 
therefore, it is necessary to deal in detail with transport on nuclear material by 
road. 

(a)  Protection in Depth 
Because of its high vulnerability during road transport it is 

imperative to provide protection in depth, and to treat the transport 
operation as a potential emergency.  This is particularly so in respect of 
spent fuel which is highly radioactive.  For this reason the DAE 
headquarters requires the transporting facility to send to it Nuclear Material 
Transport Alerts at the DAE Emergency Control Room (ECR) by the 
fastest available means when it transports spent fuel.  These alerts 
comprise a sequence of several messages spread over several days 
starting from the advance intimation of the planned movement of spent 
fuel, its actual shipment at a location, its movement and finally, its safe 
receipt at the specified destination.  If an accident or abnormal incident 
occurs in the course of transportation of any other kind of nuclear material, 
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the transporting facility will in the like manner send intimation to the DAE-
ECR. 

It is the responsibility of DAE-ECR to in turn pass this information 
promptly on to the members of the Crisis Management Group, DAE. 

It is, therefore, obvious that an emergency plan must be prepared to 
handle effectively any possible threat during transportation. 

 
(b) Emergency plan for Nuclear Material in Transit 

The following considerations must be borne in mind while preparing 
a contingency plan for transporting nuclear material by road from one 
station to another so that the objective of providing fail-safe physical 
protection to nuclear material in transit is met. 
i) Route Selection 

• Once it is decided by the competent authority to transfer Nuclear 
Material of whatever category from one facility to another, a detailed 
security survey should be conducted of all the possible routes 
connecting the two places.  This will enable determining the most 
suitable route for the transport, unless no route is considered safe 
enough in which case an alternative mode of transport will have to 
be decided upon. 

• Apart from being easy to drive on and not lonely, the chosen road 
should help minimise the transit time when the nuclear consignment 
must remain on road.  If nuclear consignments are required to be 
periodically transported between the same two stations the route 
must be changed equally, frequently lest it established a pattern.  
Unpredictability is the essence of security. 

• While choosing a road, areas of natural disaster or civil disturbance 
including communal strife which can flare up without any notice and 
area affected by terrorism, rural or urban insurgency or high 
criminality should be avoided. 

• For every route selected, a number of alternative courses en-route 
should be decided upon in advance so that the convoy could be 
diverted by the nearest one available the moment trouble erupts or 
is sensed on the way. 

• Every route selected for transfer of nuclear material will be vetted 
by IG (Security), DAE from security angle before a convoy is sent 
on it. 

• For every new route, a dummy transport having similar convoy 
arrangements like an actual convoy should be sent to find out the 
problems likely to be encountered before sending and actual 
nuclear material convoy using it. 
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ii) Advance intimation 
The receiving unit/ facility should be intimated well in advance as to 

the mode of transport, the date and time of dispatch of the 
consignment and the expected date and time of its arrival at the 
destination and its concurrence obtained prior to the transfer operation 
is given the final go ahead. 

iii) Change of conveyance 
Occasions to transfer nuclear material from one conveyance to 

another, or its temporary storage should be eliminated as far as 
possible. 

iv) Itinerary 
The itinerary as well as schedule of transfer should be kept strictly 

confidential and confined to only those directly concerned with the 
transport operation.  The state  governments through whose 
jurisdictions the convoy must pass and the concerned Director(s) 
General of Police of these states should, however, be informed in 
advance with a request to keep the district and reserve police forces 
en-route in a state of alert to render all assistance expeditiously in case 
of an emergency, to permit overnight halts at the police headquarters 
or other establishments if need be, and to extend wireless 
communication facility wherever, the DAE does not have its own 
arrangements. 

v) Special conveyance 
•  The nuclear consignment should be transported in a closed can or 

carrier especially made for the purpose.  It should have the facility 
to securely fasten the consignment to the floor and sides of the 
vehicle so that it does not get displaced or collide against the sides 
of the vehicle when the drive is bumpy or the vehicle has to 
suddenly swerve.  This will also ensure that the consignment 
cannot be easily removed from the vehicle.  The vehicle should 
have arrangement for seating two armed guards near the door of 
the enclosure or compartment containing the consignment to cut off 
unauthorised access to it.  The enclosure should have reliable built-
in locking system as well as a padlock for greater safety. 

• The vehicle should be subjected to a thorough anti-sabotage check 
for possible hidden explosive devices, prior to the consignment is 
loaded.  It should thereafter be kept under constant surveillance. 

• The driver of the vehicle should have impeccable record as regards 
integrity and driving skills.  He should never leave the vehicle alone 
once it is loaded. 

• The load vehicle i.e. the specially designed vehicle carrying the 
nuclear material should be accompanied throughout the journey by 
two other vehicles, one in the front forming the spearhead and the 
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other making up the rear of the convoy.  These vehicles which will 
carry the escort crew should also be subjected to anti-sabotage 
check.  All three vehicles should carry wireless communication sets 
for intercommunication. 

vi) Escort personnel 
• The escort crew should preferably comprise, a Security Officer who 

shall be the team leader, an ASO as his assistant, a mechanic to 
promptly attend to a possible vehicle breakdown, a stores 
personnel carrying travel/Octroi documents and a section of state 
police or CISF armed with automatic weapons, in addition to the 
three drivers of the three convoy vehicles.  Security vetting of all 
these persons should be done prior they are allowed to accompany 
the convoy.  It is undesirable to give them a long notice of the 
assignment on which they are to be dispatched. 

• A technical person with adequate knowledge of handling an 
emergency situation arising out of damage or destruction of the 
nuclear material consignment should accompany the consignment. 

• The security officer, who should be especially selected for this 
sensitive assignment, must familiarise himself in advance with the 
route to be taken a well as the escape routes so as to obviate the 
possibility of misrouting.  He should be given all the required 
documentation to carry with him and be made personally 
responsible for the whole convoy until such time it returns to the 
point of origin after delivering the nuclear consignment at its 
destination. 

• He should be asked to personally check the locks and seals of the 
consignment, the vehicle enclosure etc. and satisfy himself about 
their integrity at the time of taking charge which would be prior to 
the movement of the convoy. 

• The team leader should be briefed in detail and asked to in turn 
brief his team members suitably.  To leave no room for doubt he 
should be given instructions in writing about his tasks, duties and 
responsibilities.  These should include: 

• The route to be taken with alternatives to be followed in case of 
danger and the types of hazards to be anticipated. 

• Vigilance to be exercised by the whole team while travelling 
especially when traversing vulnerable features and points like 
bridges, culverts, thick bushes and trees in clusters etc., and places 
where road repair work or digging is in progress or where the traffic 
has considerably slowed down or stopped due to blockade or 
accident. 
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• Low profile to be maintained throughout the journey so as not to 
attract attention and not to talk to any unauthorised person about 
the mission or future route or destination of the convoy. 

• To use inter-vehicle wireless communication facility provided to the 
three convoy vehicles only when absolutely necessary and that too 
for a very short time at a stretch.  All extraneous talk should be 
prohibited. 

• Places where short halts can be made en-route, the security 
precautions to be taken while the convoy is stationary so as to deter 
any attempts by deceit, stealth or force to gain unauthorised access 
or introduce unauthorised materials including vehicles which could 
be for sabotage, into the vicinity of the convoy. 

• Response mechanism if an attempt to gain unauthorised entry or 
introduce unauthorised materials into the vicinity or to 
unauthorisedly remove nuclear material from transport vehicle is 
detected, to prevent or delay such attempt.  This would include 
appropriate and timely steps to change, engage and impede 
adversary forces with the help of the armed section of police or 
CISF accompanying the convoy, until the arrival of additional 
reinforcements of local police who would be notified of the 
emergency by wireless or radio-telephone. 

• This response mechanism should be periodically tested for its 
effectiveness and a record should be maintained listing the good 
practices as well as deficiencies noticed during the tests for taking 
corrective action.  An element of surprise should be maintained in 
testing the response mechanism. 

• To ensure that the load vehicle is never displaced from its middle 
position in the convoy, and whenever the convoy halts for a short 
while the load vehicle guards are doubled so as to cover all four 
sides.  As a measure of precaution, to personally check that the 
locks and seals are intact whenever the convoy halts and again just 
before it resumes its journey. 

• Whenever the convoy has to make a night halt as scheduled or as a 
matter of exigency, it must be done at the district police 
headquarters where the police should be requested to augment the 
guard for the night.  If the halt is unplanned and a district 
headquarters or in its absence a large police station should be 
selected.  The underlying idea is that the surroundings should be 
reasonably safe and additional forces as well as communication 
facility would be readily available should need arise.  Before making 
an unscheduled halt the team leader must obtain clearance from 
the dispatching station giving reasons for the decision. 
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• Before resuming onward journey after an overnight stop, anti-
sabotage check of all vehicles and inspection of the locks and seals 
must be carried out.  The dispatching station should be informed of 
the time of re-commencement of the journey. 

• A two-way communication should be maintained with the 
dispatching station throughout the journey giving it progress report 
from time to time or as asked for.  The dispatching station shall, for 
its part inform the DAE-ECR which may in turn inform the CMG 
members if required, and the receiving station. 

• On arrival at the destination, to hand over without delay the 
consignment to the official of the receiving station who has been 
nominated to take delivery after such inspection as he may consider 
expedient. 

• To inform the dispatching station of the accomplishment of the 
mission and seek permission for the return journey. 

• To submit a detailed compliance report on arrival at the station.  
The report should describe difficulties experienced as well as 
assistance rendered by other agencies and make suggestions 
about improvements in the  transport operation. 

  
(c) Cessation of Operation 

On receipt of the message of safe delivery from the team leader and 
acknowledgement from the receiving station, the DAE-ECR should be 
intimated accordingly by the dispatching station and the operation closed. 

 
2.8.11  Dealing with a Bomb threat 

 
Bomb Incident Plan 

 Based on the guidelines for dealing with a Bomb Threat each unit/ facility 
should prepare SOP and work out a detailed bomb Incident Plan copies of which 
should be made available with the Head of the Unit/facility, head of Security unit, 
other senior officers and at the Command Centre.  A copy should also be sent to 
the office of IG(S), DAE.  Periodic mock drills should be held so as to ensure that 
all officers and staff are familiar with their duties and responsibilities in the event 
of a bomb emergency. 
 
2.8.12 Crisis while dealing with threat from water front 

 
Many DAE units/facilities are situated along water front and which needs 

to be guarded.  All the DAE units/facilities should have a proper RRM wall with 
anti-scaling devices placed on it along the water front.  The entire perimeter along 
the waterfront should also have a patrolling track, watch towers at appropriate 
places with suitable communications and surveillance equipments and proper 
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security lighting arrangements to detect any intrusion.  The civil administration 
should be persuaded to declare the waterfront of the DAE unit/facility as ‘No 
Fishing Zone’ to minimise the use of that area by unauthorised persons. 
 A mechanism of patrolling this ‘No Fishing Zone’ using all-weather boats 
must be established which will help in maintaining surveillance and detecting any 
possible intrusion from the water front of the unit/ facility alerting the forces on the 
ground to take appropriate remedial measures to neutralize the threat. 

 
2.8.13 Crisis while dealing with Air borne Attack 

 
It is possible that the destructive forces try to attack the DAE unit/facility 

using manned or unmanned aircrafts.  The head of the unit/facility should 
coordinate with the concerned authorities of Ministry of Civil Aviation to get the 
immediate airspace above the DAE unit/facility declared as ‘No Fly Zone’.  Once 
a ‘No Fly Zone’ is declared above the unit/facility, then the air force authorities 
should be informed and a close liaison with them should be maintained to enforce 
it. 

 
2.8.14 Physical Protection from Land based Attack 

 
Physical protection systems available in the DAE units/facilities are 

designed to prevent the land based attacks.  However, it is recommended that 
the security head of the unit/facility should visualise all possible land based attack 
scenarios and formulate action plan for each scenario.  The plan should involve 
not only Special Task force of CISF which acts as a response force but entire 
CISF contingent deployed at the unit/facility.  The action plan should have clearly 
demarcated roles and responsibilities of everyone involved to counter the attack 
scenario.  These action plans should be regularly practiced so that everyone is 
familiar of his role in a crisis situation. 
 Many scenarios envisaged will require intervention from external response 
forces along with the CISF.  It is recommended that an exercise involving all the 
available external response forces and civil administration should be carried out 
at least once a year to establish proper coordination and role familiarization so 
that in the event of an emergency everyone performs effectively as envisaged in 
the action plan. 
 All such exercises should be properly documented listing the positives as 
well as areas that require improvements noticed during the exercises for future 
reference. 

 
2.8.15  Different phases in dealing with Crisis situation 
 The crisis scenarios developed mainly due to its unforeseen 
circumstances and had to be dealt promptly whatever infrastructure available on-
site.  Hence, slowly and gradually the support of outside agencies is 
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incorporated.  The mitigation process of crisis can be divided into four phases 
given below. 

i) Reflex phase 
ii) Relaxation phase 
iii) Response phase 
iv) Recovery phase 
i) Reflex Phase. This is immediate action phase by the security forces on 
site in co-ordination with the facility management and it requires proper 
training and understanding the consequences of the action with proper 
coordination and also with extent of problem. 
ii) Relaxation phase. This is a phase of mitigating action, combined with all 
onsite resources which can be called at short notice without losing the golden 
time with coherent emergency and contingency plan. 
iii)  Response phase. This is a phase where resources of outside response 
agencies are also available and during this phase it is very crucial to 
communicate with offsite agencies and coordinate with various outside /inside 
stake holder and allowing actions to be taken under the guidance of safety 
experts and under supervision of offsite response force. 
iv) Recovery Phase.  This is also one of the major phase, where an 
immediate crisis has been averted or neutralised but bringing facility back to 
complete safe and secure position and many time this phase takes many 
more hours in sanitizing the area and plant machinery. 
The planning crisis mitigation based on the above phases requires timely 
decision making ability, communication and coordination with various stake 
holders, management of interface between on-site and off-site forces, synergy 
and complementary between safety and security.  A complete mitigation of 
crisis can only be declared after the recovery phase. 

 
2.9 SECURITY OF DAE RESIDENTIAL TOWNSHIP 

 
2.9.1 Need 
 It is one of the responsibilities of the security units to give security cover to 
residential colonies constructed by the DAE for its employees.  While some 
colonies are adjacent to the sites, others are far away and need a special 
protection plan.  The reason behind offering special protection which is normally 
not available to the government residential colonies is twofold. 
 The DAE employees are engaged in very sensitive work requiring long 
hours of stay in work places and full mental commitment which cannot come 
unless the employees are rid of anxiety about the safety and security of their 
families and dwelling places while they are at work.  Secondly, because of the 
nature of their work of national importance the employees themselves can 
unwittingly get ensnared in the wily approaches of espionage agents if the latter 
are allowed free access to the residences of the employees. The employees can 
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also become kidnap victims of terrorists or criminal gangs. The circumstance that 
the households are under observation acts as an effective deterrent. 
 Inculcating security culture amongst residents of DAE residential colonies 
will go a long way in addressing the above issue.  There is also a need to 
sensitize residents and DAE employees on interaction with foreign nationals 
either in the country or aboard.  A well-established visitor management system 
should be introduced for all visitors (relatives, maid servants, shopkeepers, 
suppliers, official visitors, contractors & contract labourers, etc). 

 
2.9.2 Conducting Security Survey of Residential Colonies. 
  

As in the case of facility sites so also in the case of residential complexes, 
based on input regarding threat perception, a security survey should be 
conducted by a team comprising of head of Unit/ facility, head of Security unit, 
representative from DAE and a technical expert precede any deployment of 
security personnel.  This survey should also include requirement of electronic 
surveillance systems and also other special requirement of PPS.  Security Survey 
should also include the critical analysis of following: 

(a) Indication that perimeter security is inadequate. 
(b) Evidence that any part of the colony is being used for unlawful or 

unauthorised practices or has been encroached upon. 
(c) Indication that fences or lights require to be reinforced. 
(d) Disclosure that control and check of non-resident persons entering or 

leaving the colony are inadequate. 
(e) Threat perception to the colony as well as residents. 
(f) Unusual security events of past years. 
(g) Political, social and religious activation in the township.  

  
a)  Perimeter 

A colony would normally have a fairly secure perimeter barrier in the 
form of a wall with ‘Y’ shape hang over of barbed wire/concertina coil with 
cumulative height of 12 feet with anti-scaling device.  The perimeter wall 
should have 5 meter clear zone on either side.  It should also be 
ascertained if the perimeter requires any mending or reinforcement at 
certain places.  There should be a patrolling track with effective 
illumination facilities inside the perimeter with minimum number of 
entry/exit gates.  If any storm water drain is passing through the perimeter 
wall, it should be provided with proper iron grill. 

Whether all gates are required to be opened or easy flow of traffic 
and closure of some gate all the time or during certain hours will cause 
traffic blockages or inconvenience to residents of the colony should be 
considered vis-à-vis the security requirement.  It is advised that with the 
concurrence of head of the unit/facility the gates should be closed between 
2230 hrs to 0600 hrs.  These timings may vary according to local situation 
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and season of the year.  The gates should of course be opened to 
residents and their bonafide guests who come after the gates are closed 
or wish to depart prior to they are opened in the morning, by the security 
personnel after noting down their particulars. 

b) Streets 
Street should be well illuminated leaving no dark spots or long 

shadows which can help trespassers and criminals hide themselves.  
Locations of vendors, and haunts of street urchin and young boys along or 
near about streets, where crime can germinate, should be particularly 
noted for special attention.  Traffic signage boards along with restricted 
parking signage must be placed along the street at appropriate places.  
Township administration can also provide some facilitation signage at 
appropriate places of the Township. 

c) Residential Buildings 
Trees and shrubberies which obscure doors or windows should be 

marked for pruning.  The access to buildings should be well lighted so that 
a visitor can be seen from a distance.  Openings to houses such as 
windows, ventilators should be protected with iron grills or bars.  Those 
which are unprotected should be taken note of.  Common passages in 
apartment houses should be well illuminated and entrance doors to 
common terraces should be always locked and keys kept in the custody of 
security.  Disregard for these precautions should be noted.  Large open 
area should be landscaped to avoid growing of wild vegetation which can 
be used by miscreants.  Stilt area of high rise building should not be sublet 
for commercial purpose. 

d) Other Places 
Apart from the residential flats, bungalows, apartments other utility 

services may be existing in the township such as shopping complex, 
schools, dispensaries, guest house, crèche, religious places, community 
centre, play grounds, banks, ATMs, post office, swimming pool, bus stops, 
etc.  These utilities/ institutions to be kept under surveillance by security 
during silent hours and the contact details of persons responsible for these 
utilities/ institutions be readily available with security in case of any 
emergency.  The areas should preferably be kept under CCTV 
surveillance system.  Special obtrusive and unobtrusive security in case of 
any emergency.  These obtrusive and unobtrusive security arrangements 
be made for places of large congregation, depending on requirement. 

e) Guest Houses 
Generally Guest Houses are situated in the DAE township.  

Therefore, allotting of any guest house accommodation to guests should 
only be done after permission from the designated authority.  The 
responsibility of establishing the identity and bonafide of the guest will rest 
entirely with the designated authority and a record should be maintained.  
There should also be a system of maintaining guest register of actual 
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occupation and vacation of the guest house by guest house in-charge.  
Common areas of such guest houses should be kept under CCTV 
Surveillance. 

f)  Vital Installations 
Electric transformers, water pump houses as well as reservoirs, telephone 

exchange, etc. need to be properly protected.  They should also be well 
illuminated and preferably under CCTV surveillance. 

g) In addition to the above, a security survey of residential colonies 
should examine following: 

i) Division of Large Township into Zones for effective security 
ii) Procedures for internal control including locking devices and key 

control, pass system for vendors, hawkers, other types of salesmen, 
domestic servants, contract workers, casual workers, service providers 
etc. 

iii) The need for or adequacy of existing security gadgets and systems 
with centralized monitoring and control system. 

iv) Adequacy of security personnel, their knowledge of duties and 
awareness of the need to be vigilant in order to prevent loss of property 
and hard to the residents and to maintain peace and tranquility in the 
colony so that residents feel secure. 

 
2.9.3 Security plan for township 
 Having completed the security survey of the residential complex, a security 
plan should be drawn up for execution by the security head of the unit.  The plan 
should include the following items. 

(a) Purpose: Clearly state the purpose for which the plan has been 
formulated so that the security personnel understand what to look for, why 
to look for and how to act.  More particularly, emphasize the preventive 
aspect of their duties and functions. 

(b) Area Security: Describe the area of the township, identify buildings and 
other structures considered critical as a result of security survey and 
establish priorities for their protection 

(c) Control Measures: Define and establish restriction on access and 
movement of outsiders, vehicles and materials in township. 

• Personnel Access: Clearly state the authority competent to 
authorise access to visitors, maintenance personnel, vendors, 
service providers, domestic servants, contract workers and so on. 

• Identification and control:  Describe the system to be used.  If an 
identity card system be used, the procedure should be clearly 
explained so that requirement for identification and control of 
persons conducting any kind of business in the township will be 
known to all security personnel. 
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• Application of the System: Explicitly lay down the security system 
as applicable to the residents, visitors, vendors, traders, contractors 
carrying out major or minor works, maintenance personnel, service 
providers and domestic helps. 

• Material Control:  Specify requirements for admission of material 
including contractor’s material, search and inspection of material for 
possible sabotage hazards, search of outgoing material for pilferage 
and special controls on delivery of supplies to shops and individual 
residents. 

• Vehicle Control: Lay down policy on search of privately owned 
vehicles of residents as well as parking regulations especially for 
visitors and other non resident’s vehicles, and specify which 
categories of vehicles should be registered at the time of entry and 
exits. 

i)  Aids to Security: Indicate the manner in which the following aids to 
security will be implemented in the township: 
(a) Perimeter Barriers (maintenance and inspection). 
(b) Warning signage (contents and location). 
(c) Layout of township at entrance point. 
(d) Gates (hours of operation, security requirements and lock and control 

system of the gate) 
(e) Illumination (use and control, inspection, action to be taken during 

power failure and when even alternative source of power fails, 
emergency lighting systems-both stationary and portable). 

(f) Intrusion detection and monitoring action to be taken in the event of 
alarm conditions, alarm registers and monitor panel location. 

(g) Communications (between fixed posts and control, patrols and control, 
control and off icier in-charge of security). 

(h) Surveillance gadgets. 
 

ii) Security personnel Deployment and Procedures 
Determine fixed post locations as well as the location of the security 

control from where the shift-in-charge will monitor.  Delineate the sectors to be 
patrolled. 

Include general instructions that apply to all security personnel deployed in 
the township.  More specifically, describe the composition of the security unit, 
their hours of duty, essential posts and routes, weapons (if any) and 
equipment, method of challenging and reporting incidents. 
iii) Contingency Plans 

  Indicate required action in response to various emergency 
situations. 
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iv) Co-ordination and Liaison 
Specify the need and manner of coordinating with the local civil and 

police authorities and other Central and state agencies, and seeking their 
assistance in maintaining safety and security in the township. 

 
2.9.4 General security procedures and precautions for townships 
  

A common principle of safety and security i.e., “Right Person at Right 
Place for Right Purpose” required to be adopted. 

(a) Protection measure in a residential colony should be least obstructive 
and irksome to the residents.  They would appear to them to be so if 
the security personnel are unobtrusive in enforcing security and the 
residents are themselves aware of the hazards of not observing 
security rules.  Greater emphasis should be laid on preventive 
measures for controlling crime which would drastically reduce criminal 
instances in the township. 

(b) Surprise checking of flats for unauthorised occupation and sub-letting 
should be carried out by security at the regular interval with the 
knowledge of Estate management. 

(c) The head of the security unit in a township should, therefore, frequently 
organise meetings and briefing sessions of residents along with their 
families.  If the township is large such meetings may be organised 
sector-wise.  In these meetings the residents should be explained the 
security procedures that are in force and the reasons for applying 
them.  In multi facility sites, a security coordination committee from 
representatives of all units/facilities should be formed so that security 
measures are coordinated.  They may also be briefed, inter alia, on the 
following points: 
i) How to protect their house/apartment by ensuring that the first and 

seconds floor windows and other openings like ventilators, vents 
etc. are fitted with iron grills, the entrances are well lighted, the 
exterior doors and windows are properly secured from inside and 
night, the exterior doors have strong and reliable locking devices 
fitted to them and by establishing proper key control. 

ii) How to prevent vehicle thefts by locking all doors and fitting or 
providing an additional lock to the vehicle.  By not parking the 
vehicle in isolated or unlighted areas, engraving registration number 
on the wind screen, installing an alarm system, etc. Also Township 
security can issue vehicle pass with tamper proof sticker to the 
resident’s vehicles on approval of administration.  Security can 
carry out random checking of these vehicles at the entry/exit point 
of the residential colony. 

iii) How to reinforce individual efforts by enlisting collaboration of the 
neighbour who is situationally a partner in watching activities in the 
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neighbourhood, by being suspicious about strangers who appear to 
be out of place. 

iv) The need for being watchful about people delivering newspapers, 
groceries as well as about unknown repairmen, service 
representative etc.  Precautions to be taken about part-time and 
live-in servants, like checking their antecedents, not allowing them 
unrestricted access to all parts of the house etc. and to be 
particularly careful about recently fired servants. 

v) Domestic helps irrespective of its category, must possess a valid 
Police Verification Certificate (PVC). 

vi) How to report a crime when one becomes a victim. 
vii) What precaution to take when the surrounding areas are affected 

by civil disturbances. 
viii) In addition to holding meetings, efforts should be made to 

distribute the pamphlets/brochures containing the above 
suggestions to the residents. 

  
It would be advisable to invite a responsible police officer having 

jurisdiction over the area to brief the residents about the prevalent security 
situation more particularly about the crimes and criminals affecting the 
neighboring localities. 
 If there is easy and frequent interaction between the residents and security 
personnel, and close liaison with the local police, the residents anxiety about their 
security will be considerably reduced. 
 
2.9.5 Construction/Maintenance Labourers 
 Labourers at construction sites inside Township to be regulated with 
biometric registration system and PVC for contract staff employed for 
maintenance. 
 
2.9.6 Visit of Media in DAE Residential colonies 
 
Background 
 The changing security situation in our country has a direct bearing on the 
vital installations of national importance.  The increase in the activities of the 
Terrorist outfits has posed fresh challenges for the security of nuclear 
installations, which are potential soft targets.  The impact of greater transparency 
and public awareness on issues related to nuclear power has introduced a new 
dimension so far as security of information is concerned.  Hence, the nature and 
role has undergone major changes and in the present context encompasses risk 
management in all forms.  The participation of multinationals and private 
companies in Research & Defence production places greater responsibilities on 
DAE installations to ensure that National interests are not compromised, while 
ensuring greater education and information sharing with the scientific community 
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and public/media at large.  Hence, there is a need to upgrade and enhance 
“Security” to a more modern and complementary partner in the “Risk 
Management and Continuity of Operations” and also improving transparency in 
sharing information with the public/media. 
 
 Electronic and print media are also invited to cover various programmes 
organized by DAE Units across the country including residential colonies.   
 
2.9.7 Visit of Foreign Nationals 
 Foreign nationals are invited or visit as guests of DAE employees in the 
DAE Township.  The employees allotted with Departmental accommodation must 
follow the guideline issued by DAE. The allottee should also arrange providing 
copies of Passport, Visa of the visiting foreign national along with duly completed 
prescribed format to township security on arrival of the foreigner for onward 
submission to Local police. 
 
2.9.8 Undesirable activities by Juvenile. 
 Due to changing socio-economic and culture scenario, there is a possibility 
of committing undesirable activities by juveniles in the township area.  If such 
cases detected, their parents and welfare association to be involved and 
necessary counseling be provided. 

 
2.9.9 Armed protection 
 After analysing the threat perception, professionally trained armed force 
for manning gates and QRT should be deployed in consultation with IG(S), DAE. 
 
2.9.10 Engagement of private security agency in DAE residential colonies 

and Units. 
 Taking into account the security requirements of residential colonies, 
Guest houses and Hospitals that are located in the DAE residential colonies, 
aided institutes and also isolated projects under construction.  The Units may 
engage Private Security Agencies registered and holding licenses under Private 
Security Agency (regulation) Act-2005 (PSAR Act-2005) and existence of 
equivalent act in the State. 
 
Guidelines for engagement of private security agency 

(a) Private Security Agencies registered under PSAR Act-2005 or 
equivalent act in the State may be engaged for the security duties in 
residential colonies, Guest house and Hospitals located in residential 
colonies, aided institutions and certain isolated projects which are 
under construction after due approval of the Department.  

(b) Preference should be given to agencies set up by and comprising of 
Ex-servicemen. 
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(c) Prior to engaging the Private Security Agency the particulars of the 
owners of Agency shall be forwarded in the prescribed Performa (as in 
case of Major contractors/firms) to Inspector General(S), DAE for 
carrying out Security Vetting and such agency shall be allowed to 
undertake the work on receipt of clearance. 

(d) The agency shall have minimum five years of experience of security 
services and have a live registration continuously for last five years. 

(e) The agency shall have strength of five times the required strength so 
as to ensure continuous supply of requisite number security guards in 
case of absenteeism, leave, etc, 

(f) Each security personnel deployed by the agency shall possess valid 
Police Verification Certificate (PVC) issued by the State Police 
Authorities concerned. 

(g) Security Guards shall be below the age of 45 years, mentally and 
physically sound. 

(h) The security personnel must be adequately briefed/trained about their 
duties and responsibility. 

(i) The performance of the private Security Agency personnel shall be 
closely monitored/ supervised by the supervisor from the private 
security agency as well as concerned authorities of the Unit. 

(j) The overall control and supervision of Private Security Agency 
personnel shall be of administrative official of the concerned Units 

 
2.9.11 Census/screening of population inhabiting area around DAE 

units/residential colonies. 
  

The matter of security risk/ hazard posed by the slow but perceptible 
growth/increase in private residential colonies /townships and slum areas and in 
the population inhabiting areas contiguous to surrounding perimeter of DAE 
units/residential colonies located in several states exists. 
 In view of the sensitivity of DAE installations, it is essential to have periodic 
verification/ screening of the inhabitants residing in such contiguous areas in 
order to ensure that no anti-national elements reside there with ulterior motives, 
particularly in view of the security scenario and intelligence inputs calling for 
tightening security systems around the installations. 
 Surveillance over the population inhabiting areas contiguous to perimeter 
of DAE residential colonies may be mounted and census/screening of such 
population by the state police along with the local DAE security be carried out 
periodically and documented. 
 Local police be advised to sensitise the residents, to keep them informed 
of any suspicious person living amidst them and also intimate the police about 
new tenants before allowing them to hire accommodations. 
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4.1 INTELLIGENCE & SURVEILLANCE 
 
4.1.1 Intelligence  

 
Need: Effective functioning of any organization largely depend on the safe & 
secure atmosphere. Ensuring such atmosphere is the main responsibility of the 
security organization. Such functions are broadly divided into physical, personal, 
material and document / information security. In all these security aspects, 
collection of intelligence plays a pivotal role. In view of the potential threat and 
vulnerability, emphasis is always made on effective intelligence. Intelligence 
primarily consists of collection of information from open sources or discreet 
sources, its analysis and draw a logical conclusion on the matters having bearing 
on the security of the unit. Security organization always plays a role of ears & 
eyes of the management so as to enable it to chalk out the policies and take 
appropriate decision in terms of any given situation. The correct and timely 
intelligence helps the management to know: 

i) Information relating to events which have happened 
ii) Information relating to events which are happening and  
iii) Information relating to events that are likely to happen 

 
Definition: Intelligence is the product resulting from collection, evaluation, 
assessment, collation, analysis, integration, interpretation and dissemination of all 
available information which concerns one or more aspect of operational 
functioning of an organisation and which is immediately or potentially significant 
to planning of a suitable action called for in a situation. 
  

Or in other words- ‘Intelligence is an authentic information which is 
collected from different sources about the activities of various Trade Unions, 
suspected characters and Criminals in and around the Industrial Undertaking well 
before the actual disturbances so as to facilitate prevention and detection of 
crimes and other disturbances.  

(a) Intelligence is mainly the collection of information. The information must 
be collected with speed. Late information is of no use. Information may 
be classified as to: 

(b) Information relating to events which have happened. 
(c) Relating to events which are happening. 
(d) Predicted future events. 

  
All these types of information are of importance for the Intelligence Officer 

as they are directly connected with the functioning of the security organisation. 
  
“The present is linked with the past and future, both” -  ‘Galsworthy’ 
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Scope and basic principle: Applicable to all DAE units/PSUs/Aided 
Institutes. The basic principle of intelligence is it should be relevant, timely & 
useful so as to enable the concerned authorities to take appropriate action / 
decision to either prevent the event or even if the event takes place to mitigate its 
consequences and restore the normalcy.  
 
4.1.2 Types of Intelligence  

 
(a) Overt: Open intelligence like Media, literature, technical publications, 

official reports of government proceedings etc.  
 

(b) Covert: Closed and hidden which are collected discreetly.  
 
4.1.3 Intelligence Process 
  

The treatment of information whether about the past, present or the future 
is known as intelligence process and is carried out in four stages. 
 

Stage One – Collection: Gathering of raw data from which finished 
intelligence emerges. In this stage huge amount of data can be converted 
to form suitable finished intelligence. This involves obtaining of information 
from all available sources / channels. The collection of information must be 
quietly done in a discreet manner so that it attracts no attention 
 
Stage Two – Evaluation: It is systematic determination of merit, worth 
and significance of collected information 
 
Stage Three -Assessment: is a process of measuring the merit of 
information in terms of its authenticity, reliability, worthiness etc. In each 
information there is always scope for better alternatives, emerging missing 
links etc. In this stage of intelligence, the person assessing the information 
should determine the most likely solution for the particular problem after 
separating fact from deduction and probability  
 
Stage Four – Collation: After collection of information from all available 
sources / channels, the same needs to be arranged into a standard order 
i.e. subject, area, gravity, merit etc. otherwise the huge quantity of 
information may lead to confusion among the persons who is supposed to 
draw a logical conclusion. It is related to arranging the collected 
information in logical categories. 
 
Stage Five –Integration: Information related to any given incident needs 
to be integrated in a proper manner so as to arrive at proper conclusion. 
This is a process or technique of finding functional information.  
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Stage Six –Interpretation: This helps to arrive at exact meaning and 
correlation of various factors in particular case.  
 
Stage Seven – Dissemination: This is final but important stage in the 
process of intelligence. In this stage the intelligence is timely 
communicated to the officials or agency concerned for taking decision and 
appropriate course of action.  

  
Finally, intelligence can be defined as the provisioning of processed 

information upon which decisions and courses of action can be based. 
 

4.1.4 Intelligence Industrial Establishment 
 

In the language of Industrial Security, Intelligence is only prior collection of 
information about the incidents likely to occur in future.  This fore-knowledge will 
enable the security staff and the Management of the Industrial Undertaking to 
plan their action when an incident takes place or to avert the incident.  If the 
intelligence staff of an Industrial Undertakings is able to find out the causes or 
labour unrest, their demands, their modus-operandi to achieve their goal that is 
planning of meetings, demonstrations, strikes and other in the event of failure of 
the talks with the Management.  On the crime front they identify all targets, 
keeping close surveillance on their activities identify the attractive items of theft 
and pilferage.  Besides this, they can also keep watch on the fixed duty posts and 
pilferage points for slackness.  They should also keep close liaison with the 
Police to exchange information regarding criminals. 
 

Remember: In obtaining information avoid creating the impression that 
you are trying to sabotage Trade Union movements. 
 
4.1.5 Selection of Intelligence Staff 
  

The persons selected for intelligence duties must possess the following 
qualities. 

(a) Aptitude for intelligence work. 
(b) Average appearance, medium height and normal actions. 
(c) Keen sense of observation. 
(d) Educated (at least able to read and write). 
(e) Physically fit. 
(f) Thorough knowledge of topography of the Plant area. 
(g) Know the local languages. 
(h) Dress as per the locality. 
(i) Good conversationalist. 
(j) Possess knowledge of human psychology. 
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(k) Acting ability 
(l) Endurance. 

  
Above all he should be sincere, truthful, honest, faithful, dependable and 

secret minded.  A bachelor should be preferred since he can devote full time for 
intelligence duties. 

 
Points to be borne in Mind: To carry out their duties successfully the 

following points should always be born in mind by all intelligence staff personnel 
(a) Politeness. 
(b) Tact and firmness. 
(c) Honesty both material and mental. 
(d) Accuracy in reporting, avoiding conjectures and vagueness. 

 
4.1.6 Duties of Intelligence Staff 

 
(a) Intelligence staff is responsible for acquisition, collection, interpretation 

and dissemination of information. 
(b) Prepare dossiers of all suspected characters and criminals and plan 

suitable action as and when required. 
(c) Maintain cordial relations and timely liaison with the local Police, CBI, 

IB etc. 
(d) Prepare situation reports and intelligence summaries. 
(e) Keep un-obstructive watch on the Union Activities. 
(f) Maintenance of records like information registers and pocket diaries 

which should always be kept up-to-date as a daily routine. 
(g) Deal with important visitors and press correspondents. 
(h) As far as possible regular and reliable sources be created and 

maintained. 
(i) Keeping constant watch on all vital installations and important stores to 

detect any damage, theft, pilferage. 
(j) Making secret enquiries regarding incidents which impede or effect 

production like sabotage, theft, espionage and subversion. 
(k) Maintain all records about crimes and criminals.  Keep all statistics 

relating to crimes in the undertaking up-to-date and prepare graphs, 
charts etc. 

(l) Maintain complete record of all union activities. 
(m)Attend all meetings, demonstrations, strikes conducted by various 

unions. 
(n) Organising intelligence conferences. 

 
Don’ts for Intelligence Staff 

(a) Intelligence Staff should not try to by-pass the channel for reporting the 
incidents unless necessary. 
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(b) No interference should be created by Intelligence Staff in the 
administration of Management or own unit. 

(c) Avoid forecasting. 
(d) As far as possible they must not involve themselves with 

workers/general public in a way which may create unwarranted 
situation. 

(e) Don’t hesitate in rendering all possible help to Police and other 
investigating authorities as and when needed. 

 
4.1.7 Methods of Collection of Information 
  

Information may be collected by various methods suitable to the locality, 
surrounding environment and behaviour of the inhabitants.  Some of the methods 
suggested are given as under: 

(a) By collecting posters, pamphlets, and leaflets and circulars etc.  
(b) By studying daily Newspapers and Periodicals published locally. 
(c) By attending discreetly conferences, meetings, demonstrations and 

strikes etc. 
(d) Through regular/casual and temporary sources. 
(e) By having good relation and contacts with the employees, ordinary 

people, active leaders/workers, contractors, contractor’s workers and 
menial workers. 

 
4.1.8 Employment of Sources 
  

No hard and fast rule can be laid down for employment of sources and 
agents for obtaining valuable information since it varies from place to place.  
However, revenge, hatred, grudge, greed for money and jealousy are a few 
motives impelling a person to supply the required information.  As far as possible 
sources should be recruited from all rank and file of employees that are right from 
the officer cadre down to a menial worker.  Similarly, the leaders of the Trade 
Union and active workers can be won over to know all about the Trade Unions in 
order to counter their activities.  At times a receiver of scrap or stolen materials 
may supply very useful information out of sheer jealousy in business. Moreover, 
criminals can also be purchased for supply of information at times.  It shall 
depend on proper remuneration.  A word of caution, due-care should be taken 
against double dealing and double-crossing by the source.  The sources can be 
divided into the following categories: 

(a) Own intelligence staff. 
(b) Paid informers/agents. 
(c) Casual informer. 
(d) Under cover workers. 
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The source may be cross-examined after collecting the complete 
information to clarify the doubts or missing links in the information.  However, he 
should not be interrupted when he is giving out information otherwise continuity 
may break and spoil the complete picture. 
  
4.1.9 Type of sources:  
 

(a) Cooperative and friendly 
(b) Neutral and nonpartisan 
(c) Hostile and antagonistic 

 
4.1.10 Selection of source 

 
(a) Identification – Relevance, aptitude, credibility, accessibility,  
(b) Interview – To confirm whether cooperative, friendly or hostile 
(c) Briefing – to satisfy intelligence requirement consistent with the rules, 

laws and policies  
 
4.1.11 Categories of Intelligence 

 
(a) Criminal Intelligence:  is any authentic information to combat which 

throw light on crime and criminals. 
(b) Political intelligence:  is any authentic information which throws light 

on Trade Union activities and other political leaders, their participation 
and encouragement to the Unions. 

(c) Special intelligence: is any authentic information to combat sabotage, 
espionage and other subversive activities in the undertaking. 

 
4.1.12 Documents to be Maintained in the Intelligence Section 

 
(a) Intelligence log. 
(b) Intelligence officer's note-book and other staff to maintain pocket 

diaries. 
(c) A file dealing with Trade Union activities and Union Leaders. 
(d) A file dealing with functioning of the whole Plant specially the vital 

installations. 
(e) A file dealing with sources. 
(f) A file dealing with stolen property of the undertaking and scrap dealers. 
(g) Any other documents and charts may be maintained to facilitate 

effective working of the Intelligence Staff in the industrial undertaking. 
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Evaluation of Information 
 

1. Grade A – Completely reliable 
2. Grade B- Usually reliable 
3. Grade C- Fairly reliable 
4. Grade D- Not usually reliable 
5. Grade E- Unreliable 
6. Grade F- Reliability cannot be judged 

 
Accuracy of Information 

 
1. Grade A – Confirmed 
2. Grade B- Probably true 
3. Grade C- Possibly true 
4. Grade D- Doubtful 
5. Grade E- Unreliable 
6. Grade F- Accuracy cannot be judged 

 
4.1.13 Surveillance 
  

Surveillance is the process of keeping the suspected persons, premises or 
vehicles under observation for the purpose of learning as much as possible about 
their activities, operations and contacts. It involves many techniques and abilities.  
Surveillance becomes more difficult when the subject is suspicious of the 
possibility of being watched. In simple words surveillance means obtaining 
information about the activities of persons. 

 
4.1.14 Types of Surveillance 

 
(a) Open surveillance 
(b) Shadowing 

 
Open Surveillance: During the course of Police duties we maintain open 
surveillance in some cases as is done in respect of bad characters.  While 
maintaining surveillance on bad characters, the beat duty Policemen is generally 
instructed to check them at intervals.  The surveillee is aware that his activities 
and movements are being watched.  This is known as open surveillance. 

 
Shadowing: In the case of shadowing the surveillee does not know that he is 
being followed. The art of shadowing a suspect can be utilized for the following 
types of persons. 

(a) Those who are suspected of being guilty of certain offences. 
(b) Those who are suspected of engaging in criminal practices 
(c) Those with whom a wanted criminal may establish contact. 
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4.1.15 Objectives of Surveillance  
 

(a) To watch the conduct of a desired person  
(b) To trace hideouts  
(c) To trace an absconder or wanted person  
(d) To search for stolen property  
(e) To trace associates of the suspect or criminals  
(f) Preventive watch. 
(g) To secure a cause for search warrant. 
(h) To obtain information for the purpose of interrogating a suspect.  

 
4.1.16 Following qualities are necessary for a shadower 

 
(a) Normal appearance and actions. 
(b) Patience and tenacity. 
(c) Alertness and abundance of energy. 
(d) Man of keen observation. 
(e) Resourceful. 
(f) Capacity to disappear.  
(g) Man of few words and not a chatter box. 
(h) Sound judgment. 
(i) Strong common sense and correct anticipation. 

 
4.1.17 Following qualities are necessary for a shadower 

 
(a) Normal appearance and actions. 
(b) Patience and tenacity. 
(c) Alertness and abundance of energy. 
(d) Man of keen observation. 
(e) Resourceful. 
(f) Capacity to disappear.  
(g) Man of few words and not a chatter box. 
(h) Sound judgment. 
(i) Strong common sense and correct anticipation. 
(j) Knowledge of detection. 
(k) Gift for languages. 
(l) A good actor. 
(m)Courageous. 
(n) Knowledge of human behavior. 
(o) Power of endurance. 
(p) Sound health. 
(q) Will power and determination.  
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4.1.18 Don’ts for surveillance 
 

(a) Do not meet eye of the subject (suspect). 
(b) Do not adopt slinking and creeping mannerism. 
(c) Do not wear story book – disguises – they are only good for the theatre 

and not good for the street. 
(d) Do not carry books, brief cases, papers and other noticeable objects. 
(e) Do not greet fellow officers or permit them to greet to you. 
(f) Do not make notations and entries ostensibly but shadower should 

maintain a complete record of his activities.   
(g) No surveillance at the cost of disclosure 

 
4.1.19 Risk involved in shadowing. 

 
(a) Being recognized: The shadower may be identified by the suspect.  

 
(b) Being lost:   A shadower is lost when subject gives him a slip.  

Whenever a shadower is encountered with either of the above risks he 
invariably should choose to be lost rather than run the risk of 
recognition.  If the suspect is lost the trial can be resumed against after 
locating him.  But, if the shadower is recognized the suspect goes 
under ground in which case the purpose of keeping watch is defeated. 
 

4.1.20 Hints for watchers 
 

(a) Ablutions be completed before commencing the work.  
(b) Dress – appropriate dress suiting the locality. 
(c) Carry some change in small coins. 
(d) Keep some eatables stock of cigarettes etc. 
(e) Actions should be natural and normal. 
(f) Always be at a manageable distance from the suspect. Avoid coming 

face to face with the subject. 
(g) Be observant without being prominent 
(h) Adopt dialect to suit the conditions.  
(i)  Be conversant with the language of the locality. 
(j) Avoid engagement in any action, which may unduly detain you. 
(k) Do not carry identifying documents do not salute other police officers.  

Avoid your colleagues lest your identity may be disclosed. 
(l) Even if you feel that you are recognised do not show any sign of 

nervousness.   
(m) Always remember there is no harm in losing subject or discontinuing 

watch rather than run risk of recognition. 
(n) Collect maximum material through various sources before setting out 

on watch duty in respect of the suspect.   
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i) A rough idea about the suspect’s daily programme. 
ii) Details of his associates. 
iii) Parties with whom he corresponds. 
iv) Mode of communication. 
v) The layout of his premises. 
vi) Description of his vehicle, makes, number and colour etc. 
 

4.2 Enquiries and Reports 
 

4.2.1 Occasions when enquiries must be conducted 
  

Security personnel performing executive duties will have to conduct 
enquiries as a part of their routine duties when they notice or detect infringement 
of security in the form of theft, pilferage, sabotage, undesirable activities, 
domestic quarrel, violence, fire incidents, suicides, intrusion or attempt thereof.  
They will also be called upon to conduct an enquiry when a traffic accident takes 
place or there is a fracas involving employees or outsiders on the facility site/ 
township or there is assault on security personnel.  These enquiries should be 
preferably conducted by Intelligence/ Counter Intelligence Cell or designated Cell, 
including enquiries of confidential in nature.  
  

Even when a serious incident resulting in unnatural death or grievous hurt 
takes place necessitating immediate police intervention; it is the security 
personnel who must first take charge of the situation and act further until such 
time the police arrive. 
  

On several occasions, security enquiry report is called by the head of the 
unit/facility as it is considered as preliminary report for initiating further 
departmental action.  Hence, special efforts be made for capability building of 
security personnel of the unit for effective discharging such responsibility. 

 
4.2.2 Process of Enquiry 

 
4.2.3 Place of Occurrences 
 

Whenever information is received by the head of the security unit or his 
deputy that an incident necessitating cognizance by the security unit has 
occurred, he or his deputy must direct an officer of appropriate grade having 
territorial jurisdiction over the place where the incident is reported to have 
occurred, to proceed to the spot with his available subordinates and assume 
charge.  If the incident appears to have serious implications, the head of security 
or his deputy as the case may be, must himself immediately proceed to the place 
of occurrence intimating to the head of the unit/facility. 
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On arrival on the spot the assigned officer should request the curious-
bystanders not to crowd there.  He must then find out who the aggrieved or 
involved persons are and obtain in brief from them the facts of the incident.  
Likewise, he must find out who the eye- witnesses are and after noting down their 
names and addresses obtain their versions of the incident. 

 
If someone is injured necessitating immediate medical attention, he must 

be quickly dispatched to a hospital after ascertaining his name, address etc. and 
giving him first aid.  A dead body on the other hand should be left undisturbed but 
provide the security coverage.  However, when even the slightest doubt exists as 
to whether a person has actually died, he should be rushed to the hospital. 

 
If he comes to the conclusion that prima facie it is a case requiring 

immediate police action, he must inform the head of security unit and seek his 
instructions.  If the latter concurs with his view and offers to inform the police, he 
must await the arrival of the police maintaining status quo till then. 

 
However, if the head of security unit does not concur or the incident is 

such that he himself does not think that police be called in, he must proceed 
further with the enquiry. 

 
If spot inspection is relevant to enquiry into the incident, he must first ask if 

anyone had interfered with it, if so in what manner. 
  

His next step should be to carefully examine the place by moving his gaze 
clockwise so that nothing escapes his attention.  He must then prepare a list of 
the articles, tell-tale marks etc. that he considers relevant to enquiry and obtain 
signatures of two persons unconnected with the incident after drawing their 
attention to all that he had discovered.  He must, however, take care to invite 
these two persons in advance to witness the search. 
  

He should then take charge of the articles.  If considered necessary he 
should get the spot photographed before anything is removed.  

 
4.2.4 Road accidents 
 

If it is a case of road accident, the injured, if any, must first be dispatched to a 
hospital after administering him first aid and noting down his name and address.  
A road accident is most likely to cause dislocation of traffic because of crowding 
by curious onlookers and obstruction caused by the vehicle involved in the 
accident.  Therefore, the accident spot should first be cleared of the people and, 
if the vehicle is causing obstacle, the traffic should be quickly diverted by some 
other road. 
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If the police have been alerted, the vehicle cannot be disturbed until after the 
police have examined it.  In case the police are not to be brought in, the deputed 
officer should proceed with his enquiry in the following manner. 

(a)  Collect the names and addresses of all those who have witnessed the 
accident. They may be requested not to leave before their detailed 
statements are recorded. 

(b) Note the registration number, make and description of the accident 
vehicle, and the name, address and driving license number of the 
driver. 

(c) Examine the accident vehicle in a systematic manner and in great 
detail to obtain clues to the accident. 

(d) Measure the width of the road and the condition of its surface. 
(e) If the road is wide, ascertain the side of the road by which the vehicle 

was being driven before the accident and the direction in which it was 
going. 

(f) Find out if the driver had sounded the horn before the collision 
occurred. 

(g) If the accident had occurred after it was dark, ascertain if the driver had 
switched on the lights of the vehicle. 

(h) Draw an accurate map of the scene of the accident giving particulars 
which would help understand how the accident occurred. 

 
If the accident is a minor one involving personal vehicles of DAE 

employees only and the parties involved do not wish to pursue the matter further, 
it would suffice for the officer making the enquiry to record statements of both the 
parties to that effect and close the matter by making a report to the head of the 
security unit. 
 

When the DAE vehicles are involved, the Traffic Section of the unit/ facility 
should be alerted and requested to proceed further in the matter. 
 

The information of fatal accident should be passed promptly to the Head of 
the unit/ facility as well as to the Road Safety Committee of the unit/ facility and 
dependents of deceased.  Information of such accident must be passed on to 
DAE without loss of time. 

 
4.2.5 Incidents to be reported to Police 
 

All incidents involving non-employees whether as offenders or as victims, 
must be reported to the local police, be it an offence against the person or 
property, unless the offence is of non-cognizable nature.  Similarly, all incidents in 
which serious bodily hurt has been inflicted must be reported to the police even if 
the offenders as well as the victim are both employees. 
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All cases of willful trespass, entry or attempted entry by deception by 
outsiders and sabotage whether by outsiders or employees, should 
simultaneously be reported to the Local Unit of Intelligence Bureau and IG 
(Security), DAE.  However, a joint interrogation by security agencies like CISF, 
IB, Departmental Security may be carried out and trespasser to be taken to the 
location to ascertain from where the entry was gained. 

 
As a general guideline, all cases of theft involving Government Property 

must be investigated by the Police so as to reach logical conclusion.  DAE units/ 
facility have been given highest security categorisation in view of its sensitivity 
and vulnerability to various security threats that include theft/ pilferage of material 
which could be critical in nature irrespective of its cost.  Any incident of theft/ 
missing of departmental property irrespective of its cost, therefore, need to be 
viewed seriously by Head of the unit/facility.  In case Police case is registered, 
the custodian of the property/material at the time of theft shall be the 
complainant. The head of security unit shall arrange providing necessary 
assistance to the complainant. Non-reporting or late reporting to police authorities 
may lead non-detection of the cases, thereby indirectly encouraging the 
miscreants to further indulge in serious criminal activities and to exploit the 
lacuna of the security. 

 
A detailed enquiry is required to be carried out by Head of Security unit to 

find out the modus operandi adopted by the wrong doer and identify loop holes in 
the system for taking remedial measures. 

 
4.2.6 Examining Witnesses 

 
Examination of witnesses should not be conducted as far as possible on 

the spot but in the office or some other place which offers privacy. 
 

It is always advisable to start an enquiry by questioning in detail the 
complaining or aggrieved person first.  No indication should ever be given by 
word or gesture that the veracity of his story is in doubt as otherwise he will 
become incommunicative.  By patient questioning, answers to the questions – 
What happened? When? Where? How? And who did it? should be obtained from 
him.  If need be, he should be examined against to obtain further clarifications. 

 
While examining witnesses to the incident, they should only be asked 

questions relevant to the incident using discretion, skill and knowledge.  Instead 
of bombarding a witness with questions he should be allowed to have his say so 
long as he adheres to the main issue. 

 
The following format should generally be used while recording statements 

of persons examined during an enquiry. 
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 To start with his full name including surname, age, employment status as 
well as official and residential addresses with telephone numbers, if any, should 
be recorded.  The statement should begin thus, ‘On being asked, I state the true 
facts as known to me as under…’. 
  

Before closing his statement he should be asked if he wanted to add 
anything to what has been already recorded. If he makes a relevant disclosure 
that should be recorded otherwise, ‘I have nothing to add further’ should be 
written before closing the statement.  In the end, ‘The above statement was read 
over to me (explained to me) and is as per my say should be written after in fact 
reading it over or explaining the contents to him, and his dated signature 
obtained. 
  

While recording the statement of a witness the following restrictions should 
be borne in mind. 

(a) Only facts as known or observed by him should be recorded.  His opinions 
should find no place in the statement. 

(b) He should be treated with courtesy and sympathy after sizing-up his 
disposition. 

(c) No threats should be administered nor inducements offered to him.  He 
should not be insulted, put down or shouted at nor made fun of. 

(d) Questions should be framed keeping in mind his educational status and 
ability to comprehend. 

(e) Questions should not be brisk or direct but the effort should be to obtain 
the desired information by coming to the point through several short 
seemingly unimportant questions. 

(f) Impatience should not be shown simply because he is not able to grasp 
the importance of a question put to him or gives a long winding answer. 

(g) Leading questions should not be asked nor should he be fed with 
information not known to him. 

(h) No expression of approval, disapproval, happiness, joy etc. be shown on 
the face or in the demeanor after listening to an answer. 

(i) If feasible, the whole interrogation should be recorded digitally. 
(j) Female’s statement should be recorded in the presence of other female 

with strict regards to decency. 
(k) The Officer recording the statement should write his name, designation, 

date and signature on the recorded statement.  Similarly, the name, 
signature and date of the person making the statement be got written on 
the statement. 
 

4.2.7 Interrogating an Offender 
 
The offender or suspect should be closely questioned after the aggrieved 

person or the complainant and important witnesses have been examined.  The 
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facts and circumstances obtained from them should be made use of to formulate 
the strategy and to frame questions accordingly.  The guilt of the accused person 
should never be presupposed.  The aim of the interrogation should be to 
ascertain if the suspect is really guilty or he is innocent. Therefore, instead of 
asking him direct questions with a view to browbeating him into admitting guilt or 
the offending act, interrogation should be opened by first asking gentle questions 
about his background and then slowly leading him into the incident.  If he does 
not come out straight and gives evasive or made up replies or claims alibi, he can 
be cornered by playing upon contradictions, by making use of the knowledge 
gained from the witnesses or by verifying his claim by taking him to the spot or by 
confronting him with witnesses. More than obtaining an admission from the 
accused, the effort should be directed towards obtaining from him information as 
to why the offence was committed, how it was committed and how the evidence 
or corroborated by available evidence, is obtained. A detailed statement should 
be recorded and signature of the offender obtained.  If any recoveries can be 
made without transgressing the limits of law, those should be effected in 
presence of two independent witnesses under panchnamma and the recoveries 
photographed. 

 
4.2.8 Legal limitations 
 

It must be borne in mind by all security personnel that they have no more 
legal rights than a common citizen while apprehending an offender or protecting 
the property or personnel of the unit/facility. 

 
If security personnel are in the view that an offence of cognizable nature is 

committed, he can apprehend the offender and use minimum necessary force in 
doing so if the offender resists.  But he can neither use more force than 
necessary nor can he detain him unreasonably without handling him over to the 
police otherwise the offender will be justified in law to use reasonable force in 
defending himself.  He may also lodge a complaint with the police or the court 
alleging assault and wrongful confinement. 

 
The Indian Penal Code grants the right to private defence of person and 

property to all citizens but this right is not absolute. In the following circumstances 
the right to private defence of person or property is not available:  

(a) If there is sufficient time for recourse to public authorities like the police. 
(b) If more harm than necessary to prevent harm or damage is caused. 
(c) If the circumstances do not show that a reasonable apprehension of death 

or hurt to the person or damage to the property concerned existed. 
 

In this context, Sections 43 and 46 of the Criminal Procedure Code with 
regard to the apprehension of an offender by a private person and sections 96 to 
106 of the Indian Penal Code for understanding the nature and scope of the right 
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of private defence of person and property may be studied with care by all security 
personnel. 

 
4.2.9 Writing an Enquiry Report 

 
A report is a truthful and systematic statement of an event, incident or 

action.  Though factual information is the main constituent of a report, most often 
it also includes the analysis of the facts, data, inferences drawn there from and 
recommendations.  Further, it is invariably addressed to a higher authority which 
may have many other things to attend to and very little time to spare for reading 
the report.  Quite often it is circulated to several other officers and may even 
come under court scrutiny.  Therefore, while writing a report on completion of an 
enquiry the following points must be borne in mind by the enquiry officer: 

(a) The report must be legible and hence should be written in precise and 
effective manner. 

(b) The report must be accurate.  The facts and figures that are incorporated 
in the report should be correct and precise.  

(c) The report must be brief so that it is read, but brevity does not mean 
superficiality or disjointedness or omission of material facts.  It should be 
able to convey all the important information in the shortest possible time 
and space. 

(d) The report should be in a direct and simple language so that the message 
is clearly understood by whoever reads it. 

(e) While describing an incident in the report the six cardinal questions, 
namely, what? Where? When? Who? Why? And How? Should be sought 
to answer accurately. 

(f) The report should not be cluttered with superfluous facts, avoidable figures 
and names.  Only such details which are necessary to make the report 
intelligible should be mentioned. 

(g) The report should start with a statement of the purpose, to be followed by 
material facts, an analysis of those facts and the inferences drawn there 
from.  It should be concluded with the recommendations of the writer. 

(h) The statements recorded during the enquiry, sketches, CCTV footages, 
photographs and other documents that are considered essential for 
establishing factual contents of the report and for substantiating 
conclusions, should be attached to the report as enclosures. 
 

4.2.10 Submission of enquiry report 
 
An officer of the security unit on completion of an enquiry entrusted to him 

should submit his report prepared in the aforesaid manner to the head of the 
security unit who will then forward it to the head of the unit/facility or any other 
appropriate authority along with his comments, for further suitable action.  
Enquiry report may be classified as “Confidential”. 



Department of Atomic Energy      Page 156 of 233 

 

4.3 Plant Protection Scheme and Handling of Strike / Lockouts with Case 
Studies 
 

4.3.1 Introduction 
 
Since independence rapid industrialization has taken place in the country, 

simultaneously problems/ threats to these industries have also increased in 
manifold.  Under Articles 19 of the Indian constitution several fundamental rights 
have been given to the citizens.  Similarly, workers have also got certain legal 
rights in the industries though they are not fundamental.  For smooth function and 
to maintain harmonious relations in the industry the Government of India has 
enacted certain laws.  But all these laws do not guarantee peace and protection 
to these installations.  Hence, the management has to keep itself prepared to 
face all potential dangers which may from an organised gang, enemy agent or 
from the workers of the industry.  The aspect has greater importance for nuclear 
installations where essential systems of a plant have to be operated at all costs.  
The plant protection scheme is given below:- 

 
Short Title 
 

The scheme is entitled “Scheme for the maintenance of essential services” 
(such as power, electricity, water supply, protection of plant etc.) of the plant.  
 
4.3.2 Object of the Scheme 
 

The object of the scheme is the maintenance of essential services.  The 
installation considered vital to the life of community/nation.  In the event of any 
emergency such as civil commotion, strike or lockout, the minimum strength is 
required which will have to be arranged from loyal staff is from the employees 
drawn from other departments, if any or the police. 
 
Classification: The Government of India has categorised all the industries/ 
installation into category considering their importance to the national economy or 
the country security/ defence.  Fortunately, all nuclear installations fall under 
category ‘A’.  Those need special attention. 
 
4.3.3 Potential Dangers 
 

The potential dangers to installations/plants may be inter alia, of the 
following kinds: 

(a) External attacks from rioters, crowd/ well organised bodies of hostile 
agents. 

(b) Infiltration of unauthorised persons in the plant to cause damage. 
(c) Theft of vital stores. 
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(d) Mechanical breakdown due to sabotage caused by disgruntled 
employees/ terrorists. 

(e) Subversive activities of the employees in the form of agitation, strikes, 
go slow, pen down etc. 

(f) Leakage of information etc. 
 

4.3.4 Implementation of the Scheme 
 
The scheme will be enforced under the orders of District Magistrate as and 

when an emergency arises in respect of one or more of the services. 
 

4.3.5 Principles and General Aspects of Security 
 
(a) Secrecy of plant information, schemes etc., is to be maintained as per 

relative needs of security. 
(b) Vital points of the installations should be protected. 
(c) Measures should be applied at the inception stage. 
(d) Practical and realistic approach should be applied before employing 

any measure.  This may be kept in the mind that: - 
i) What is the most vulnerable point of attack? 
ii) What is the likely target of attack? And  
iii) What counter measures can best be applied? 

  
The management should be realizing the importance of security and 

nature of the risk to be guarded against.  Co-operation of the management is pre-
requisite for the best security. 

 
4.3.6 Various Phases of Emergency 

 
In the event such an emergency, the scheme will function in three stages, 

namely: 
(a) Preliminary 
(b) Precautionary  
(c) Executive 

 
On receipt of the “Preliminary Warning” the following action will be taken: 

 
(a) The nearest Police Station In-charge will be informed.  In turn, he will 

get in touch with all Heads of the essential services. 
(b) The Special Branch of Police and other Intelligence agencies will 

collect the advance information and plans of the strikers/other 
subversive elements. 

(c) The Police personnel who have been listed in the scheme for the 
protection of the installation will be informed. 
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(d) The Heads of Section affected will immediately contact their loyal staff 
to be ready in the event of any requirement. 
 

4.3.7 Mobilization: 
 

On receipt of the “Precautionary Warning” 
 

(a) Police personnel earmarked will be ready at their stations. 
(b) The In-charge of the arrangements will post police guards to protect 

the vital points. 
(c) The Heads of the affective departments will keep their loyal staff ready 

to take charge of their respective areas. 
(d) The staff earmarked from other departments for duty if any, will report 

to the heads of the different services. 
 

On receipt of “Executive Warning” 
(a) The loyal staff / personnel supplied by other departments if any, and 

police will be detailed for duty. 
(b) The scheme will be brought into full operation in respect of the services 

affect. 
 

NB: In the event of sudden strike action will be taken as per “Executive 
Warning” directly. 

 
4.3.8 External Security 
 

(a) This may be divided in two parts; the first is security against organised 
attacks by enemy agents.  The management should have a plan about 
the supporting help available in case of such attacks.  Proper liaison 
should be maintained with local authorities as well as Area 
Commander of the Defence installation earmarked. 

(b) The second category consists of permanent measures such as 
prevention of unauthorised entry, prevention of theft and other forms of 
interference for which physical protection system of the installation has 
to be geared up.  The important aspects of this category are: 

i) Perimeter Protection 
ii) Gates 
iii) Control of admission/Access control 
iv) Vital points 
v) Fire fitting 
vi) Other security checks to prevent theft from the 

installation/unauthorised entry into the premises etc. 
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4.3.9 Internal Security 
 
The internal security measures will have to be organised on the following 

lines: 
(a) Security of Personnel: Prior verification of character and antecedents 

should be done through local police 
(b) Security of information: The provision of document security should be 

applied. 
(c) Security of intelligence: A small cell of intelligence should be organised 

to get advance information of different union, associations and 
surveillance of suspected employees and maintained internal watch. 

(d) Security awareness: Proper security education should be given to all 
employees through training programmes. 

 
4.3.10 Operation of the Scheme 
 The scheme will consist of four parts: 

(a) Maintenance of essential services with the assistance of loyal staff and 
those drawn from other Departments, if any and the police. 

(b) Protection of the premises of the services and vital installations. 
(c) Protection of the loyal servants. 
(d) Protection of Bus and Departmental Vehicles while on the road. 

 
Part –I: The maintenance of essential services is a joint responsibility of loyal 
staff, staff drawn from other departments, if any and the police.  All heads of 
section will prepare a list on the basis of skilled, semi-skilled and unskilled 
personnel.  The staff so selected will be informed in advance.  List should be 
annexed with the scheme. 
 
Part – II: Protection of the premises of the affected services and vital installations 
is the solely responsibility of local police.  The staff should be deployed on receipt 
of the ‘Precautionary’ warning itself.  The area should be combed and proper 
patrolling of the area should constantly be carried out.  In the event of such 
emergency admission in the plant should be restricted and required personnel 
should only be allowed entry into the area.  Special emergency pass should be 
issued. 
 
Part – III: The loyal staff and their facilities should be provided protection against 
unruly elements.  The responsibility goes to the local police.  Advance list of such 
staff should be given to the District Magistrate. 
 
Part – IV: Protection of the buses/vehicles being plyed for duties should escorted 
on the roads.  Every bus should be provided with two armed guards.  In case 
drivers are not available, the local police should arrange police drivers. 
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Intelligence Duties: The special branch of police will organise a special cell to 
collect advance information about the activities should be informed well in 
advance to have proper arrangements.  Proper liaison with other intelligence 
departments should be maintained. 
 
Discipline: Misconduct by any staff during emergency should immediately be 
brought to the notice of concerned agencies immediately for proper action. 
 
Conveyance: Police will arrange conveyance facilities for smooth mobilization of 
loyal staff and other personnel engaged in this task. 
 
Feeding: Feeding to all personnel including police will be arranged by the 
department. 
 
General: List of sub-stations, water supply points should be drawn for special 
protection and safety. 
  

In fact, success of the scheme depends purely on the loyal staff, staff 
drawn from the other departments, if any and the local police.  From time to time 
situation reports will be prepared to keep informed the higher authorities in time. 
 

The Security Officer and his staff have the special responsibility to monitor 
activities of the staff, collection of information, and security of vital points with the 
help of local police. He should remain in constant touch with the local authorities 
and heads of the units. 
 
List of Loyal Staff: This will be drawn by head of the sections.  If sufficient staff 
is not available, they should arrange from other departments and they should be 
on duty before executive warning. 
 
Communication: Proper communication facility should be kept in operation.  The 
local agencies should be informed by the quickest means.  List of important 
telephone should be kept ready.  The list of authorities to be so informed kept 
ready. 
 
Control/Sub control rooms: For the effective control over the situation area 
wise sub-control room and one control room should be established preferably 
outside the installation.  The control room should have communication link with all 
affected areas.  Transport, Medical and other essential requirement should be 
kept ready at the control room. 
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4.4 INVESTIGATION/ PANCHANAMA PROCEDURE 
 

4.4.1 Investigation 
 
The term Investigation probably does not need an introduction, since it is 

very much familiar to even common man, as in the recent times a lot is heard and 
read about different types of cases being investigated.  However, what this term 
precisely means to a security person is worth knowing.  Investigation is a process 
of examination, study, tracking and gathering of factual information to find 
answers to questions and solve problems with respect to a given incident.  It is a 
comprehensive activity involving collection of information, interrogation of 
personnel, search of places, scrutiny of documents, application of logic and 
exercise of sound reasoning.  
  

As far as an establishment/ department is concerned, offences committed 
by its employees are generally investigated by the departmental security staff.  
Purpose of such departmental investigation is to collect sufficient evidence to 
frame charge against the defending employee and to initiate disciplinary 
proceeding against him. In such disciplinary proceeding, the charges are to be 
proved mainly on the strength of evidences produced by the investigation officer.  
So the officer who undertakes investigation of a case has to keep the point in 
mind that his findings should be supported by direct, documentary or 
circumstantial evidences. 

 
4.4.2 Methods 

 
Any investigation of serious nature has to be carried out in two parts i.e. 

discreet and open.  Different channels of discreet investigation are: 
(a) Discreet Enquiry: This is made without revealing the purpose of 

enquiry and identity of the person making enquiry.  The person 
conducting enquiry acts under some cover. 

(b) Collection of information from sources/contracts: Investigation 
officer makes use of his reliable contacts to get the required 
information. 

(c) Surveillance: Movements of the persons suspected to have 
involvement in the case under investigation are watched through static 
as well as mobile surveillance. 

  
Discreet part of the investigation process helps the investigating officer to 

collect much important information which will be of great help in the open 
investigation especially during the interrogation of persons.   
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Open part of the investigation process consists of the following channels: 
(a) Conducting open enquiries. 
(b) Interrogation of persons. 
(c) Search of places. 
(d) Scrutiny of the documents. 

 
Report:  The investigation becomes complete with the submission of report.  The 
final report plays an important role in the success of the investigation as the 
report reflects in nutshell what all were done and what is the outcome.  The 
findings should be explained in systematic order indicating the relevance of 
evidence in hand. 

 
4.4.3 Panchanama 

 
The word panchanama reflects to a document prepared in the presence of 

witnesses narrating the incident/ situation as seen by the witnesses.  It is 
recorded in the form of narration by the witnesses.  As far as the legal 
proceedings are concerned the panchanama recorded in a case has got great 
importance. The judge/inquiry authority tries to see the incident/situation in 
question through the panchanama and therefore it is very much essential to 
include maximum available details in clear terms.  The witnesses will be 
summoned during proceedings for deposition and will be subjected to cross 
examination by the defence side.  So care should be taken to see that the 
witnesses are reliable.  Otherwise they may turn hostile during the proceedings. 

 
4.5 RADIATION DETECTION, EQUIPMENT & NUCLEAR / RADIOLOGICAL 

EMERGENCY 
 

4.5.1 Atom & Element  
 

Atom is the basic form of an element. All atoms of a given element are 
identical. Atom has a positively charged nucleus at its center. Negative charged 
electrons orbit around the nucleus in shells. The nucleus consists of protons 
(positively charged particle) and neutrons (uncharged particle). An atom with a 
particular number of protons and neutrons are also referred to as nuclide.  

 
For a given number of protons there has to be a certain number of 

neutrons in the nucleus, for the element to be stable. Any change in the number 
of neutrons (too few or too high neutrons) make the nucleus of the element 
unstable.  
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4.5.2 Stable & Unstable Nuclides  
 

Stable  Unstable 
Name Mass No. Name Mass No. Half Life 
Hydrogen 1 & 2 Hydrogen 3 12.3 Year 
Carbon 3 Carbon 14 5730 Year 
Oxygen 16 Oxygen 19 29 Seconds 
Potassium 39 Potassium 40 12.8Billion 

Year 
Cobalt 59 Cobalt 60 5.2 Year 
Cesium 133 Cesium 137 30 Year 

  Uranium 235 700 Million 
Year 

  Uranium 238 400 Million 
Year 

  Plutonium 239 24000 year 
 
Radioactivity  
 

Unstable nuclei spontaneously emit radiation in the form of particles and 
energy in order to achieve a stable neutron to proton ratio in the nucleus of the 
element. The unstable nucleus thus decays spontaneously and is said to be 
radioactive.  The process of spontaneous emission of radiation from the unstable 
nuclides is called Radioactivity. 

 
Elements made up of more unstable atoms are called Radioactive 

elements. Radioactivity is a natural part of the Universe which is found in our 
food, air, water, soil and even in human body (Carbon-14, Potassium-40). 

 
4.5.2.1 Units of Radioactivity: 

 
Old Unit is Curie (Ci) and SI unit is Becquerel (Bq) 
1 Ci = 3.7 × 1010Bq 
1 Bq = One disintegration per second 
1 TeraBq = 27 Ci 
 

4.5.3 Radiation Detection & Measurement   
 
Radiation while interacting with any matter produces either Ionization or 

causes Excitation. The basic requirement of for any detector is it should respond 
to the property of the radiation. Radiation deposits a part of its energy within 
sensitive volume of the detector giving rise to ionization in the detector and 
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separation of positive and negative ions by electric field produces a signal which 
can be amplified and recorded. Following are some important detectors and 
instruments used in radiation measurement. 

 
(a) Ion Chambers 
(b) Proportional Counters 
(c) Geiger Counters 
(d) Scintillation Counters 
(e) Liquid Scintillation Counters 
(f) Solid State Detectors 
(g) Teletector Radiation Survey Meter 
 

4.5.4 Natural & Man Made Radiation Sources  
 
(a) Natural 
(b) Artificial 
 

4.5.4.1 Natural Radioactivity  
 
Life on earth has developed with an ever-present background of radiation. 

Radiation is therefore a part of our daily life. We are constantly receiving 
exposure due to cosmic radiation, the earth’s radioactive minerals and even to 
the radioisotopes within our body (Potassium-40). Cosmic radiations are also 
reaching from Universe to the Earth. These radiations generate Cosmogenic 
radio nuclides such as H-3, C-14 and Be-7 which emit radiations. Terrestrial 
radiations are emitted by nuclides found in earth crust i.eTh-232, U-238, Ra-226, 
K-40 & Rb-87. These form the natural sources of radiation. 

 
4.5.4.2 Artificial Radioactivity  

 
Artificial sources of radiation are produced by neutron activation in a 

nuclear reactor where there is a high neutron flux and in particle accelerators.  
 
Following are important man-made sources for production of radio 

isotopes. 
(a) Nuclear Power reactors 
(b) Nuclear Weapons 
(c) Nuclear Research facilities 
(d) Particle Accelerators 
 

4.5.4.3 Different Types of Radiation and Their Properties  
 

Unstable atoms of certain (Parent) element undergo spontaneous 
disintegration with the emission of alpha (α), beta (β) particles and gamma (γ) 
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rays and form a new (Daughter) element. Properties of different types of radiation 
are as given: 

 
(a) Alpha (α): It is made up of two protons and two neutrons. Its mass is 4 

amu and has two units of positive charge. It can be stopped by a sheet 
of paper.    

(b) Beta (β): These are fast moving electrons of negligible mass and unit 
negative charge. It can penetrate paper but can be stopped by wood, 
Aluminum metal foils, etc. 

(c) Gamma Radiation (γ): These are Electro Magnetic energy waves 
which cannot be completely stopped by any material but intensity can 
be reduced by use of proper thickness of shielding material such as 
lead, concrete, steel, etc.  

(d) Neutron: These are uncharged particles, mass equal to that of proton 
can penetrate skin, aluminum etc. Neutron can activate almost all 
materials and can cause fission of some nuclides such as Uranium-235 
(U-235), Plutonium-239 (Pu-239) etc. 

 
4.5.5 Introduction to Exposure, Dose & Dosimetry 

 
4.5.5.1 Exposure & Dose  

 
Radiation Exposure to Man: 
 
External Exposure: It causes when radiation source lies outside human 
body. The mode of external exposure can be easily controlled; can manly 
be from penetrating radiation such as gamma rays and neutrons.  
Internal Exposure: It causes when the source reaches inside human body 
by ingestion (eating / drinking / intake), inhalation (breathing / respiration) 
or skin absorption and cause human exposure, to our body 24 hours a 
day, 52 weeks a year till it completely decays or is eliminated from the 
body.  
 

4.5.5.2 Radiation Exposure and Radiation Dose - Units 
 
Exposure Unit: It is defined as a quantity of X-ray or gamma radiation that 
produces in air ions carrying 1 coulomb of charge/kg of air. Its CGS unit is 
Roentgen (R). Strength of X-ray or gamma radiation is expressed as R/h. 
The total exposure is the product of exposure rate and time. 
 

 Absorbed Dose (Gray): Absorbed dose is a measure of energy deposited 
in any material by ionizing radiation. Unit of absorbed dose is Gray (Gy) 
which represents absorption of 1 Joule of energy in 1 kg of absorbing 
material. Its CGS unit is Rad (Radiation Absorbed Dose). 1 Gy = 100 rad. 
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 Equivalent Dose: Different types of radiation have different biological 

effectiveness to human. Equivalent Dose is based on the absorbed dose 
adjusted to account for effectiveness of different types of radiation. 
Equivalent Dose unit is Sievert (Sv Its CGS unit is Rem (Roentgen 
Equivalent Men). 1 Sv = 100 Rem; 1 mSv = 100 mRem. 

 
 Some important relations are: 

1 Sv  =  100 Rem 
1 Gy  =  100 Rad 
1 mSv =  100 mRem 

 
Relation in Dose (Exposure), Dose Rate and Time: 
 
Radiation Dose = Dose Rate × Time 
 

4.5.5.3 Biological effects of radiation are classified into two categories 
 
(a) Stochastic Effects: These are usually associated with exposures to 

low level of radiation over long period of time. Ex: Cancer 
(b) Deterministic Effects: These are associated with much higher level of 

radiation exposure, usually occurs over a much shorter period. The 
severity of the effect increases with the magnitude of the radiation dose 
above a threshold.  Ex: Erythema, Epilation, Various syndromes as 
given below, 
i) Hemoto-poieticSyndrome: It is an effect related to the effects of 

radiation on blood-forming tissues, normally indicated by changes in 
blood cell counts. 

ii) Gastrointestinal Syndrome: It is an effect signaling the destruction 
of the gastrointestinal epithelium i.e. lining of the gastrointestinal 
tract. 

iii) Central Nervous System Syndrome: It is an effect seen at very 
high radiation doses in which the central nervous system undergoes 
irreparable damage. 

 
4.5.5.4 Radiation Dosimeter 

 
Quantity of radiation received by human body is measured by two devices. 
 

1. TLD  : Thermo Luminescent Dosimeter 
2. DRD : Direct Reading Dosimeter 

  
These devices are worn on the chest while working in the radiation area. 

DRD is useful to control day to day radiation exposure (Dose) 
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Personnel Monitoring: 
 
External Radiation Monitoring Devises: TLD, DRD, Neutron Badges 
Internal Radiation Monitoring Devises :  Whole Body Counting, Bio Assay 
 

4.5.6 Radiation Protection  
 

4.5.6.1 External Radiation Protection 
 
 External Exposure Control is done by following factors 

 Time 
 Distance 
 Shielding  
 Decay 

Dose = Dose Rate × Time (spent near source) 
 
(a) Radioactive Decay: All radio nuclides decay by emission of radiation 

as alpha, beta, gamma with their characteristic of half-life. 
 
(b) Shielding: The amount of radiation decreases by keeping shielding 

between radiation sources and worker.  
 
(c) Shielding material and half value layer: It  is the thickness of a 

material which, when introduced between source and person reduces 
the intensity of gamma radiation to half of its original value. 

 
4.5.6.2 Internal Radiation Protection 

 
Internal exposure occurs when radioactive material enters in human body 

by breathing radioactive air. It continuously irradiates human body organs until it 
is completely eliminated from the human body. Air activity is in three forms. 

(a) Dust 
(b) Gases 
(c) Vapour 

 
4.5.7 Internal Radiation Exposure & Personnel Protective Clothing 

 
Air borne contamination can arise in nuclear or radiological installation due 

to accident or malicious act in the nuclear or radiological installation resulting in 
dispersal of radioactive material. Air borne contamination can exist in the form of 
radioactive particles, radioactive gases and vapours. These particles settle on 
equipments and surfaces and contaminate them. This is called surface 
contamination. Personnel Protective Equipments (PPE) should be used to control 
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the internal and external contamination. Walking on contaminated surface, 
eating, drinking, smoking, etc. are prohibited in any potentially radioactive area. 

 
(a) PPE:  Workers shall use personnel protective clothing such as boiler 

suits, coveralls, rubber gloves, rubber shoes while working in radiation 
areas.  

 
(b) Respiratory Protection: It is used to avoid internal uptake. 

Respirators or self-breathing apparatus along with plastic suits are 
used in areas having air born radioactivity to reduce internal and 
external exposures.  

 
4.5.8 Illicit Trafficking of Radioactive Material 

 
Illicit trafficking is the receipt, possession, use, transfer or disposal of 

radioactive material without authorization for criminal activities.  
 

4.5.8.1 Criminal activities include 
 
(a) Subversive activities such as breaches of proliferation controls as they 

are subversive to international will. 
(b) Actual or potential malevolent acts intended to cause harm to people or 

the environment. 
(c) Illegal gain, such as profits from the sale of the radioactive material. 
(d) Avoiding prescribed costs of disposal. 
(e) Violation of transport regulations.  
 

4.5.8.2 Security measures for preventing a loss of control over 
radioactive materials 

 
(a) Establish a network of contact points as a part of co-ordination and 

control mechanism. 
(b) Encourage co-operative intelligence and similar efforts by customs and 

law enforcement officers to prevent the uncontrolled movement and 
trade in smuggled radioactive materials. 

(c) Encourage the exchange of information between agencies, authorities 
and services concerning inadvertent movement, illicit trafficking and 
loss of control over radioactive materials. 

(d) Establish a reliable, extensive and continuously updated database on 
cases of inadvertent movement or illicit trafficking, using a common 
reporting protocol. 

(e) Adopt a common notification and reporting format. 
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4.5.9 Nuclear Weapons, Radiological Dispersal Devise, Improvised Nuclear 
Devices & Terrorism 
 

4.5.9.1 Nuclear Weapons  
  
A nuclear weapon is a device made of fissile materials, that on undergoing 

uncontrolled nuclear reactions, derives its explosive / destructive force from 
nuclear reactions, either fission (fission bomb) or from a combination of fission 
and fusion reactions (thermonuclear bomb). 

 
4.5.9.2 Radiological Dispersal Device (RDD)  
 

It is device constructed by terrorists to spread radioactive contamination 
using conventional explosives or other means. RDDs may be used in attacking 
important buildings, commercial and business centers. It is also called Dirty 
Bomb. It will result in a large fear and psychological distress among the public 
and a contamination of a very large area. The radio-active waste need to be 
buried safely in an isolated location.   

 
4.5.9.3 Improvised Nuclear Device (IND)  

 
It is an illicit nuclear weapon bought, stolen or otherwise originating from a 

nuclear state.  It is a weapon fabricated by a terrorist group from illegally obtained 
fissile nuclear material that produces a nuclear explosion. The explosion of IND 
creates similar kind of effects to health, safety and environment as that of 
miniature nuclear weapon. The explosion results into catastrophic conditions as 
loss of life, destruction of infrastructure and large area contamination. 

 
4.5.9.4 Radiological Explosive Device (RED)  

 
It is also called a hidden sealed source.; It is a device intended to expose 

people to significant dose of ionizing radiation without their knowledge. It is 
constructed from partially or fully unshielded radioactive material. RED could be 
hidden in public place. e.g. under a subway seat, in a food court or in a busy 
hallway.  A person who is sitting close or passing-by is likely to get exposed to 
the ionizing radiation. If a seal around the source is broken and radioactive 
contents get released from the container, the RED could become the RDD 
capable of causing radiological contamination. 

 
4.5.9.5 Terrorism 

 
Terrorism refers to illegal or immoral use of violence by any person or 

persons who detonate a nuclear weapon in an act of intimidation for a political or 
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religious cause. It includes the sabotage of a nuclear facility and or the detonation 
of a radiological dispersal device (dirty bomb).  

 
Challenges of Radiological Terrorism 
 
(a) Delay in detection of radiation in blast, decision taking, response team 

arrival and resource mobilization. 
(b) Medical professionals should be able to diagnose radiation casualties 

caused due to ionizing radiation and treat such patients with special 
care. 

(c) Tracing contaminated and injured persons, controlling public, media 
and vehicles moving out / in into scenario. 

(d) Trace or identify a terrorist who already left the site who also may got 
contaminated. 

(e) Monitoring large crowd in some populated areas like stadium, market 
and barricading all entries while public is rushing out. 

(f) Adequacy of infrastructure and expertise for mass decontamination. 
(g) Limited hospitals in readiness to handle such casualties. 
(h) Decontamination and authority of declaration the large locality as 

clean. 
 
4.6 SABOTAGE 

 
4.6.1 Introduction 

 
The word sabotage has been derived from the French word Sabot which 

means a hollow wooden shoe.  During the French Revolution, these sabots were 
thrown by the workers in the moving parts of the textile machinery to damage the 
machines and to reduce productivity.  Therefore, any act committed by a hostile 
power to cause intentional damage to Plant or machinery is called sabotage. 
 
4.6.2 Definition 

 
In other words any intentional destruction or disruption of the productive 

capacity of the Plant which is usually attempted by destruction or impairment of 
the machinery is called sabotage. 
  

Industrial sabotage is the basic doctrine of the communists and other 
Revolutionary Bodies. A detailed information of vulnerable and critical points is 
generally obtained through espionage activities.  This planned study gives out the 
details of the physical layout of the Plant, its production process-types of raw 
material used – availability of inflammable and explosive material kept for daily 
use in the Plant and any other useful information pertaining to particular Plant. 
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4.6.3 Saboteur 
 
A saboteur may be a specially trained person for a special task.  He may 

work alone or in a group.  He may obtain entry into the undertaking as an 
employee or may work from outside.  A saboteur is not necessarily a foreign 
national.  He may be a trained professional, a mechanic, a disgruntled employee, 
a laborer, a menial worker or even a member of the Management of the Industrial 
Undertaking.  “He may be anyone but one thing is certain that he is likely to be 
one of the least suspected persons”.  Money is not the only motive impelling a 
person to perform the act of sabotage and a paymaster may be: 

(a) A Foreign Interest. 
(b) A competitive businessman in the same business. 
(c) A new Trade Union seeking a break into the Undertaking to create 

some labour unrest to achieve some political gains. 
(d) A disgruntled employee showing hatred and grievance against his 

employer. 
 
4.6.4 Targets of Saboteur 
  

The targets of a saboteur in a particular Undertaking may include one or 
more of the following: 

(a) Damaging vital installation. 
(b) Damaging power communications including computer & networking 

system 
(c) Damaging Physical Protection System 
(d) Damaging building and equipment. 
(e) Damaging or destroying of raw materials or products. 
(f) Tempering with control and testing devices. 
(g) Tempering with drawings and formulae. 
(h) Tempering with safety devices. 

 
Target Analysis: In choosing the targets, the saboteur’s ultimate aim is complete 
and permanent destructing of the target.  When this cannot be attained, then he 
selects a number of smaller targets to be grouped as they will result in ultimate 
destruction.  While analysing a sabotage target, a saboteur considers the 
importance of various installations from technical point of view, whether their 
complete or partial destruction will hinder its overall functioning or not.  When 
complete destruction of a target is beyond reach, then he will chose these 
specific technical parts which will have the most crippling effect on the plant.  
Examples of such items are: 

(a) Transformers at Power Stations 
(b) Dies at workshop. 
(c) Pumps at Water works. 
(d) Condensers at Steam Generation Plants. 
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(e) Other special equipments hard to replace. 
(f) The capacity of a target for self-destruction is always an attraction to a 

saboteur. The item of heavy rotating machines or generators can be 
ruined by more displacement of shaft alignment or by putting abrasives 
or contamination of lubricating oils or fuel.  Other examples of self-
destroying targets are ammunition, explosives, patrol, oil and paint 
dump in the Undertaking. 

 
4.6.5 Methods of Sabotage 

 
Methods of sabotage are limited to the skill and ingenuity of a saboteur.  It 

shall depend on the technical knowledge and material available to select an 
effective trick to strike maximum number of vital installations at a time.  At some 
Undertakings, explosives are available for use at the site.  The methods of 
sabotage can be classified as under: 

a) By mechanical means: Effecting breakages to critical parts of 
machines or inserting abrasives to lubricant or repair the machines. 

b) By use of fire: Through ordinary means, by use of incendiary devices 
ignited by mechanical, chemical or electric means. 

c) By use of explosives: Destroying raw materials or supplies or 
machines by an explosive device. 

d) By chemical means: Adding of destructive material in raw material or 
supplies or by substituting inoperative or neutralising chemicals to 
render the products ineffective or useless. 

e) By electrical and electronic means: Interfering with electric power 
jamming of communications use of malware/ spyware in Computer & 
Network system etc. 

f) By psychological means: Fomenting strikes, emotional unrest, hatred 
and insecurity. 

g) By means of passive sabotage: This type of sabotage comprises of 
hard to detect acts or nuisance value but which have cumulative effect 
in impeding the production of the Undertaking.  Remember, an expert 
saboteur will always make his act look like an accident.  A saboteur 
resorting to passive sabotage will create small accidents here and 
there by giving normal acts a little twist in order to create the 
appearance of more carelessness or ordinary accidents. Examples of 
such acts run into thousands but a few are given as under: 
i) Passing of defective parts/ machines on inspection. 
ii) Tampering with control, testing and safety devices. 
iii) Simple act of leaving electric switches or valves open when they 

are supposed to be closed or vice-versa. 
iv) Making entries at wrong places. 
v) Even by placing a decimal at the wrong place 
vi) Misfiling of important documents. 
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The above few examples demonstrate that the acts of passive sabotage 

are as limitless as man’s imaginations.  However, the intention of the person is 
very difficult to prove or the act done by a particular person, to be traced.  But, if 
similar acts are repeated by the same person, he can be suspected to be 
saboteur. 
  

The most common methods used in order of priority to commit the act of 
sabotage are as under:- 

(a) BY MECHANICAL MEANS 
(b) BY USE OF FIRE 
(c) BY MEANS OF EXPLOSIVES 

 
Sabotage by Mechanical Means: This type of sabotage interferes with the 
proper operation of machinery resulting in manufacture of inferior products.  
Moreover, this can be carried out without any special knowledge or training since 
the means of committing it are often common objects and the substance required 
are found near the place where the act is to be committed.  The common means 
employed are:- 

(a) Breakage  
(b) Abrasives 
(c) Contamination 
(d) Substitution 
(e) Act of omission 

  
Breakage is usually directed against critical parts of the machinery which 

are difficult to replace and hence result in stoppage of production.  Other 
expensive and delicate parts of the apparatus and special tools may be affected 
by breakages too.  In general, breakages are usually directed towards the moving 
parts of the machinery of motors.  A simple act of dropping of a tool into the 
moving part of machine will cause breakage and stoppage of production. 
 

Abrasive is used by adding of abrasives such as sand, emery powder, 
powdered glass or other foreign materials in the fuel or lubricants direct into the 
moving parts of the machinery causing over wear, damages, breakdown and 
replacement of critical parts. 
  

Contamination is achieved by contamination of fuel, lubricants and 
chemicals used in the production process.  A simple act of adding sugar granules 
in the petrol tank of a machine will render it unfit for use for a considerable period 
of time. 
  

Substitution is done by substituting faulty materials or erroneous 
information of items such as raw materials, processing calculation, measuring 
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tapes and other gauges. The substitution can be done at any point in the line of 
production process right from the raw materials to the final product.  In this type 
of sabotage, it is most difficult to trace the person who performed the act.  Even 
when traced the person can claim that he made a normal mistake. 
  

An act of omission is a failure to do something, which one is duty bound to 
do.  By failing to perform his duty a worker can sabotage machinery or a process 
as effectively as if he performed a deliberate act of sabotage.  By even omitting a 
vital step in production process, even neglecting to turn a valve at the proper 
time, a worker can effectively sabotage machinery or products.  Though the 
failure can be traced to a certain person but criminal intent is very difficult to 
prove in such cases where harm has already been done. 
  

However, constant vigilance, alert, supervision and effective inspection by 
all concerned are the most effective steps to check the commission of 
mechanical sabotage in the undertaking. 
 
Sabotage by Fire: This type of sabotage is one of the most common and 
effective means employed by a saboteur because most of the material will burn.  
If fire is started when the Plant is closed for the day or during night hours when 
there is no night shift, it may completely destroy the Plant as well as the evidence 
of the cause of fire.  The necessary materials required for this type of sabotage 
are easily available. Moreover, possession of such materials in a moderate 
quantity does not arouse any suspicion.  By making use of delayed action 
devices, a saboteur can gain sufficient time to establish a plea that he was at 
some other place at the time of occurrence.  Moreover, at times it is possible to 
set fire in such a manner that it will appear to have been caused by natural 
means. 
  

A saboteur who commits sabotage by fire will frequently tamper with the 
fire protective devices to delay the attempts to fight fire.  This is achieved by 
damaging fire hoses, water valves, fire extinguishers, alarm systems.   The 
telephone lines may also be disrupted to prevent demands for any extra help 
from outside.  Moreover, any inflammable material may also be used to initiate 
fire this purpose being to bring all surrounding material to the ignition point so that 
it may continue to enlarge the fire until everything is burnt to ashes. 
 
Sabotage by means of Explosive: This type of sabotage is one of the most 
difficult ones since it involves taking of explosive to the target.  It is also 
experienced that a maximum of one kilogram of explosive can be concealed on a 
person.  Therefore, a saboteur may use any ingenious method to accomplish his 
mission.  Certain explosives can be molded to look like items of everyday use 
and can be carried to the target in the shape of thermos flask, a tiffin box, a book, 
a pen or in the form of a tool etc.  However, it involves a lot of risk.  Explosives 
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may be preferred if the other methods of committing sabotage have failed, since 
explosives can destroy a target completely which cannot be destroyed by any 
other means. Explosives may be used to create fear, panic and confusion in the 
minds of the people so that workers may absent themselves from the work at the 
Plant.  Moreover, explosives can be, used in such a manner that the cause of 
accident be determined due to complete destruction of the target.  A small 
quantity of explosive may destroy a big vital installation in a very short time. 

 
4.6.6 Preventive Measures 

 
Sabotage is an insider job and it requires the assistance of someone 

inside the Plant.  Therefore, the basic principle in protective measures should be 
to LIMIT the entry and continued presence of saboteurs or his helpers.  This task 
can be achieved by affecting the following preventive measures: 

(a) By establishing a counter Intelligence cell in an undertaking where risk 
of industrial sabotage appears to be real and substantial.  

(b) By maintaining strict perimeter and impartial checking of passes of all 
persons and vehicles entering or leaving the plant premises. 

(c) By having tight security in critical and vulnerable areas of the Plant.  A 
special care of the explosives, inflammables and paint dumps be 
arranged.  Moreover, entry to restricted areas to be reduced to the 
minimum. 

(d) By encouraging employees to report the suspicious activities of their 
fellow workers to security staff directly.  The security staff should open 
a file on all activities of the suspects and keep strict surveillance on 
them. 

(e) By enforcing strict instructions on handling of classified documents by 
the authorised persons as per the rules and regulations on the subject.  
And also putting restrictions on reproduction and destruction of 
classified documents. 

(f) By careful investigation of all types of incidents which may be a serious 
nature and even if these acts or incidents which may be part of a chain 
of incidents or acts of passive sabotage these inquiries will reveal the 
identity of personnel involved and their motives.  It may also restrict the 
repetition or continuation of these acts. 

(g) By taking firm and quick action against those found guilty or acts of 
sabotage. 

(h) By careful selection and recruitment of new entrants into the 
Undertaking.  Their bio-data would be verified and also Police 
verification be carried out prior to their employment.  A thorough 
background investigation of all persons canteen boys, porters etc., be 
carried out as they are in a position to gather information to which they 
are not entitled. 
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(i) By avoiding labour turnover as far as possible since every person 
leaving the Plant carries with him some knowledge of its layout and 
operations.  This is very valuable information for a saboteur who takes 
up employment just to gain such information.  Therefore, it shall be 
worthwhile to preserve the record of each and every person who quits 
or is discharged or leaves the Undertaking for any reason so that his 
whereabouts may be traced out whenever needed for any future 
enquiry. 

(j) By regularly checking the pulse of employees’ morale and to correct 
any deficiency immediately. 

(k) By thoroughly investigating reasons of particular employees periodical 
or continued absenteeism.  An employee may give false reasons for 
being absent from his work in order to make contact with enemy agents 
and saboteurs. In case suspicion, secret inquiries should be carried out 
by the security staff. 

(l) By enforcing change of safe combinations at odd intervals with an 
element of surprise.  Specially all the safes and locks should be turned 
in on transfer or discharge of personnel holding charge of a safe and 
locks in question.  All combinations must be changed inter-
departmentally as early as possible. 

(m)By ensuring that smoking rules are rigorously followed.  At places 
where smoking is permitted, it is recommended it should be strictly 
forbidden during the last half an hour of work so that cigarette butts 
cannot act as a delayed action fuse. 

 
4.6.7 Plan to minimise Sabotage Damage 

 
Plan should be made which covers the action to be taken to prevent or 

minimize destruction of property and life, where a sabotage attempt has occurred 
or an attempt at sabotage is suspected.  These measures include the following: 

(a) Clearing the building or danger area of personnel. 
(b) Posting of guards outside the danger area. 
(c) Obtain the services of a competent explosive expert. 
(d) Obtain portable X-Ray equipment, if necessary, by technical experts 

for detection of suspected explosive in a package or in containers. 
(e) Obtain mattresses to be used as protection from flying fragments. 
(f) Ensure that sufficient firefighting equipments are available. 
(g) Remove all inflammable materials from surrounding areas. 
(h) Shut-off the power, gas fuel lines leading to the area and building. 
(i) Avoid any article, connected with the bomb, which may not act as a 

trigger mechanism, 
(j) Arrange for medical aid for injured, if any. 
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4.7 ESPIONAGE 
 
The word ESPIONAGE has been derived from a French word ‘ESPIER’

 which means to see or discover something intended to be hidden.  
Therefore, this work is not confined to visual spying but extends to discovery by 
any means. Although seeing is believing in Espionage, however, an espionage 
agent or spy may use any of his human senses to get the information required.  
He may hear a conversation or may imagine the things through the lips 
movements and facial expression or through the taste or smell which will yield the 
relevant knowledge.  All the technical aids used in the Espionage are extensions 
of long range camera, the Reccee plane, binoculars are the visual aids which 
increase the range of the eye.  On the other hand, the microphone of a tape 
recorded, transmitting devices increase the range of the ear.  In short, espionage 
is collection of industrial information which would be of economic or political 
advantage. 
  

Or in other words, Espionage means spying or obtaining of valuable and 
secret information or stealing of state secrets by covert or clandestine methods. 
Espionage may be set up for: 

(a) Personal profit 
(b) Strengthen the National/Foreign Policy 
(c) Increasing War or Defence Potential 
(d) Subversive, Political purposes 

  
The 2nd and 3rd may be the deliberate motive of industrial espionage or the 

by-product of the first.    Espionage against a foreign competitor is carried out 
purely with the profit motive and in addition strengthens a country’s war potential.  
The 4th one is more sinister than the others because its motive is political.  An 
espionage agent in a vital undertaking mingles with the labour force to detect 
their major grievances and these could be used by subversive political party in 
order to increase its influence on the Trade Unions to achieve its aim.  It is very 
clear that there are very close links between the four main types of Industry 
espionage and often it will be very difficult to distinguish one from the other. 
 
4.7.1 Types of Information Sought 
  

In each country there are espionage agents whose job is to spy.  The 
types of information sought by these agents may related to a variety of subjects.  
Some of them relating to industries may be: 

(a) Watching the Industries producing war supplies.  
(b) R&D activities related to strategic aspects. 
(c) Test reports of newly developed equipment/ items. 
(d) Capacity for production, rate of production, type of product 

manufactured and orders for supply in hand. 
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(e) Details of production process. 
(f) Sources of raw materials. 
(g) Security measures enforced to prevent sabotage. 
(h) Critical points and possible methods of sabotage. 
(i) Names of disgruntled employees and other non-employees who could 

be effectively used for subversive activities. 
 
4.7.2 Espionage Agents 

 
Industrial Espionage may be carried out by the following. 
(a) A disgruntled employee or ex-employee who may spontaneously 

decide to sell his employers’ secrets for money and perhaps for 
revenge. 

(b) A professional organisation operating for profit may be employed to 
obtain secret information 

(c) A firm / industry desiring a competitor’s secret may try to obtain 
them itself using covert or clandestine methods. 

(d) State espionage agencies may carry out industrial espionage for 
defence or political purposes and may acquire information which will be 
of use to the national industry. 

(e) A subversive political party may carry out espionage against the 
workers for furtherance of its own political end. 

  
Generally, a major consideration taken into account by an espionage 

agent in espionage activity is that the victim should not be able to discover as 
long as possible that his information has been stolen.  Obviously, if the loss is 
discovered quickly, necessary counter measures can be taken to prevent the 
leakage.  Apart from this, early discovery entails the risk that plans can be 
changed.  It would, therefore, be the primary aim of an espionage agent to leave 
no trace of his activity.  For this reason photography is the favourite espionage 
method of obtaining documented information or during the transmission of 
documents from one point to another.  The access to documents may be gained 
by stealing them or by illegal entry at night or at other times when the premises 
are un-occupied or from an employee who has legal access to such documents 
or by planting someone in an Undertaking for the specific purpose of stealing the 
information.  More copies of the documents can be prepared than the number 
required and the same may be pilfered too. 
 
4.7.3 Methods Employed 
  

The persons used for espionage work are quite ingenious.  Therefore, they 
may use any means available for acquiring the required information.  The 
common means employed are given as under: 
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(a) Gaining admission into the Plant premises as or in the disguise of an 
employee, a vendor, a visitor, a businessman, a representative, a 
contractor labourer or a menial worker. 

(b) Picking up information at social gatherings, restaurants and Bar etc. 
(c) Obtaining information from employees by encouraging them to talk or 

under threat or black-mail. 
(d) Picking up information from careless talk amongst employees. 
(e) Stealing records, drawings, blue-prints etc., or by reproduction of the 

same with cameras or other methods. 
(f) Observing production operations/processes. 
(g) Securing information from waste papers, used Carbon papers and 

other discarded records. 
(h) Extracting information from employees’ relatives or close friends 

skillfully or by playing on emotions. 
  

Espionage agents are always constantly engaged in assessment of 
vulnerable targets and other weak points of the Undertaking.  In an Undertaking, 
physical security may be excellent, control of documents may be good and even 
very strict   checking at the gates – enforced EVEN THEN if an espionage agent 
can develop a source of information from employee who will furnish him the 
required information from the Plant, he will, at one stroke, nullify all your proactive 
measures used to counter-act espionage activities.  Though the management is 
itself responsible for security of classified documents and other important 
information of value pertaining to the Undertaking, but at the same time, it is the 
duty of the Security Officer to assist the Management in its efforts by suggesting 
adequate preventive measures to be adopted from time to time. 
 
4.7.4 Preventive Measures 
 

In order to counter-act espionage activities in an Undertaking, the Security 
staff must have effective machinery, that is, a small counter espionage 
intelligence cell established in each Undertaking.  This task may be assigned to 
the Intelligence staff of the Unit by increasing the strength as considered 
necessary.  Moreover, espionage may be rendered in-effective, or can be made 
more difficult by application of the following protective measures. 

(a) By strict and thorough checking of personnel particularly before 
employment. 

(b) By preventing unauthorised entry. 
(c) By screening of visitors. 
(d) By vetting of our employees with a view to find out a Black Sheep 

amongst them. 
(e) By proper guarding of classified documents and the sensitive areas of 

the Undertaking. 
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(f) By putting restrictions on the movements of various personnel in the 
factory. 

(g) By educating employees in security of information & security of 
documents and other secret matters. 

(h) By keeping strict vigilance on the employees dealing with secret 
documents/information. 

(i) By having personnel working on classified information/documents in 
the areas where absolute security can be maintained.  It can be done 
by separating them from persons under less surveillance. 

(j) By issuing of key of absolute security areas or other restricted areas to 
ONLY authorised persons. 

(k) By changing the SAFE combinations among the various departments 
of undertaking frequently. 

(l) By having strict control on the number of copies of correspondence 
containing information of value so that no extra copy is made and 
delivered out-side. 

(m)By not permitting any document of value or containing secret and 
important information to go out without the orders of the Head of the 
Undertaking. 

(n) By having controlled shredding and burning of used carbon papers, 
waste papers and discarded records etc. 

(o) By providing good training to security staff and having good liaison with 
the vigilance cell. 

(p) Apart from the above it shall be the prime duty of the Security Officer to 
imbibe “SECURITY CULTURE” among all employees and his own 
security staff and he should do it sincerely, since it is of paramount 
importance.   

 
A WORD OF CAUTION: Please remember, ladies and children are the best 
sources in acquiring information and spreading it.  Therefore, be careful in 
dealing with ladies working in the undertaking if dealing with secret and important 
information and also keep a strict surveillance on them.  The same goes in 
dealing with children while permitting them inside the factory premises. 
 
4.8 SECURITY PROCEDURES 
 
4.8.1 Declaration and Notification for Different Security Layers 
  

Keeping in view of the high sensitivity from security angel of units/ facilities 
under Department of Atomic Energy (DAE) requires special consideration for 
various security architecture including declaration of “No Fly Zone” and “No 
Fishing Zone” which gives additional powers to the security organisation and 
entrusted with duties to secure these units / facilities. 
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4.8.1.1 Procedure for Declaration of DAE Units as ‘Prohibited Area’ 
‘Prohibited Place’  
 

Prohibited Area 
  

Under Section 3(d) of the Atomic Energy Act, 1962, the Central 
government has the power to declare as “Prohibited Area”, any area or premises 
where work including research, design or development is carried or  in respect of 
production, treatment, use, application or disposal of Atomic Energy or of any 
prescribed substance.  Under Section 19 of the Act the Central Government may 
by order prohibit (a) entry of any person without obtaining permission into a 
“Prohibited Area” and (b) taking by any persons, without permission, of any 
photograph, sketch, pictures, drawing, map or other document from a 
“Prohibited Area” and any permission if given, to do same, may be subject to 
stipulations which the Central Government may consider necessary. 
  

For the declaration of area as “Prohibited Area” under the provision of 
Act the concerned DAE unit needs to furnish following information/ documents to 
External Relation (ER) Section of the DAE.  Two copies of blue prints or 
computerised drawings of the area indicating in red colour the area to be 
declared as “Prohibited Area” are required. 
  

The boundaries are required to be indicated with reference to Revenue 
Records and the Records of Rights kept by the Revenue Authorities under the 
land Revenue Code/ respective land law of the State.  A copy of set of 
documents indicating the ownership of the land should also be furnished. 
  

It is to be indicated on the map whether the proposed area is presently 
fenced on all sides or whether there is any compound wall encircling the 
proposed “Prohibited Area” having necessary arrangements for the enforcement 
of restrictions on the entry and exit of persons and materials.  
  

On receipt of above information/ documents from the concerned DAE 
units/facility, ER Section, DAE shall prepare a draft notification and forward it to 
Ministry of Law and Justice (Department of Legal Affairs) for vetting.  After vetting 
of notification by ministry of Law & Justice a proposal is sent to Prime Minister as 
minister-in-charge, for approval and issue of notification.  On receipt of approval 
from the Prime Minister, Department issues Notification indicating the name of 
“Prohibited Area” together with boundary & other designation of the officer or 
authority who can exercise the power conferred by Section 19 of the Atomic 
Energy Act, 1962. 
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Prohibited Place 
 

On issue of notification for “Prohibited Area” by the Department under the 
provision of Atomic Energy Act, 1962, Centralized Security Section(CSS), DAE 
approaches the concerned State Government for declaration of the designated 
area as ‘Prohibited Place” under the provisions of Section 2(8)(c)&(d) of Official 
Secrets Act, 1923 (Central Act xix of 1923).  The concerned unit/facility thereafter 
needs to follow up the issue with the State authorities by furnishing requisite 
information/documents in the matter.  On vetting of the proposal and documents 
submitted by the unit/facility, the concerned State Governments issue 
notifications for declaration of designated area of the unit/facility as “Prohibited 
Place” indicating the name of the installation, area with description and 
particulars of boundary. 

 
4.8.1.2 Procedure for Declaration of ‘No Fishing Zone’ for DAE Units/ 

Facilities abutting Water Bodies 
 
On issue of notification for “Prohibited Area and Place”, the concerned 

unit/facility of DAE should approach Centralised Security Section (CSS), DAE for 
getting declared ‘No Fishing Zone’ adjoining water body of their facility.  CSS, 
DAE will approach concerned State Government for declaration of the designated 
areas as ‘No Fishing Zone’.  The concerned unit/facility thereafter need to follow 
up the issue with the concerned State authorities by furnishing requisite 
information/ documents in the matter.  On vetting of the proposal and documents 
submitted by the unit/ facility the concerned State Government issue Gazette 
notifications for declaration of ‘No Fishing Zone’ in a specific water body adjoining 
the unit/facility. 
 
4.8.1.3 Declaration of ‘No Flying Zone’ for DAE installations 

 
For the declaration of area as “No Flying Zone”, the concerned DAE unit 

needs to furnish relevant information/documents to DAE with all details. 
 

4.8.1.4 Development of Private Land in the Close Vicinity of DAE Units/ 
Facilities 

 
Considering the sensitivity of the DAE installations, for new/ upcoming 

projects, the concerned unit/ facility should take with concerned Municipal/State 
authorities for declaration of certain areas close to outer perimeter of the projects 
as “No Development Zone”. Existing facilities should consider having no 
development zone within the unit/facility close to the perimeter boundary. 
 
 This would ensure that Private land in the close vicinity of non nuclear 
installation do not develop for private residences and commercial use in the close 
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vicinity of non nuclear installation because in absence of any statutory or legal 
provision, it is not feasible to restrict such developments once it comes up in the 
close vicinity of non-nuclear installations. 
 
4.8.2 Physical Security Survey 
  

A physical security survey is an essential step in the planning and 
establishment of PPS.  It is a complete reconnaissance, study and analysis of a 
facilities/ plant property/ transported material/ route of transport and operations, 
which takes note of any and all physical security hazards and deficiencies.  
Ideally, the first physical security survey in respect of an establishment or 
installation/transportation should be conducted as soon as its location/ route is 
planned.  The Unit Head/facility should include a security expert, that is to say, a 
knowledgeable senior security officer who should be associated with the 
layout/route planning and designing of building and other structures from the 
beginning along with the architect.  Such initial inputs by a security expert can 
save large amounts of money later and to be sure, permanently prevent some 
nagging security issues altogether.  When this is done, the security expert should 
keep the following guidelines in mind: 

(a) The layout/route for transportation should be such that it keeps 
traffic flowing away from high risk areas and the high risk areas are in turn 
separate from the public, heavy-use areas.  In designing the locations of 
the high risk vital areas/routes for transportation of high risk materials, the 
objectives to be satisfied are: 

i) Security from unauthorised removal and vandalism. 
ii) Security from physical damage including an armed attack. 
iii) Accessibility for legitimate use. 
iv) Accessibility in case of an emergency. 

  
This would suggest a central location/ transportation route, not in 

the public eye but close to work places of the appropriate personnel at the 
same time away from congested areas and heavy traffic, that is, away 
from cafeterias, common toilets, administrative offices, arterial roads, etc.  
These locations/ transportation routes should be as inconspicuous as 
possible to outsiders. 

 
(a) The number of entrances for Unit/ facility should be kept to the 

minimum.  The fewer entrances, the less the control needed.  For fire 
safety, crash barriers and alarms at the exits may be provided so that 
people can leave rapidly in an emergency.  However, the number of 
ways they can come in should be severely restricted. 

(b) The vehicle parking areas should be kept separate from stores, 
warehouses and loading points or platforms and preferably outside 
main plant boundary. 
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(c) Employees’ vehicle parking area should be segregated from the 
visitors’ vehicle parking are. 

(d) The passageway from the parking lot to the buildings should be open 
and so designed to make the users visible from a distance. 

(e) The distress alarm controls should be given top security and hence 
must be placed where they are not readily discoverable. 

(f) The designing of the power sources should be such that they can be 
effectively protected from sabotage. 

(g) The utility entrances, vents, drains, etc. should be small enough not to 
permit easy entry to a housebreaker. 

(h) The location of reception room should be such that the visitors must 
pass through it as they arrive and leave the unit/facility. 

(i) The stairs and elevators should be close to the reception areas so that 
access to some upper floors could be restricted or totally blocked after 
working hours. 

(j) Storage facilities and warehouses should be located away from heavy 
traffic areas. 

(k) Clear zones should be planned around buildings and fences to prevent 
concealment of people or material. 

(l) Unit/facility should be provided for blocking or locking off areas and 
spaces that are in excess or not in use. 
 

4.8.2.1 Types of Surveys 
  

Apart from the planning stage survey which must be conducted before 
actually establishing a unit/facility, there are four other kinds of survey.  
These are explained as follows: 

(a) Initial Survey: An initial survey is the first survey of a unit/facility made 
by a responsible surveying team immediately before or soon after the 
facility becomes operational. 

(b) Supplemental survey: A supplemental survey is made when there is 
a change in a facility’s organization, mission and change in security 
scenario or physical aspects which affects its physical security. 

(c) Follow-up survey: A follow-up survey is intended to check and make 
sure that the recommendations made in the earlier survey report have 
been carried out. 

(d) Special survey: A special survey is conducted as and when the need 
is felt. 

 
4.8.2.2 Procedure for Physical Security Survey 
  

The Secretary, DAE alone is competent to order a planning stage survey 
which would mean associating senior security personnel right at the planning 
stage.  All other forms of survey may be initiated by the IG (Security), DAE either 
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on his own initiative or on the recommendation of the head of the unit/ facility 
regarding which the survey is to be made.  Unless ordered earlier, he should see 
that in each unit/facility a supplemental survey is carried out as and when 
required.  This will guarantee that even minor changes not necessitating a special 
survey are taken note of and the physical security plan updated accordingly. 

 
4.8.2.2.1 The following issues need to be addressed during the Physical 

Security Survey: 
 
(a) A survey shall always be conducted by a team comprising an officer 

from the security group not below the grade of Chief Security Officer, 
Head of security of the facility to be surveyed and a technical officer 
who is thoroughly familiar with the latest developments in the field of 
security gadgets and devices.  If need be, especially when conducting 
an initial survey, a responsible and experienced officer from the 
administration division may be co-opted as a member of the surveying 
team.  Similarly, while making the initial survey in respect of a new unit 
/ facility where physical security is yet to be organised or in any other 
case, if the head of security unit’s post is vacant or the incumbent is too 
junior or inexperienced, the IG(Security), DAE may nominate another 
officer of the grade of a Deputy Chief Security Officer as a member of 
the team.  The Chief Security Officer shall be the leader of the team. 

(b) The surveying team members must be carefully selected since their 
findings and recommendations have important implications for the 
security scheme to be approved.  They must be well trained in security 
techniques and should understand that the security problem is 
determined by the nature of operational activities carried out at the 
facility, the economic and political situation of the area, the potential 
dangers to security of the unit/facility and the logistical support 
available.  They should also clearly understand that the security 
requirements vary from facility to facility. In other words, prescriptions 
that are good for a unit/ facility may not be as good for another 
unit/facility of similar nature if located elsewhere. 

(c) Once a security survey of a unit/facility has been ordered by a 
competent authority and a survey team formed, the team members 
should take the following preparatory steps to obtain an adequate and 
practical estimate of the security situation at the facility to be inspected. 
i) A date for conducting inspection of the premises should be fixed by 

the team leader in consultation with other members of the team and 
the appropriate personnel of the unit/facility to be inspected. The 
date normally should not be later than two weeks of the 
appointment of the team otherwise the sense of urgency is lost. 

ii) Team members should fully apprise themselves of the reasons for 
the survey and the type of survey they are required to conduct. 
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iii) They should make themselves familiar with the mission and history 
of the unit/facility or the various ways in which the unit/facility is 
being used or intended to be used or it is a new installation.  In 
case, it is an ongoing unit/facility they must ascertain if any changes 
in the mission or the use of the unit/facility have taken place since 
the previous survey was made. 

iv) They should study the reports of previous surveys, if any, in order to 
obtain background information, and find out the action taken on the 
recommendations made therein especially in respect of the 
deficiencies pointed out.  As a part of the same exercise, they 
should obtain blue prints pertaining to the layout and structures of 
the unit/facility and study them carefully to note vulnerabilities from 
security point of view. 

v) They should study the physical security scheme, security 
instructions and operating procedures that are in force in the facility. 

vi) They should by common consent prepare a check-list for use as a 
guide in making the survey. 

 
(d) A physical survey is made to obtain reliable up-to-date data about a 

unit/facility and its operations as well as the security measures that are 
in force and the manner of their enforcement.  Therefore, the survey 
should be conducted not only during working hours but at other times 
also more particularly at night.  It should be thorough enough to provide 
sufficient data for a true evaluation of existing hazards and the 
effectiveness of current security measures.  For this purpose, it would 
be permissible to divide duties among members according to their 
areas of expertise and the data collected and observations made by 
each member pooled together before recommendations are 
formulated. 

(e) Surveys of individual unit/facilities should include but not remain limited 
to: 
i) Adequacy of perimeter security and perimeter lighting and internal 

lighting. 
ii) Illicit or unauthorised use of any part of the facility site of premises 

including encroachment by outsiders.  This should include reliability 
of access and exit controls in respect of person, vehicle and 
material and suitability of pass and permit procedures. 

iii) Topographical peculiarities of the site and structural characteristics 
of the buildings housing the facility needing security consideration. 

iv) Locking devices and key control to include the adequacy of strong 
protective screening over windows, skylights and similar openings. 

v) The potential of unlawful entry into buildings containing sensitive 
material or information and the adequacy of intrusion detection 
systems along the perimeter as well as inside buildings. 
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vi) Procedures for receiving, holding and internally transferring 
sensitive nuclear material as also for receiving, stock control and 
storage procedures in respect of non-nuclear material. 

vii) Adequacy of security personnel as regards their numbers, 
deployment and effectiveness, especially the fidelity of enforcement 
of security procedures and orders. 

viii) Adequacy of internal control measures to assure honesty or to 
detect dishonesty and the standard of supervision in this regard. 

ix) Procedures for indoctrinating security personnel in the use of 
internal control procedures and for making them aware of the 
necessity for vigilance to prevent loss of property and to ensure 
security assets. 

x) Levels of training, discipline, morale and welfare of security 
personnel and the level of security awareness among non-security 
personnel and endeavors made to raise it. 

 
4.8.3 Target Identification 
  

During the physical security survey, it is necessary that targets are 
identified and level of protection will be decided for malevolent acts and 
consequences.  Targets are subject to danger, risk of harm or loss.  The targets 
could be as follows: 

(a) Theft targets: These could be Nuclear or other radioactive material. 
(b) Sabotage targets: These could be Nuclear or other radioactive 

material and other equipment, systems or devices needed to prevent 
unacceptable radiological consequences. 

(c) Other potential targets: Any other assets the facility chooses to 
protect. 

 
4.8.4 Access Control Procedures 

 
4.8.4.1 General aspect of Access Control 
  

To maintain efficient and effective security at unit/ facility, it is essential to 
establish a reliable access control system, in addition to the perimeter barriers, 
intrusion-detection devices and protective lighting.  A properly devised and 
meticulously maintained access control system along can achieve the required 
compartmentalisation, preclude unauthorised entry and facilitate authorized entry 
at personnel control points.  Access control procedures must also be established 
for entry through air and water body and it must be the same as followed at entry 
gates. 
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4.8.4.2 Overall Policy of Access Control 
 

The overall policy being to limit access to the Limited area, Protected area, 
Vital & Inner area and other more sensitive areas and installations within to the 
minimum number necessary, access control at all authorised entry points must 
be rigorously exercised.  Access lists, personal recognition, security identification 
cards/ badges, exchange procedures and personnel escorts are elements that 
contribute to the effectiveness of an identification and movement control system 
and therefore, must be incorporated in any access control system following 
graded approach that may be devised for enforcement in a facility. 
  

In order not to impede regular operations or engender employee hostility, 
the measures and procedures devised should be simple, easy to understand and 
workable otherwise more than anyone else, it is the employees who are likely to 
try and circumvent these restrictions out of sheer annoyance. 

 
4.8.4.3 Objectives of Access Control 
  

Properly organised and administered, an access control system provides a 
means not only of positively identifying those who have the right and need to 
enter or leave a designated area, but also of detecting and tracking unauthorised 
personnel who attempt to gain entry to areas where they have no legitimate 
reason to be. 
  

One more purpose of exercising access control is to prevent introduction 
of harmful devices and articles of sabotage and to prevent the misappropriation, 
pilferage or unauthorised removal of nuclear/radiological and other sensitive 
material and hardware and to avert compromise of recorded information. 
  

Following objectives should be met appropriately to make access control 
system (entry and exit) effective: 

(a) It cannot be bypassed. 
(b) Allows observation by security guards. 
(c) Protects guards. 
(d) Accommodate peak traffic load. 
(e) Performs personnel, vehicle and material control. 
(f) Blocks passage until personnel and material control are done. 
(g) It should be under constant surveillance. 
(h) Provision of secondary access control for those who cannot pass 

through automated access control. 
(i) Allows access to only authorised personnel, vehicle and material. 
(j) Does not allow access to unauthorised personnel, vehicle and material. 
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4.8.4.4 Means of Achieving Objectives 
  

These objectives are achieved by implementing personnel, vehicle & 
material access control systems. 

 
Measures for Personnel Access Control- 
(a) Determining who has a valid requirement to be in the area. 
(b) Limiting access to persons who have that valid requirement. 
(c) Establishing procedures for positive identification of persons within or 

with authorised access into designated areas. 
(d) Issuing special identification cards/ badges to personnel authorised 

access into restricted areas. 
(e) Using personnel access lists. 
(f) Using identification codes or Bio-metric systems and /or combination of 

for employees, nonemployees, contract workers including drivers and 
cleaners. 

  
Measures for Material Access Control Systems 
(a) Use of Door Frame & Hand-Held Metal Detectors and / or pat-down 

frisking. 
(b) Screening of personal belongings manually and or by using X-ray 

baggage scanner machine, Explosive vapour detector while entry and 
use of High sensitivity DFMD and SNM monitors and manual checking 
on exit. 

(c) Thorough checks on vehicle carrying material before they reach the 
first entry point. 

(d) Material should be accompanied by authorised person. 
 

Measures or Vehicle Access Control 
(a) Strict access control 
(b) Use of Under Vehicle Scanning System (UVSS)/ under vehicle mirror. 
(c) Registration of departmental &contractor’s vehicles. 
(d) Use of Explosive Detector/sniffer dog while entry. 
(e) Manual checking/ inspection of vehicle including documents. 
(f) Loading/unloading operations under supervision. 
(g) Parking of vehicles at designated place. 
(h) Checking of vehicles by surveillance camera placed above in the 

vehicle entry portal. 
 

4.8.5 Measures for Personnel Access Control the Identification or Pass 
system 
 
An identification system should be established at each unit/ facility to 

provide a means of identification of various categories of personnel who need to 
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have access to the unit/facility.  The system should provide for the use of security 
identification cards or badges to aid in the control and movement of personnel 
into, within and out of specified areas or activities.  The identification card should 
be designed as simply as possible and still provide adequate identification for 
controlling the movement of personnel.  An identification card should normally 
contain name of the unit/ facility & its address, holders’ name, designation, date 
of birth, personnel number and photograph of the cardholder, personal 
identification marks, serial number of the card and its date of expiry and also 
signatures of the card holder and the issuing authority.  It is advisable for security 
reasons for each unit/ facility to comply with standard identification card format or 
any other approved format by DAE as regards the design and appearance.  Also 
each unit/ facility should customize their own Holograms for ID cards as regards 
to the design and appearance for additional security features. 
 
4.8.5.1 Visitor Identification and Control (Excluding foreign visitor and 

OCI, PIO, NRI) 
  

All authorised visitors should be issued with a preferably coded (smart 
card for example) ‘VISITOR’  badge along with a paper based slip 
containing visitor & host details along with photograph of the visitor.  Visitor 
access badges usually contain no photograph or name but clearly establish the 
bearer as an authorised visitor to the department/ organisation.  Badges may also 
be issued to visitors indicating that the person has been granted a temporary 
authorisation to access a specific area.  This is usually indicated through the use 
of such features as colour code, letters and numbers on the badge.  Visitor 
access badges should contain a number unique to the badge to help facilitate 
tracking and inventory verification.  All visitors should be escorted to and within a 
facility’s highly sensitive areas.  Visitors’ access badges must be returned to the 
issuing office along with visitors slip duly signed and timed by the host at the end 
of days work.  A record of issue should be established to identify the cardholder, 
the organisation represented, the purpose of the visit and the person being 
visited. 
 
 For security purposes, the term ‘VISITOR’ should be made broad based 
and should, therefore, mean any person-including facility personnel not listed on 
the permanent access list for the area being visited. 
  

Physical security precaution against pilferage and sabotage requires 
screening, identification and control of visitors.  Visitors to a nuclear facility can 
be placed generally in the following categories:  

(a) Persons with whom the facility must have dealings in the conduct of its 
operations i.e. fulfillment of its mission.  These would include, 
candidates for employment, casual employees, contractors and their 
employees, representatives of suppliers, officers of local bodies like 
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municipalities etc., officers of state and central governments, 
consultants both Indian and foreign, service industry representatives 
and representatives of customer organisations like electricity boards 
etc. 

(b) Individual or groups who visit the unit/facility for a purpose not essential 
to or necessarily in furtherance of operations of the unit/ facility.  Such 
visits might be by VIPs and other dignitaries both Indian and foreign, 
experts and others attending seminars/ symposia/ workshops/ briefing 
sessions, members of business, educational, technical or scientific 
organisations and individuals and groups desiring to further their 
particular interests. 

(c) Guided tour visits to selected portions of the unit/ facility in the interest 
of public relations or as a special consideration to friends and relatives 
of permanent employees. 

(d) Private visitors to meet employees working the unit/ facility.  These 
would include relatives, friends and former associates who wish to 
meet the employee concerned on a one-to-one basis. 

 
4.8.5.1.1 Conditions to be Fulfilled 
  

Since the provision for identification by card/ badge at a unit/ facility is by 
definition a part of the physical security plan, it should be compatible with other 
measures and, inter alia, meet with the requirements enumerated below: 

 
4.8.5.1.2 Categorisation of ID Cards/ Badges- Related Restrictions 
 Description of the various identification cards and badges to be brought in 
use should be precisely given and the authorisation accorded and limitations 
placed by each category of cards/ badges upon the holder clearly spelled out.  
While doing so, the following governing factors should be borne in mine: 

(a) For achieving in-depth security, the total area under the control of the unit/ 
facility i.e. the controlled area, is further divided into two segments, 
namely, the prohibited area and other area.  The former encompasses 
various installations, offices etc. The latter denotes such areas as are 
covered by employee residential complexes or townships, hospitals, 
recreational and shopping facilities and depending upon their location, 
guest houses, hostels, etc. 

The prohibited area has within it the limited access area, protected 
area, vital & or inner areas.  It is the access to the prohibited area that is 
sought to be controlled meticulously, the access to the other area being 
generally only unobtrusive.  Graded approach is to be followed for access 
into limited access area, protected area, and vital & inner area i.e. from 
less sensitive area to more sensitive area.  While number of access points 
to the prohibited area is to be kept to the minimum necessary and 
effectively controlled through tamper-resistant identification cards, access 
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to the more sensitive areas is to be further limited to persons whose 
trustworthiness has been pre-determined, if they are permitted to visit 
regularly such as employees posted to work in those places and to 
persons who have legitimate business to be there and who have been 
specifically authorised to be there for the time being as well as to persons 
in their escort. 

It is therefore, that all persons who are allowed access to the 
prohibited area do not automatically get authorisation to enter into more 
sensitive areas.  Hence, it is imperative that the accessibility that an 
identification card/ badge allows to the cardholder is also indicated on the 
card itself for the benefit of the security personnel and also of the 
operating personnel who too are expected to be vigilant in this regard.  
However, specifying permission to enter specific areas of higher restriction 
within the unit/facility on the card itself by particular symbols, colours, 
numbers, etc.  is not very reliable hence trustworthy arrangement as 
identification cards always remain in possession of the employees and 
hence give the opportunity for surreptitious alteration or duplication, 
whatever may be the claim of the manufacturers.   

(b) Because of this reason it is advisable to adapt anyone or more of the 
following procedures of authorising entry into the sensitive area made 
further stringent for entry into more sensitive area following graded 
approach. 
The most commonly used access-control identification methods in DAE for 
sensitive areas are the single-card or badge system, the single card or 
badge exchange system, the multiple-card or badge system and biometric 
recognition system. 

i) Single-Card/ Badge System: This system reflects permission to 
enter specific areas by the badge depicting specific letters, numbers, or 
particular colors.  This system is recommended for less sensitive 
areas. 
ii) Single Card/ badge exchange System: In this system, two cards 
containing identical photographs of the employee but having different 
layout and / or background colours are used.  One type which remains 
with the employee is presented at the entrance of the sensitive area.  
The second card is identical in every respect except for additional 
symbols or colours or layout which grants further admittance. The 
photographs being identical copies, they make comparison easy for the 
security personnel.  At the time of departure the cards are again 
exchanged.  The second card is always kept in the security area to 
which access is permitted and does not leave the area.  As a measure 
of precaution the identification card rack or container at the control 
points for the exchange system should be so positioned that they are 
accessible only to security personnel doing entrance guard duty. 
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iii) Multiple-Card/ Badge System: This card exchange system can be 
further enlarged to cover two or more sensitive/ vital areas or 
installations.  In the modified system, exchange is made at the 
entrance of each such high security area.  Exchange cards are kept at 
the entrance of each area for only those individuals who have the 
necessary authorisation. 
It is to be noted that when it is not possible to provide Smart RFID 
cards or adopt bio-recognition system owing to constraints of time or 
money especially when numbers are large, the above system can be 
employed appropriately with advantage. 
As a practicable adaptation of the Smart RFID card system and the 
card exchange system, when enough number of Smart RF ID cards 
are not available for issue to all entitled employees, especially those 
who do not regularly work in a given area, or when it is considered 
inexpedient to do so; at the entrance of  a high security area or 
installation where Smart RFID card readers are installed, the entitled 
employees may be asked to exchange their regular identification cards 
for the Smart RFID cards in the same manner as they would their 
identical cards.  This system is quite useful for controlling access of 
employees who do not normally work in the area or installation but are 
required to officially work in the area or installation but are required to 
officially visit it periodically.  Whenever, they seek admittance they 
should be asked to deposit their regular identification card as well as 
authorisation slip issued by the designated authority.  This system can 
be employed for visitors as well. 
iv) Biometric Recognition System: For regular employees entitled 
access to the more sensitive areas, biometric recognition system is the 
most effective system.  A biometric system identified individuals by 
their unique traits.  The most common type of biometric recognition 
system reads the fingerprints of employees.  Thousands of finger prints 
patterns can be stored in the system computer to which additions and 
deletions can be readily made as and when required.  Other systems 
use hand geometry, palm blood vessel patterns, voice-verification, face 
recognition, eye-iris and retinal scans. The most secure biometric 
recognition system reads two or more indicators is recommended to be 
introduced for more sensitive units/ facilities of DAE. 

(c) As a measure of further precaution, a properly authenticated access list of 
all persons authorised to enter a particular sensitive area or installation 
should be kept with the security personnel at the entrance of that area or 
installation for positive identification. The list should normally be in two 
parts.  The first part should contain names and designations of all persons 
who are regular workers in that place. The second part should contain 
similar information about employees who are, as a permanent measure, 
allowed by the competent authority to enter that place for official work.  
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Each time a permanent addition or deletion is made, a new access list 
should be prepared and the old one destroyed. 

 
At a highly sensitive area or installation, a person whose name is not on 

the access list, no matter if he is an employee or visitor, must be escorted 
appropriately either by security personnel or an operational employee who 
regularly works there.  Likewise he must be escorted up to the exit when he 
leaves.  Under no circumstances should such a person be left unattended.  The 
escort and attendance procedure should be meticulously laid down and strictly 
enforced. 
 

As a matter of policy, security personnel posted at the entrances of 
sensitive or high security areas should not be frequently changed so that they 
start personally recognising the personnel who regularly work there.  The list 
comes handy in establishing such personal recognition.  This not only ensures 
that a gatecrasher cannot bluff his way through but also makes the system less 
irksome especially to senior officers. 

 
4.8.5.2 Identification Card Issuing Authority 
  

Every employee of the Department will be issued an identification card, 
Identification card (digital or non-digital) issuance, accountability & quality 
assurance should be administered from a central officer and that office should be 
of the head of the unit/ facility.  The issuing authority for the cards should be the 
head of the security or any other officer nominated by head of the unit/facility.  
This will ensure that there is no confusion or doubt in the minds of the security 
personnel whose primary duty is to check these cards, as to the authenticity of 
the cards they are perusing and that there is minimum of delay in the security 
personnel knowing of any change in the status of a card.  Name of the issuing 
authority so designated be sent to IG(S), DAE and all Head of the units/ facilities 
for information. 
  

A security ID card/badge system must be established for restricted areas 
with 30 or more employees per shift.  Head of the unit/facility may introduce a 
card/ badge system in restricted areas for even less than 30 employees per shift.  
However, DAE unit/facility having facilities at multi-locations should preferably 
establish their own ID card cell. 
  

All non digital identification cards/ badges issued to employees, 
contractors, visitors should be signed by the head of the security unit or any other 
officer(s) nominated by head of the unit/facility.  The issuing authority should 
ensure that the photograph on the identity card is authenticated by an office seal 
and / or signature of the issuing authority running across it.  The identification 
card issuing authority should maintain a file bearing record of all identification 
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cards issued.  The file should contain all the information recorded on each card 
issued and in addition such particulars as residential address and telephone 
number, the section in which he is working and so on.  A mechanism should be 
worked out whereby the card issuing authority will be notified without any loss of 
time about suspension, termination, transfer or retirement of a card holder.  As 
soon as this intimation is received, the issuing authority shall take expeditious 
steps to ensure that the card of the bearer is retrieved and destroyed and all 
check posts notified about it.  As far as possible the person concerned should not 
be allowed to leave the facility premises without surrendering the card to the 
security authority. 
  

Non digital card is not prudent approach as ID cards produced by above 
method are easily counterfeited or changed and generating new card can be both 
time consuming and labour intensive.  DAE units/facilities should preferably adopt 
digital identity card printing and issuance system.  Digital ID card printing & issue 
is a one step process in which text, graphics and pictures are physically printed 
on a card directly from a computer system without any user intervention.  These 
cards are usually of same size as a standard credit card and made of a plastic 
called Polyvinyl Chloride otherwise known as PVC. 
  

The identification card issuing authority shall also maintain accurate record 
of all blank cards as well as holograms received, cards issued and cards 
disposed of, that is, lost, mutilated, destroyed, etc.  This recorded should be by 
serial numbers.  This record should be periodically authenticated by the head of 
the unit/facility or any officer authorised by him and inventory verified preferably 
twice a year. 
Approved detailed procedures for management of ID Cards of all categories 
should be framed and included in the unit/ facility security procedure manual.  
Based on detailed procedures, SOP is to be drawn clearly indicating role and 
responsibility of officials and personnel. 

 
4.8.5.3 Misuse of Departmental Identity Card 
  

Identity Card issued to employees/ officials is the property of the 
Department and its bonafide purpose is to gain access in the unit/facility.  Head 
of units/facilities must ensure brining to the notice of all employees/ officials under 
their control not to resort to the making of duplicate Identity card by way of xerox 
or any other method. Head of unit/ facility must take such violation/ breach 
seriously by taking departmental action. 

 
4.8.5.4 Mechanism of identification at Entry/ Exit Points  
 

(a) ID Card check at the gate: The security personnel on guard duty at 
the entrance/ exit must check the identification card of an employee 
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every time he enters or leaves the area of his charge.  The security 
personnel must satisfy himself that the card presented to him is of the 
right kind that would entitle the bearer entry into the area concerned, 
that the photograph fixed on it has full resemblance with the bearer and 
that it is valid in all other respects.  In DAE units/ facilities, for positive 
verification, biometric reader terminals and / or photo pop-up monitors 
should be installed. 

(b) ID Card check on premises: In addition to checking the identification 
card at the time of entry/ exit, the security personnel should be 
authorised to ask an employee or any other personnel on the premises 
to show his/ her identification card for verification.  For this purpose, a 
hand-held reader with display can be used to verify the card holder’s 
details, if RFID cards are issued.  They should, however, exercise this 
authority very sparingly and only in genuine cases where reasonably 
grounds exist to suspect the bonafide of the presence of a person at a 
given location.  Any willful misuse of this authority should be 
discouraged. 

(c) Liability to be searched: It should be properly notified that all 
personnel entering or leaving the facility are liable to be searched and 
questioned by the security personnel on duty.  The object of this search 
is to ensure that no undesirable articles/ contraband material are being 
taken inside and no stores or documents pilfered out.  However, due 
courtesy and consideration should be shown while searching the 
person or personal belonging of an employee as well as while asking 
questions to him. 

(d) Failure to produce ID Card:No employee should be allowed access 
beyond the entrance gate without his producing a valid identity card.  
Anyone failing to bring his identity card may be issued one day entry 
permit valid for that day only after he is duly identified in person by 
another employee holding permanent identity card. Telephonic 
identification, even when made by his superior, should not be 
accepted.  The employee personally identifying the forgetful employee 
should be asked to sign in the register maintained for the purpose.  If a 
Security Officer on gate duty personally recognises the employee he 
may dispense with the requirement of another employee identifying the 
employee in question but he must then himself sign the register. 

 
Access on the basis of original I card of the particular employee 

should be immediately blocked at the unit/ facility and information 
should be shared with other units/ facilities to avoid misuse. 
i) Alternatively, unit facility may consider establishing system of 

issuing of ‘Temporary RF Smart Card’ duly programmed with the 
details of the employee data and validity for that day. 
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ii) production of an invalid identity card should be regarded as non-
production of identity card. 

(e) Method of displaying ID Card: It is imperative that every employee 
irrespective of their rank display their identification card in such a 
manner that is not only visible but is easily readable.  The card should 
be so displayed all the time from the moment the employee enters the 
unit/facility till such time he goes out from the exit gate.  It should 
normally be clipped to the chest pocket of the shirt/bush shirt/safari or 
the jacket if jacket is worn or to any other apparel worn outermost so 
that it is at chest level. It can also be hung round the neck with the help 
of a chain unit/ facility in charge should adequately publicise the 
instruction for display facility in charge should adequately publicise the 
instruction for display of ID card. 

(f) Procedure in Case of Loss or Damage to ID Card: A cardholder is 
expected to take utmost care of the identification card issued to him so 
that it is not lost, damaged or mutilated.  However, should such 
exigency arise, the cardholder should immediately intimate in writing to 
the head of security through his immediate superior and the Personnel 
Department giving reasons.  The damaged or mutilated card should 
accompany the letter of intimate.  In case of loss of card the cardholder 
should first lodge a complaint with the local police and enclosed a copy 
of the First Information Report (FIR) or Station Diary Entry (SDE), as 
the case may be, recorded by the police.  The physical security 
unit/facility shall issue a duplicate card on the cardholder presenting 
proof of having deposited the stipulated charges in the prescribed 
manner.  The identification card issuing officer should, however, satisfy 
himself by proper questioning negligence and there were no grounds 
for suspecting mischief.  In case he suspects foul play, though he may 
issue a duplicate card as a measure of expediency, he will pursue the 
enquiry until such time he comes to a definite conclusion.  A separate 
file should be maintained on employees who lose their identification 
cards and their future activities kept under unobtrusive watch.  Unit/ 
facility in-charge should adequately publicise the instruction for safe 
custody of ID card.  Unit/ facility in charge can also levy charges for 
issue of new identity card and frequent loss of identity card by the 
same person be viewed seriously by initiating disciplinary action. 

(g) Notifying Invalidated and Lost Identification Cards: The 
identification card issuing authority should promptly notify all security 
control points the moment an identification card is rendered invalid due 
to cancellation, lost, etc.  the check points should keep a black-list of 
such cards in which all the particulars normally found on list should be 
continually updated and frequently studied by the security personnel 
performing the checking duty.   Also the data tin the automated access 
control servers of such employee should be deleted/ modified 
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immediately on receipt of information at each related access/ entry 
control portals and also in the off-line (not connected to the server) 
card readers installed for door access control purpose.  Information 
related to loss of I card should be shared with all the facilities/ units. 

 
4.8.6 Identification and Control Procedures 
 

Procedures as well as arrangements for the identification and control of 
movements of visitors and for keeping unobtrusive surveillance over them should 
be properly worked out. 
  

While doing so the following guidelines should be borne in mind: 
 

(a) Candidates for employment, written test, interview, etc.: 
Candidates should be asked by the recruitment section of the 
personnel department to report with all the required papers at the main 
gate at the appointed time.  The Security Officer on gate duty shall 
verify the bonafides of their claims from the call letter bearing 
photograph of the candidate which each candidate should be asked to 
produce for inspection and the list of candidates supplied in advance to 
the Security Officer by the recruitment section.  All these candidates 
should be collected from the main gate after the verification is 
completed, by an official of the recruitment section and escorted inside 
to the appropriate place.  When they are done with the same official 
should escort them back to the main gate.  The gate duty Security 
Officer shall satisfy himself that all candidates who had entered the 
facility premises have indeed reported back and then allow them to 
depart.  While they are on the premises they should be kept under 
surveillance and not allowed to stay away or visit other places.  In the 
era of digitisation the recruitment section, who have called for 
interview, etc. of the candidates, shall prepare ‘Casual Entry Permit’ 
with photographs which will enhance their identification at the security 
access control point. 

(b) On appointment as an employee: When a candidate is selected for 
appointment and is issued an appointment letter, the recruitment 
section should simultaneously issue him an “Introduction Note” in the 
printed prescribed form under intimation to the security unit. The gate 
duty Security officer to whom the security unit will pass on the 
intimation should then allow the fresh appointee entry on the strength 
of this “Introduction Note” after satisfying about the latter’s identity.  
The recruitment section may additionally affix a tamper proof 
customised “Hologram” on the appointment letter to enhance the 
authenticity of the letter.  On the new employee reporting for duty the 
section to which they are posted should get the prescribed form for 
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issue of identification care filled up by him and promptly forwards it to 
the security unit, duly endorsed by the head of that section.  Pending 
completion of the formalities relating to the issuance of a permanent 
identification card the physical security unit shall issue him a 
Temporary Entry Permit (TEP), or a non-digital ID card, the validity of 
which shall ordinarily be one month.  The security unit should normally 
issue a regular identification card to the applicant within the stipulated 
one month period.  If for some valid reason this cannot be done, the 
validity of the TEP can be extended for a further period of one month. 

The above procedure shall also be followed in respect of newly 
transferred employees. 

(c) Casual employee: When a Division of the unit/ facility wishes to 
engage a daily rated causal worker for a very short period for a specific 
job, the individual concerned shall be issued an “Introduction Note” by 
the Division engaging him.  The latter shall also arrange for his positive 
identification by personal recognition before the gate duty Security 
Officer.  On the strength of the Introduction Note, Police Verification 
Certificate (PVC) and personal identification, the duty Security Officer 
should issue him a Security Pass valid for that day and keep the 
Introduction Note with him.  While leaving the facility on completion of 
the task, the individual shall surrender the security pass at the main 
gate wherefrom he had entered. 

In case he is not able to complete the task the same day, he shall 
obtain an endorsement to that effect on the security pass from the 
officer utilizing his services and present the pass at the gate.  The duty 
Security Officer shall keep the pass with him at the gate and return the 
original Introduction Note to the individual at the same time asking him 
to present it the next day to obtain a fresh security pass valid for that 
day.  The day he completes his task the officer utilizing his services 
shall make a clear entry to that effect on the security pass so that the 
gate Security Officer will not return the Introduction Note to him on his 
presenting the security pass at the gate.  As a measure of further 
precaution the official concerned shall also telephonically intimate the 
gate duty Security Officer in advance about the cessation of the 
engagement. 

When services of casual workers of the above type are required by 
a Division for more than a few days, the Division concerned should ask 
the individual to apply for a Temporary Entry Permit in the prescribed 
form.  The Division utilizing his services should forward it with due 
recommendation to the security unit.  The latter may on receipt of such 
application issue a Temporary Entry Permit after due process in the 
same manner as is issued to a fresh appointee. 

(d) Trainees, Apprentices and Officials on short Attachment: When 
such attachment is for less than a week, persons belonging to any of 
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these categories shall be issued Introduction Notes as above.  
However, if the attachment is for a longer period Temporary Entry 
Permit valid for the entire period of attachment will be issued and / or 
non-digital photo ID card for the period may be issued. 

In case of sensitive organisation a smart RFID card (TEP, with 
photo and other related information including biometric data should be 
incorporated) be issued. 

(e) Visitors on Official Business: Whenever a facility/ unit/ arranges a 
meeting inside the facility or invites or accedes to request for a visit to 
the facility to discuss official matters scientific, technical or 
administrative, it shall give prior intimation at least 24 hours in advance, 
to the security unit and send a request in the prescribed for duly 
endorsed by the head of facility/ unit for issuing Casual Entry Permits 
(CEP) to the visitors when they arrive at the main gate.  While handing 
out CEPs the gate duty Security Officer shall remind the visitors to 
return them at the gate at the time of departure. 

A visitor on legitimate official business who arrives at the gate 
without prior appointment shall be allowed entry only after the head of 
facility/ unit where the visitor wishes to transact official business, gives 
explicit clearance and the identity of the visitor is satisfactorily 
established, such visitor should invariably be escorted to his 
destination and back.  Organizations with large work force may 
consider an On-line application system for CEP with appropriate level 
of authorisation with detailed laid down procedure. 

(f) Utility and Maintenance Personnel: The security personnel should 
be extremely wary of such people as no guise has been used more 
successfully and more often as cover for unauthorised entry than that 
of service and maintenance personnel.  It is easy to pose as a 
telephone repairman/ technician, a plumber or a business machine 
maintenance man.  A legitimate employee of public utilizes and 
commercial service organizations invariably carry company 
identification these days.  However, those need not identify or 
bonafides of the visitor.  The gate duty Security Officer should first 
check with the division or section to which the caller wishes to pay a 
visit if his services were indeed requisitioned.  In fact it should be 
emphasized on all concerned that if they send for any such assistance 
they must notify the security personnel at the main gate in advance.  
Secondly, the Security Officer should make a telephone check with the 
officer the caller claims to have come from to establish his authenticity 
if he has reason to doubt the bonafides of the visitor’s claim.  When 
satisfied, the Security Officer should issue him a Casual Entry Permit 
with photo and arrange for him to be escorted to and from the place of 
his visit.  A watchful eye should be kept on him either by the security 
personnel or officials of the division calling him when he is at work.  
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Regular visitors like postman, etc. may be issued regular photo identity 
cards for limited entry.  As far as possible, deliveries of mail, etc. 
should be arranged to be taken at the gate itself to avoid such 
exigencies.  

(g) Visitors attending conference, seminars, etc.: The unit/ facility 
organising the gathering shall furnish well in advance names and 
addresses of all the participants to the security unit.  The organizing 
unit/ facility shall also obtain and supply to the security unit two copies 
each of photographs of the participants and intimate the venue as well 
as the dates of the congregation.  The security unit will then prepare 
photo identification cards for the participants individually to be handed 
over to them on their reporting arrival.  If the organising division so 
desires, special identity cards indicting the occasion can be printed to 
emphasize the typicality or special character of the gathering.   

Whenever the facility exists, instantaneous identity card system 
(computer generated) may be adopted to minimize inconvenience to 
the visiting guests. 

These instructions would also apply, mutatis mutandis, to training 
sessions to which guest lecturers are invited. 

(h) Visit by foreigners (Foreign Visitor including OCI, PIO, NRI):A 
foreign national visiting DAE facility for any purpose would be allowed 
only if he /she possesses requisite type of visa.  The foreign visitors 
should not be allowed entry on tourist visa unless specifically cleared 
by ER Section, DAE.  All foreigners coming on a familiarisation or 
goodwill visit, the visit having been cleared by the Government of India 
and the External Relations Section of the DAE, shall be issued 
Temporary Entry Permits.  It goes without saying that these visitors 
shall always be accompanied by the PRO or any other specially 
designated official of the unit/ facility and, if need be by a Security 
Officer, while the visit lasts. 

Foreigners visiting on official business or to attend a seminar, etc 
shall be issued Temporary Photo Identity Card on arrival wherever the 
facility exists, otherwise the same procedure as for other visitors shall 
be followed.  All the details including photograph of visiting foreigners 
should be maintained by the unit/ facility.  Procedure for grant of entry 
permit to foreign Nationals is as follows. 

Foreign nationals visit DAE installations for various purposes viz. for 
participating in IAEA training / conferences/ Seminars/ Symposia, other 
official work such as for commissioning / installation of equipment 
against purchase orders and maintenance thereof, attending official 
meeting as an individual or as a part of delegation, for delivering 
lectures on various scientific related topics, for discussions as 
members of scientific delegation, etc. 
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Taking prior security clearance from AE is mandatory in all cases.  
Concerned units/ facilities should initiate prior action for obtaining the 
clearance of DAE taking into account the following points: 
i) Cases which require prior approval / clearance of Ministry of Home 

Affairs/ Ministry of External Affairs should be sent to Under 
Secretary, ER Section, DAE, at least eight weeks in advance. 

ii) Cases requiring prior approval of DAE should be sent to DAE at 
least two weeks in advance and visit of Overseas citizen of India 
(OCI) or persons holding the PIO/ NRI (Persons of Indian Origin) 
Card such proposal giving the following details may be sent to the 
ER Section, DAE at least 15 days in advance of the proposed visit. 
(a) Name of the OCI/ PIO 
(b) Address of the OCI/ PIO 
(c) Date (s) of the visit 
(d) Purpose of the visit 
(e) Passport Number 
(f) Date of issue of Passport 
(g) Place of issue of Passport 
(h) Validity of the Passport 
(i) Registration No. and date of OCI/PIO Card No. 
(j) Details of Indian visa 

In addition to the above, bio-data/ CVs of the foreign visitors 
should also be sought particularly in cases where visits are not on 
the basis of contracts being implemented.  Proposals being sent to 
DAE seeking clearance should also include the above information 
along with the passport/visa details. It is compulsory for the 
foreigners to bring their passport along with them at the time of their 
visit.  Representative of the concerned DAE unit organizing the visit 
of the foreign national must escort visitor during the entire visit. 

(i) Visit of High Dignitaries 
Certain designated visitors should follow different procedure for 

entry permit.  However, a careful check may be made of the persons 
comprising his entourage with the assistance of the PRO and the Liaison 
Officer that the Government of India usually appoints to accompany these 
dignitaries. A Senior Security Officer should accompany the guests while 
on tour of the unit/ facility. 
(j) Casual Visitors 

 These fall in four categories. 
 First, friends and relatives of employees who wish to see them 
during working hours.  Such visits are to be discouraged and, therefore, 
employees should be asked to tell their friends and relatives not to visit 
them in the unit/facility.  Exception can be made only in an emergency of 
grave nature where telephonic communication would not suffice.  In any 
case, no visitor falling in this category should be allowed to meet the 
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employee he wishes to see at the latter’s work place.  The employee 
should be intimated by the gate duty Security Officer about the arrival of 
the caller and his desire to meet the employee.  If the employee wishes to 
respond, he may be advised to come to the gate where the meeting can 
take place in the visitors’ room. 

Second, as a special concession to employees a scheme may be 
worked out, if considered necessary, whereby the head of the 
administrative division may grant permission to an employee on 
application to take a limited n8umber of his friends and relatives on a 
conducted tour of the unit/ facility to generally familiarise them with its 
working.  For this purpose a proper procedure may be laid down which 
should, inter alia, include the manner of applying for permission, the days 
on which such visits would be permitted, the maximum number of persons 
an employee can sponsor, the type of parsons who cannot be permitted to 
visit, the particulars of the sponsored visitors to be furnished, the areas or 
establishments that can be visited and the routes by which those should 
be approached.  An official may be earmarked for giving a briefing to these 
visitors.  These sponsored visitors shall be issued Casual Entry Permits at 
the main gate after the sponsoring employee identifies each one of them 
to the security personnel on duty.  

Third, schools, colleges especially technical institutes from the 
neighourhood may like to bring over groups of their students for a study 
tour.  Such tours may be allowed with the express permission of the head 
of unit/ facility.  While the permission issue will be handled by the public 
relations officer the security should follow the same procedure as in 
respect of employee sponsored visitors.  A Security Officer should 
invariably accompany all such visiting groups while they are on the 
premises. 

Fourth, students and researchers engaged in scientific or 
technological studies of related nature may like to avail themselves of the 
library facility or may like to have discussions or consultations with any of 
the scientists or technical persons working in the unit/ facility.  Such 
permissions needs to be granted after due verification of the background 
of the persons making the request as these may be presumed to be 
knowledgeable persons who may be capable of gleaning sensitive 
information from seemingly innocuous pointers.  While the officials 
concerned would take due precautions, it is the duty of the security 
personnel to keep an unobtrusive surveillance on the activities of these 
persons while they are on the premises. 

Those who wish to visit on one-time basis or only occasionally, may 
be issued Casual Entry Permits but those who wish to be regular visitors 
such as those making use of the library facility may be issued Temporary 
Entry Permits valid for one month at a time. 
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Optionally, for non-sensitive area, Smart RF card printed with 
‘Visitor’ should be issued to Non-employees duly marked with the area of 
visit of colour coded cards for a day along with paper based Entry permit 
slip consisting of visitors’ photograph, name, gender, address, contact 
Number, Host name, Division/ Section, building name, time of entry and 
exit, signature of the visitor, escort, etc 
(k) Contractors and their Employees 

These make a category by themselves and need to be dealt with at 
some length because of security implications.  DAE units/ facilities are 
categorised as sensitive units by the Government of India, hence prior to 
awarding any contract work, the firm and its proprietor should be security 
vetted. 

All contractors who are engaged to carry out civil or other works 
shall be asked to produce Police Verification Certificate (PVC) of their 
workers/ labourers as per the policy of DAE mentioned in the security 
vetting of the contractors including other security check (biometric data of 
all contractor workers should be acquired and stored electronically, their 
de-duplication be verified). 

If the work given to a contractor is likely to be completed in a short 
time, that is, a few weeks the contractor may be issued a Temporary RFID 
Photo Identity Card valid approximately for the period for which the work 
will last.  If need be, a fresh card may be later issued for the extended 
period.  If the work is likely to take several months for completion, the 
contractor may be issued a RFID temporary card with its validity co 
terminus for the duration of the work or one year whichever is earlier. 

A contractor’s employee falls in two categories, namely, his key 
personnel who comprise his regular employees(Supervisor) and Casual 
Labourers who are essentially transient and hence are comparatively 
unknown to the contractor and his permanent staff. 

A contractor’s permanent employees should be treated on par with 
the contractor for the purposes of issuing identity cards to them.  However, 
the contractor must in each case certify that the individual is his permanent 
employee.  He shall also give an undertaking that he shall notify to the 
security unit no sooner a person so certified ceases to be his permanent 
employee and that returning the identity card of the ceased employee shall 
be his personal responsibility. 

Identity cards to the contractors and their permanent staff should be 
issued ‘Supervisor’ card only after their applications for the same are 
received duly endorsed by the engineer or officer who is in-charge of the 
work to be carried out and after police verification reports are received. 

A contractor’s all other employees, who will be treated as casual 
labourers, will be issued either non-digital Photo ID card along with a pre-
printed as ‘Labour’ Smart RF card for a day.  The contractor shall submit 
to the security unit every day a requisition through his engineer-in-charge, 
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specifying the number of such ‘Supervisor’ and / or ‘Labour’ cards he 
would need for the following  day.  After collecting the cards, the 
contractor or his staff will distribute them to the labourers he would engage 
that day.  He/ Supervisor will prepare a list of these labourers indicating 
the serial number of the card handed to each and then muster them in by 
personal identification in the presence of the security personnel.  The 
same person (Supervisor) shall muster the labourers out at the end of the 
day’s work and return all the cards collected by him from them to the 
security personnel.  If any of the labourers are required to work after 
specified working hours, the contractor shall send a written intimation in 
advance together with the names and Temporary RFID card numbers of 
the labourers he wishes to retain, exit gate through the engineer-in-charge.  
In case of loss of any Temporary RFID card, immediately it should be 
disabled and all entry point be notified, the contractor or his authorised 
representative should furnish a statement regarding the circumstances of 
the loss and pay the penalty as fixed by the unit/facility authorities.  A 
clause providing for a penalty should be incorporated in the contract itself.  

The area or areas that the contractor, his staff and labourers can 
have access to shall be clearly specified in the cards issued to them.  It 
shall be the responsibility of the security personnel to see that they do not 
stray to other unauthorised places. It is to be noted, however, that in a 
project involving construction work normally a large number of personnel 
are engaged.  Therefore, it is advisable to fence off the work area from the 
rest of the unit/facility.  Where the contract work is infrequent and for 
comparatively short periods of time, security surveillance may be 
exercised to ensure compliance of stipulated conditions. 
 

4.8.7 Employee Movement Control on Site 
 

(a) Unit/ facility employees should not be normally allowed to leave the facility 
area during their respective hours except on official business and in 
personal emergencies.  Every such movement during working hour’s 
departure must be duly sanctioned by the supervising officer of the 
employee wanting to go out.  The supervising officer after having satisfied 
himself of the bonafides of the request, shall issue an out-pass to the 
employee in the prescribed form in which approximate duration of stay 
outside the unit/ facility will be mentioned along with the reason for the tour  
the employee shall deposit the out-pas with the gate duty security officer.  
The Security Officer shall send all such at the end of the day after noting 
on them the time of departure and arrival of the employees.  Employees 
frequently going out on private business should be taken note of. 

(b) All employees are supposed to report on duty on time at the 
commencement of a shift or working hours and leave the facility premises 
on completion of a shift or working hours.  All employees who wish to enter 
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outside of normal duty hours or who depart late must do so only on special 
authorisation.  In case of non-automated or electronic entry/ exit portals, 
the gate duty security officer should record name, identification card 
number and arrival and / or departure time of the employee and obtain his 
signature in the register specially kept for the purpose and make a report 
to his appropriate superior through the head of the security unit.  Though 
in most cases the individual may have a valid reason for staying late or 
paying an odd-hour visit, the possibility of his involvement with some illegal 
activity which is not readily apparent, must be borne in mind and the 
matter viewed with due seriousness.  

 
4.8.7.1 Mechanized/ Automated Systems 
  

An alternative of using guards or CISF personnel to visually check cards/ 
badges and access rosters; is to use building card- access control systems or 
biometric-access readers.  These systems can control the flow of personnel 
entering and exiting a facility.  Included in these systems are: 

(a) Coded devices such as an electronic keypads or combination locks. 
(b) Credential devices such as magnetic-stripe or Radio Frequency (RF) 

proximity or smart cards. 
(c) Biometric devices such as fingerprint readers, Hand Geometry or retina 

scanners, etc. 
 
Additionally, a Photo Pop-up monitor (s) may also be installed at such 

entry control point to display individual card holder’s data including computer 
store photograph. 

 
4.8.7.2 Enforcement measures 
  

Positive enforcement measures must be prescribed to enhance security.  
Some of these measures are: 

(a) Designating alert and tactful security personnel at entry control points. 
(b) Ensuring that personnel possess quick perception and good judgment.  

Requiring entry-control, personnel to conduct frequent irregular checks of 
their assigned areas. 

(c) Formalizing standard procedures for conducting guard mounts and posting 
and relieving security personnel. These measures will prevent posting of 
unqualified personnel and a routine performance of duty. 

(d) Designing entry and exit control points of limited access areas to force 
personnel to pass in a single line in front of security personnel. In some 
instances, the use of turnstiles with photo-pop-up monitor may be 
advisable to assist in maintaining positive control. 

(e) Providing lighting at control points.  The lighting must illuminate the area to 
enable security personnel to compare the bearer with the ID card/badge. 
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(f) Enforcing access-control measures by educating security forces and 
employees.  Enforcement of access-control systems rests primarily with 
the security forces; however, it is essential that they have the full 
cooperation of the employees.  Employees must be instructed to consider 
each unidentified or improperly identified individual as a trespasser.  In 
restricted areas where access is limited to a particular zone, employees 
must report unauthorised individuals to the security force. 

(g) Positioning ID card/ badge racks or containers at entry control points so 
that they are accessible only to guard-force personnel. 

(h) No personnel should be allowed access on the basis of their uniform only.  
Their identity should be established prior allowing access in the unit/ 
facility. 
 

4.8.8 Lock and key Management procedure 
 
Every possible care should be taken to ensure the safety of keys and to 

prevent their falling in the hands of unauthorised persons even for a short period 
which is sufficient for making duplicates. The following rules in this connection 
should be observed: 

(a) The number of keys in use for any lock should be reduced to the minimum. 
(b) Keys should not be carried in loose in pockets. 
(c) Keys should not be taken out of the office. 
(d) Each key should have a metal tag with number inscribed denoting. 
(e) Floor/room/section, etc. 
(f) The loss of a key should be reported immediately to the security and the 

concerned lock should be changed without loss of time.  Even if the key is 
subsequently recovered, it should still be regarded as compromised, 
unless it is established beyond doubt that there was no opportunity for any 
unauthorised persons to make a duplicate. 

 
4.8.8.1 Classification of keys 
 

Keys are classified as under: 
(a) Ordinary   (b) Duplicate  (c) Classified 

 
(a) Ordinary keys- are required for daily use by the staff and therefore may 

be kept in the key boards under lock and key at the security counter.  A 
key register should be maintained in proper format in which signature 
of the person drawing or depositing the keys should be obtained 
against every issue /deposit.  Keys should be issued to the authorised 
person/person(s) only. 

(b) Duplicate keys- are not used regularly.  Hence they should be kept in 
safe/secure boxes/ coffers under lock and sealed properly.  A register 
for the duplicate keys should be maintained and the box/ coffer should 
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be regularly inspected by the departmental security officer and its 
contents checked against the key register.  Duplicate keys are meant 
to be used/ issued in an emergency or in a situation when the original 
key is not available.  Whenever a duplicate key coffer is opened either 
for drawing or depositing a key, an entry should be made in the 
register.  Duplicate room keys should be kept with security whereas 
duplicate keys of almirah, cupboards, etc., should be kept with the 
section officer concerned or with the officers themselves. 

(c) Classified keys- keys of certain vital areas where valuable stores or 
special nuclear material are stored are called classified keys.  A 
separate register for classified keys should be maintained.  Classified 
/restricted keys should be placed in a double cover, sealed and signed 
only by an authorised person and handed over to the security staff for 
safe custody against signature. The security staff’s responsibility is to 
receive the sealed cover with seal intact form the authorised person 
and issue it in the same manner to the authorised persons whenever 
needed. 

  
In offices, it would be the responsibility of the section officer to ensure that 

the operating keys of all almirahs/ drawers containing classified documents are 
deposited in one almirah/ receptacle and the key of that receptable is sealed in a 
cover and handed over to security. 
  

Room keys should not be taken out of the officer in any situation and must 
invariably be deposited with security.  Officers of the rank of Under Secretary and 
above may take the operating keys of their almirahs/ drawers out of the office and 
keep them in their personal custody. 

 
4.8.8.2 Keyboards 

 
(a) The keyboard hooks will be marked numerically, horizontally across the 

top and bottom and alphabetically, vertically on both the left and right 
sides to ensure that each hook has a unique number and letter. 

(b) Each hook will have its unique number and letter just above the hook. 
(c) Keys will be maintained in series to keep like keys grouped together.  

For example: administration, maintenance, vehicles, gates, pantry, 
medical first aids, etc. 

(d) If needed due to the size of key rings, key rings may be located on a 
different part of the keyboard than individual keys. 

 
4.8.8.3 Lock and Key Control Officer 
 

Unit /facility will designate a minimum of one employee as the key and lock 
control officer. 
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Supervision: The key and lock control officer will be assigned to and 
supervised by the facility Chief and Security. 
 

Responsibilities: The key and lock control officer duties will include, but are 
not limited to: 

(a) Making recommendations for budget planning. 
(b) Repairing broken locking devices and replacing worn or broken keys. 
(c) Maintaining records and files showing complete accountability and life 

cycle of each key and lock. 
 

4.8.8.4 Electronic Key Cabinets (EKC) 
  

The key Management is enhanced by introduction of Electronic Key 
Cabinets.  Keys no longer need to be labeled.  Even if they get dropped or lost, 
there is no immediate identity issue and security risks are minimized.  Keys are 
available 24X7 but to authorised staff only.  There is no issue about leaving keys 
unattended, even when the officer is off-duty or away on holiday. 
  

All restricted/ sensitive keys are to be housed in an electronically 
controlled key box hereinafter referred to as the Key Cabinet.  The Key Cabinet is 
maintained and upgraded by security personnel (i.e., Assistant Security Officer 
and above) and a technical person will monitor any up-gradation programming 
required.  In case Security personnel are not available to update the Key Cabinet 
required data, same will be performed by the facility technical representative with 
appropriate records. 

 
4.8.8.4.1 Restricting access to Authorised users only 
  

Once the appropriate user profiles and key details have been entered into 
the software, Automatic Key Management ensures that only authorised staffs are 
allowed access to the key cabinet and only then to designated keys.  The system 
automatically records when a key is being taken/ deposited and by whom on a 
central database.  This information is available on an administrators PC. 
  

Authorised persons request access to the key cabinet by RFID card, if the 
request is valid, the keys permitted for use by that user will be illuminated.  Key 
will be released and the transaction written to system memory who, which key 
and at what time. 

 
To return the key, the holder must again secure admission to the cabinet 

and then replace the key fob in its designated position.  If this is not done, the 
system will prompt the user to move the key fob to its correct position. All 
information is again logged and if any key is returned by a user who is different to 
the person who took it, it is immediately flagged-up as a warning. This can be 
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waived off for individual keys and applied for key-pouches only.  Multiple key 
management cabinets can be controlled from the same administrators PC on 
several cabinets in one building, or many cabinets networked together from a 
number of remote sites.  Knowing who has a key at any instant time is easy. 
  

The key cabinet is to be located near or in front of the security post under 
dedicated surveillance coverage, shall have its own video recorder for recording.  
Additionally, the surveillance coverage shall have the capability to identify every 
individual that accesses the Key Cabinet.  The Key Cabinet is controlled by FR 
Smart ID cards can specific internal programming to prevent unauthorised access 
to sensitive keys. 
  

The local security post will notify the following situations to facility technical 
person/ owner: 

(a) In the event of system failure (i.e. Key Cabinet system, PC, etc). 
(b) Repairs that cannot be completed within twenty-four (24) hours. 
(c) In the event the Key Cabinet is inoperable. 
(d) Immediately when tamper alarm registers.  

  
In the event the Key Cabinet is inoperable, manual key issuance 

procedures should be restored back. 
 
4.8.8.4.2 Audit Procedures 
 

(a) The key cabinet system is designed to provide an audit trail of all keys 
issued can subsequently returned to the key cabinet. 

(b) All key movements are documented in real-time to a secured printer, 
which records the date, key number, key name, time out, time in and 
user name. 

(c) The periodic transaction reports will be retrieved by accounting from 
the printer for review. 

(d) Reports are generated as keys are issued and returned to the key 
cabinet.  Security in-charge of the facility will review the reports on a 
weekly basis for propriety of transactions.  The list of users report will 
be generated daily to reflect any additions to the Electronic Key 
Cabinet System.  The list of users report will be compared to the 
previous day’s report to reflect any additions to the Electronic Key 
Cabinet System. Any discrepancies shall be investigated and 
documented. 

(e) Records shall be retained for minimum of one year. 
 

NOTE: Any employee having access to the Electronic Key Cabinet shall 
be removed from having access to that electronic key cabinet immediately upon 
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job termination or upon changing positions to one that does not require having 
access to the Electronic Key Cabinet. 

 
4.8.8.5 Emergency keys 
  

This category of keys, are not covered under the above defined key 
categories and includes the keys (s) of emergency doors/ gates, security record 
room, etc., which requires to be opened in case of emergency or for maintenance 
work. 

(a) Each set of emergency keys ring will contain the least amount of keys 
necessary to gain access into any building, location or room. 

(b) A separate emergency key ring will be made for each structure of 
group of structures, in the facility. 

(c) The emergency keys will be maintained in central control on a separate 
board and enclosed in a container that is secured by either a lock or 
behind a pane of glass that must be broken to gain access. 

(d) Acess to the emergency keys through the locking mechanism will be at 
the authority of the shift supervisor or higher.  Access will be 
documented in an incident report. 

(e) At  a minimum, all facility emergency, security and restricted keys will 
be stamped “DO NOT COPY”. 

  
 Each emergency key will be tested quarterly to ensure every lock of the 
key is intended to pen will open.  A status report will be forwarded to the Head of 
security with any discrepancies immediately corrected by the facility 
representative. 

 
4.8.8.6 Disposal and Repair 

 
(a) Keys for disposal will be routed through the Head of security unit/ 

facility.  Disposal will be to render the key cuts totally unable to be 
interpreted and any number/letter stamping erased.  The key will then 
be discarded in the same manner as contraband items. 

(b) When a key (s) or lock (s) is discovered lost, damaged or broken, the 
employee will immediately report this to the immediate supervisor who 
will in turn report it to the head of security for its disposal. 

(c) Inmates will not be used to install locks, for any repairs to keys or lcoks 
or to assist staff in key and lock repair. 

 
4.8.9 Package Control Procedures 

 
(a) A good package control system is an invaluable aid in helping to 

prevent or minimise theft and sabotage.  As a rule no packages should 
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be allowed inside the facility premises much less the highly sensitive 
areas, without inspection by the security personnel. 

(b) No employee or visitor should be allowed to bring contraband items 
inside protected area, like audio and video equipment, radio or any 
electronic gadget, media storage devices, etc without special 
permission.  Lsit of contraband/ restricted items applicable to the DAE 
unit/ facility should be displayed at the entrances of such installation.  
Procedure and commensurate resources/ gadgets should be put in 
place to ensure detection of such contraband items.  If it is decided to 
specially permit such equipment, it should be put through a thorough 
anti-sabotage test. 

(c) Personal belongings of employees such as briefcases, tiffin boxes, etc 
are liable to be checked both at the time of entry and departure.  As a 
practical proposition periodic checks should be carried out at the gate 
by the security personal.  The employees may also be subjected to 
rubdown searches but with due regard to decency and decorum.  This 
should invariably be done in the presence of a senior officer of the 
security unit on days to be randomly selected by the head of security 
unit.  Wherever special lunch room facilities exist, the employees 
should be required by the administrative division to deposit their tiffin 
boxes in those rooms and not carry them to their workplaces.  This 
may obviate the need to check the tiffin boxes at the gate. 

(d) Employees as well as officials and non officials visiting the unit/ facility 
with due permission who wish to carry inside tool kits, instruments, 
equipments, etc. should asked to prepare an inventory of items in 
duplicate which should be countersigned by the gate duty security 
officer.  The same inventory should be referred to for verification when 
the articles are subsequently sort to be taken out except media storage 
device which should be taken out on gate pass system. 
 

4.8.9.1 Postal Packages 
  

Letters, parcels or packages containing an explosive, incendiary or 
chemical device have been constructed in a variety of shapes and sizes.  These 
are designed to look fairly innocuous but there are certain signs to suggest when 
extra caution should be shown during handling. 

(a) The package is from an unexpected or unfamiliar sender. 
(b) It is poorly spelt, inaccurately addressed or written in an unusual style 

and with more than the appropriate value of stamps for its size and 
weight. 

(c) It is a padded envelope or bulky item that is unusually heavy for its 
size. 

(d) There is a pin- sized hole in the envelope or packaging. 
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Though any suspect item should be treated seriously, the majority of 
instances will be false alarms and so procedures for handling suspicious items 
should be avoid exacerbating any disruption. Incoming mail and deliveries should 
be processed in one location, ideally in an off-site location or in an area that can 
easily be isolated.  Deliveries should be handled without being brought through 
other parts of the building.  Make sure that all staff who handles mail ( including 
reception staff) is briefed and trained.  Encourage regular correspondents to put 
their return address on each item. 

 
4.8.9.1.1 Measures while handling mails/ packages 
  

The presence of any one or more of the following indicators would suggest 
the likelihood of an explosive device being concealed in a letter or parcel that 
may have been delivered at the mail reception counter. 

(a) The letter or parcel may be heavy and unbalanced. 
(b) It gives a springy feeling to the touch. 
(c) Pin pricks or tiny holes are visible on the cover. 
(d) Small wires protrude out of the outer cover. 
(e) Greasy patches are visible in some places on the cover. 
(f) An unusual smell emanates from it. 
(g) It is taped or sealed all around. 
(h) It is too stiff for its size. 
(i) It may bear excessive postage and may even have restrictive markings 

such as, “to be opened by the addressee only”. 
  

Such letters or parcels would normally be delivered at the usual mail 
reception counter.  Therefore, the employee manning the counter must always be 
very vigilant while receiving mail.  If delivered by a courier, he must satisfy 
himself that the courier is not an impostor.  If the letter or parcel on subsequent 
inspection arouses suspicion, it should be preferably left wherever it is.  If it 
becomes necessary to handle it to confirm suspicion, that must be done very 
gently and with great care.  In no case an effort be made to open it to inspect the 
contents.  If a “bomb box” is readily available the suspect article should be placed 
in it and the security personnel informed for further action of alerting the police.  If 
a Bomb Box is not available an improvisation can be made by placing a wooden 
table over it and covering the four sides with other tables turned on their sides.  If 
tables are also not available, all occupants should be asked to leave the room 
keeping the doors and windows open.  No one should be allowed to come near 
the room until such time the police have taken charge of the suspected article.  In 
no case should the article be delivered to the addressee once suspicion is 
aroused. 
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4.8.9.2 Good Housekeeping 
  

Good housekeeping can help reduce opportunities for suspect items to be 
left on premises and make it easier for them to be noticed by staff (and help 
reduce the number of false alarms).  Staff should be asked to : 

(a) Keep external, public and communal area – (exits, entrances, reception 
area, stairs and corridors, washrooms, etc)- clear and tidy. 

(b) Lock unoccupied offices, rooms and store cupboards. 
(c) Minimise furniture and plants in the entrances and public areas to 

reduce places in which to hide devices.  
(d) Consider removing litter bins during periods of heightened threat – use 

clear plastic bags as temporary alternative. 
 

4.8.10 Gate Pass System 
 

(a) No stores, documents, equipment or material of any description shall be 
allowed to leave the unit/ facility premises except on the strength of a valid 
gate-pass issued by an authorised official.  The administration division will 
notify from time to time the name and designations of officers along with 
their signatures who have been authorised to issue gate pass and the 
categories, of material for which they can issue gate passes and furnish 
the security cell managing the main gate specimen signatures of the 
officers so authorised.  The latter should make it a practice to verify the 
signatures appearing on the gate-passes presented to them with 
corresponding specimen signatures in their possession.  The specimen 
signatures may preferably be made available in a catalogue system or on 
computer system for easy reference. 

(b) The gate passes shall be of two kinds, namely “Returnable and Non-
Returnable”.  They should be in different colours to avoid confusion and 
minimise chances of mischief. 

(c) The gate passes shall be issued in duplicate and shall clearly specify the 
name and designation and name of division/ section or firm of the official 
who is authorised to take out the material.  It shall also clearly describe 
each item allowed to be taken out along with particulars, such as stores 
inventory number in case of capital items and equipment, purchase order 
number and receipt number in case of rejected material being returned to 
suppliers and so on.  When at item is taken out for repairs, the 
approximate period of which it will remain out should be indicate.  The 
original copy of the gate pass shall be retained by the security personnel 
at the gate of exit. 

(d) The gate duty security officer should not accept a gate pass that contains 
overwriting, alterations or erasures, etc.  or if it is incomplete or deficient in 
any manner or when it does not conform to the standing instructions. 
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(e) The gate passes pertaining to all the returnable items taken out from the 
facility area shall be kept separately by the gate security cell so that a 
proper lookout could be maintained on their return movement.  In addition, 
the Head of the division/ section sending out an article on returnable basis 
should also intimate the security cell as soon as the article is received.  
The security cell will notify the Head of security unit at the end of each 
month the item which were due but have not been returned.  The Head of 
security unit may then take up the issue with appropriate authorities. 

 
4.8.10.1 Entry of material not belonging to the facility 
  

Such material would comprise of (i) tools, instruments, etc. which hired 
workmen or employees of maintenance services may wish to take in to carry out 
their tasks; (ii) samples, equipment and the like that sales persons may bring with 
them for demonstration, presentation, etc. and (iii) personal property that a visitor 
may have with him apart from articles of use such as spectacles, overcoat, 
raincoat, personal papers, etc, except media storage device which should be 
taken in on permission and taken out on gate pass system. 
  

If the individual wishes to carry inside with him any of the articles of the 
above described nature, he should be asked to submit in duplicate a list 
containing description and particulars of the articles and submit the articles for 
inspection.  After due verification, the gate duty Security Officer shall retain the 
duplicate copy and countersign the original copy which will be returned to the 
visitor to be presented again while taking out those items.  The gate duty visitor to 
be presented again while taking out those items.  The gate duty Security Officer 
should satisfy himself that the articles sought to be taken inside are consistent 
with the purported purpose of visit.  He may, in his discretion forbid the entry of 
any article if he is not satisfied with the claimed need to take it inside such articles 
may be retained at the gate and returned to the owner at the time of his 
departure.  The gate duty Security Officer shall make appropriate entry in the 
General Diary and give a receipt to the owner so as to facilitate quick return of 
the property. 

 
4.8.10.2 Entry of Material belonging to the Unit/ Facility 
  

When any property purchased, acquired, received, etc.  by the unit/ facility 
arrives at the main gate, the gate duty Security Officer shall verify the articles, 
equipment with regard to the vouchers, delivery notes or similar documents and 
allow the consignment to be taken inside only after fully satisfying himself in this 
regard.  The section that is expecting the consignment shall alert the gate duty 
security cell in advance and as far as may be, keep an official present at the time 
of arrival of the consignment.  If it is not possible for the security personnel to 
properly check the articles at the gate owing to their numbers or manner of 
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packing, etc. the gate duty security officer shall depute an official to accompany 
the consignment to its destination and observe it’s unloading with a view to 
verifying the actual receipt of articles.  Whenever, an explosive detector or x-ray 
detector is available at the gate, the consignment should be checked with the 
help of this equipment. 

 
4.8.10.3 Contractor’s Material 
  

As separate system for entry and exit of material belonging to contractor 
should be adopted: 

(a) For material to be taken out permanently or to be brought back after 
fabrication, processing, etc. the engineer-in-charge of the project will 
provide the contractor with blank gate pass forms which shall be filled by 
the contractor in the triplicate and countersigned by the in-charge 
engineer.  One copy shall be retained by him and the other two copies 
shall be presented by the contractor or his staff at the gate of exit.  The 
security cell at the gate shall retain one copy for its record and send the 
other to the engineer-in-charge with due endorsement.  When the work is 
complete and the contractor is allowed to close his establishment, the 
engineer-in-charge should be submitted by him to the group head for his 
scrutiny and retention. 

When it is felt by the contractor that the material to be sent out is of 
such nature that it would require considerable time effort if a proper 
verification is to be carried out at the gate, he may notify the security cell at 
the gate accordingly which may then depute security personnel to be 
present at the time of packing and loading. 

(b) A contractor who wishes to bring in machinery, equipment, etc. for the 
purposes of carrying out his assignment, which he would take away when 
the requirement is over, should be asked to prepare a list of all such items 
every time he wished to bring them in and present it at the gate for 
verification by the security personnel.  If the list is very long or it is not 
feasible to verify all the articles at the gate without causing inconvenience 
to others, security personnel shall accompany the consignment and carry 
out the verification when unloading takes place.  After due verification, the 
security cell shall retain a copy of the inventory and return the other two to 
the contractor who shall then hand over a copy to the engineer-in-charge 
of the project.  Whenever, possible the equipment, machinery, etc. being 
brought in should be subjected to a check with an explosive detector or x-
ray detector. 

A similar procedure should be followed in respect of non-returnable 
items which are brought in.  The security cell at the gate shall, however, 
maintain the two kinds of lists separately. 
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4.8.10.4 Control of Material Access to Sensitive Areas (Protected Area) 
  

Checking persons and property at the main entrance gate to the protected 
area is not enough for proper protection of the internal area against unauthorised 
removal and sabotage or tampering with the system components.  A second 
check at the entrance gate to the internal area is imperative.  It bears repetition 
that access to inner area should be limited to persons whose trustworthiness has 
been predetermined and to persons in their escort and that access to inner areas 
should be kept to the minimum necessary.  It, therefore, follows that persons and 
packages entering or leaving inner areas should be subject to search to prevent 
introduction of articles of sabotage or the unauthorised removal of nuclear 
material.  It is also obvious that everyone who has been given entry from the 
main gate into the protected area of the unit/ facility is not to be automatically 
admitted into the internal area. 
  

A very elaborate and trustworthy entrance/ exit control systems at the 
entrance gate of the inner / vital area should be worked out and implemented 
rigorously.  The instructions contained and the suggestions made in the foregoing 
sections should be borne in mind while working out such a system. 

 
4.8.11 Control Procedures for Vehicle Parking and Movement 

 
Entry of Vehicle of all description should be stringently controlled. Those 

allowed to enter the facility area should be thoroughly checked prior entry. Their 
movement and parking within the area should be properly monitored and 
supervised.  These precautions are necessary because these could be used to 
smuggle in unauthorised persons or articles of sabotage, worse still they 
themselves can be used as bombs with disastrous effect. 
  

Entry of private vehicles fitted with GPS/ communication system to DAE 
units/ facilities are restricted.  However, to ensure the continuity of work, it is 
necessary that the GPS system should be disabled prior their entry to units/ 
facilities and may be reactivated after leaving the main gates.  Declaration may 
be obtained from the supplier / firm that they have deactivated the system.  The 
unit/ facility may incorporate deactivation procedure in work contract, if required. 
  

To be able to exercise effective control the following measures should be 
adapted: 

(a) Registration: All vehicles are belonging to the unit/facility, that is, the 
Department of Atomic Energy and all vehicles including two wheelers, 
privately owned and used by bonafide employees of the unit/ facility 
should be registered with the security office.  Such particulars as 
registration number, make and description, name of the owner should 
be entered in a register to be maintained for the purpose.  The security 
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unit may also consider in consultation with the administrative division, 
to totally stop private vehicles entering to facility or issuance of special 
stickers, tags or decals which the vehicles must prominently display.  It 
may, however, be noted that neither the registration nor the display of 
insignia would exempt the driver of a vehicle at the moment of entry 
from compliance with the normal personal identification and admittance 
procedures. 

(b) Contractor’s vehicles: The vehicles belonging to or operating for a 
contractor carrying out a project inside the facility should also be 
likewise registered separately.  The validity of a contractor’s vehicles 
should be for a specific period related to the expected time required for 
the completion of the project.  This period may be extended from time 
to time for valid reasons.  Contractors must be required to notify to the 
security office the moment a vehicle ceases to be in operation for him.  
He must also surrender the insignia, if any, issued for the vehicle in 
question. 

(c) Other vehicles: All vehicles allowed to be brought inside the facility 
area should be registered at the time of entry.  Registration should 
include the make of the vehicle, registration number, name of the 
driver, destination inside the facility, purpose of visit and time of entry.  
These may be issued and asked to display while they are on the facility 
premises, insignia or permit which should be different from the ones 
issued to other categories of vehicles.  These vehicles should be 
directed to specifically designated parking area and whenever 
considered necessary, should be escorted to the appointed places. 

(d) Parking of vehicles: As a rule, parking of privately owned vehicles 
should not be allowed inside a facility area that has been designated as 
Limited Access Area.  Vehicles belonging to the unit/ facility and its 
employees should have a separate parking area in which no other 
vehicle, much less visitors vehicles, should be allowed to be parked.  
All parking areas should be located as far away as practicable from 
important and sensitive establishments and installations.  the parking 
areas should be separately fenced and lighted.  The method of parking 
should be clearly marked and strictly enforced.  Visitors parking area 
should, as far as possible be close to the access control points.  It 
should also be large enough to accommodate maximum number of 
cars expected any day so as not to provide them an excuse to park 
their vehicles somewhere else.  The visitors’ parking area should be 
under close scrutiny. In case of chauffeur-driven vehicles the 
chauffeurs should not be allowed to leave the vehicle under any 
circumstances. 

  
A visitor who comes driving his vehicle and who is regarded as 

important enough by the receiving officials of the unit/ facility may, 
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when a special request is received from the latter, be permitted to 
alight at the porch or entrance at the door of the building but he must 
hand over the ignition key to one of the unit/ facility drivers who would 
then park the vehicle in the usual parking space provided for visitors.  
The same driver will bring back the vehicle to the porch or door when 
the visitor emerges for departure.  The security unit may arrange for 
such services from its own pool of drivers or through the administrative 
division.  Under no circumstances should a visitor be allowed to park 
his vehicle at the entrance of a sensitive building. 

No private vehicles whether of visitors or employees be allowed 
access to limited Access Area. 

(e) Control of Heavy Vehicles: All heavy vehicles like trucks, delivery 
vans, trailers whether belonging to contractors or otherwise should be 
closely inspected while entering as well as leaving the facility premises.  
As these can easily conceal unauthorised persons as well as articles or 
material, it is absolutely necessary to establish an orderly system of 
control of movement of this type of vehicles. Ideally, loading and 
unloading should be carried out outside the outer perimeter of the 
protected area.  Since in most cases this is not possible the loading 
and unloading platforms or locations should be as close to the 
entry/exit gate as possible. 

(f) In order to avoid undue hustle at the main gate the benefit of which will 
surely be taken by dishonest and mischievous elements, there should 
be a separate service gate for heavy vehicles to enter or leave the unit/ 
facility area.  This gate should also be manned by security personnel. 

The passenger buses carrying regular employees of the unit/ facility 
may, however, be allowed to pass by the main gate as an exception, 
where they would be subjected to the prescribed checking procedure.  
In case such security check is found to cause unacceptable delay, an 
Assistant Security officer may board the bus at the gate and carry out 
the requisite check prior the passengers are allowed to disembark at 
the destination. 

The drivers, helpers, passengers and vehicle contents should be 
carefully examined every time a vehicle passes the service gate. 

(g) While checking a driver not only should his driving license be inspected 
but papers establishing his employment with the company or person 
owning the vehicle should also be perused to establish his bonafides.  
In the like manner proper identification of the conductor/ helper should 
be fixed. 

(h) A vehicle movement register should be maintained at the gate in which 
the gate duty Security Officer should, inter alia, enter registration 
number of the vehicle, the name of the owner, description of the load, 
date and time of entrance and departure and obtain the signature of 
the driver.  All entries and exits must be matched or properly explained. 
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(i) Drivers who are operating on a regular basis should be issued identity 
cards as described earlier, in which case their identity card number 
may be entered in lieu of driving license number, etc.  

(j) As laid down earlier, no privately owned vehicle be allowed access into 
the inner area.  However, when it becomes imperative to do so the 
vehicle must be escorted by security personnel. 

(k) Escort should also be provided to vehicles with loads that are 
impracticable to examine unless it is possible to seal the door of the 
vehicle as in case of a container, in which case the security personnel 
should seal the door.  The seal will be opened by a designated official 
of the unit/ facility at the receiving end.  Likewise the vehicle doors may 
be sealed for exit.  At the exit gate the security personnel should 
inspect the seal and remove it before allowing the vehicle to depart. 

(l) Loading and unloading operations should be strictly supervised by 
security personnel to ensure that unauthorised material or persons do 
not enter or leave the premises via these vehicles. 
 

4.8.11.1 Method of Checking 
 

(a) Hand search is the best form of procedure to prevent smuggling of any 
offensive article.  If this is accompanied with a few pertinent questions 
to the individual whose person or property is being searched it can 
provide a reasonable guarantee against the individual succeeding in 
his design if he has any.  Whenever and wherever feasible mobile 
detecting equipment such as hand held metal detector or gas 
chromatography detector can be used. 

(b) Sniffer dogs specially trained to detect explosives can be of great 
assistance in defeating any attempt to smuggle in explosive devices 
whether one person, in packed goods or in vehicles. 

(c) When a vehicle is to be searched the driver must be made to 
accompany the official carrying out the search and his demeanor 
closely watched.  If a vehicle is to pass by or must of necessity be 
parked near a sensitive installation or establishment, it must be without 
exception searched carefully, that is to say, the vehicle, the occupants 
and the load must all be searched.  This is done quickly with explosive 
vapour detection instrument of the right kind or by deploying sniffer 
dogs. 

 
When authorised vehicles enter or exit a restricted area, they 

undergo a systematic search, including (but not limited to) the – 
i) Vehicle’s interior. 
ii) Engine compartment. 
iii) External air breathers. 
iv) Top of the vehicle. 
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v) Battery compartment. 
vi) Cargo compartment. 
vii) Undercarriage (with the help of mirror or Under Vehicle Scanning 

System).  
 

(d) The security control station established at the entrance of the inner 
area must be equipped with sensitive nuclear material detectors so that 
any attempt to smuggle out such material on person, in packages or in 
vehicle could defeated. 

(e) All persons including employees coming on foot who wish to enter the 
unit/ facility must be made to pass thorugh a pedestrian gate or entry 
control portal which should preferably be a turnstile gate.  No person 
should be given admittance unless his identity is properly and 
satisfactorily established and the purpose of his visit is proved to be 
bonafide.  The hand baggages personally carried by such persons 
must also be checked.  Any article or material that is considered as 
undesirable should be detained at the gat e to be handed over to the 
owner at the time of his departure. 

(f) In order to obviate the possibility of any vehicle attempting to gate 
crash, suitable speed breakers and other obstacles should be installed 
on either side of the gate.  This would be in addition to other measures 
that may be taken to prevent a vehicle from gaining speed.  Armed 
guards with bullet proof morchas may be considered for deployment at 
some distance inside the gates to react to any forcible entry. 

(g) An area of Security Control Station / Central Alarm Station (CAS) must 
be under an armed cover on full- time basis by stationing an armed 
contingent close at hand.  Its location should be such that it should be 
able to observe all the goings-on at the gate.  This will help cut down 
the response time should a situation arise when their assistance is 
called for.  In addition, the officer-in-charge of the armed contingent 
should be in close and continuous wireless contact with the security 
control station.  The total strength, composition and arms to be carried 
by the contingency in a shift shall depend on the local security situation 
as brought out in the security survey and shall be fixed in consultation 
with IG(Security), DAE. 

 
4.8.12 Security control Stations at the Main Entrance Gates 

 
These security control stations should be manned twenty-four hours each 

day.  It is the duty of the personal manning the security control stations to 
establish strict access control but enforce it with due courtesy and consideration 
so that it does not become unduly irksome to bonafide employees and visitors.  
By enforcing control, they must prevent sabotage devices from being carried into 
the unit/ facility on person, in hand luggage, in vehicles, as goods and as mail 
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type deliveries.  They must also prevent unauthorised persons who may even be 
saboteurs, from entering the unit/ facility.  Equally is their duty to safeguard 
against pilferage of facility property more particularly sensitive nuclear material or 
equipment and devices. 

 
4.8.13 Security Vetting of Contractor/ Firm 
 
General 
 To identify that a private contractor/ firm prior being awarded work 
contract/ work order in the department is not involved in any kind of anti-national 
activities/ or involved in economic offence.  It is essential to confirm their 
credibility/ suitability prior awarding the work contract/ work order.  A properly 
devised system of “Security Vetting” of a private contractor/ firm would facilitate in 
ensuring that the adversary firm are not issued work contract/ work order and 
thereby preventing entry into DAE installation.  Since, merely security clearance 
of the contractor/ firm is not a guarantee that they may not indulge in undesirable 
activities/ practice.  The procedure for security vetting is enumerated in 
succeeding paras. 

 
4.8.13.1 Identifying Category of Contractor/ firm 
  

“Major” Contractor/ firm and “Other” Contractor/ firm 
 
“Major” Contractor/ firm 
 Considering the sensitivity of DAE Units, concerned authority in the unit/ 
facility need to categorizing a private contractor/ firm as “Major” Contractor/ Firm 
as per following guidelines: 

(a) Employees of the firm/ contractor having access to the critical/ 
sensitive area of the installation.  For this purpose, every installation 
should segregate, to the extent possible, the critical/ sensitive/ core 
areas from other areas for the effective access control and appropriate 
security measures. 

(b) Employees of the firm/ contractor have access to critical/ sensitive 
information/ data, R&D facility and sensitive equipment / network such 
as SCADA network. 

(c) The firm/ contractor provide services involving any critical 
equipment/function, disruption of which may cripple the work of the 
installation. 

(d) If a firm/ contractor deputes foreign nationals in the contract work. 
(e) A foreign firm/ contractor or an Indian firm with foreign stake-holding or 

having multi-national work profile. 
(f) If a contractor/ firm is not replaceable. 
(g) Private consultants for projects/ works. 
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4.8.13.1.1 Security Vetting Procedure Major Contractor/ Firm. 
  

The contractor/ firm falling under the category of “Major” contractor/ firm 
should be referred by the concerned Unit/ facility to IG(S), DAE, who in return 
shall take up the same with IB.  Similarly, contractor/ firm who has been security 
vetted by IB but Sublets works to sub works to sub-contractor(s), the vetting of 
sub-contractor(s) would also be required verification as in the case of main 
contractor and be referred to IG(S), DAE for vetting by IB in a prescribed format 
placed in Appendix-6/A. 
 
4.8.13.1.2 Security vetting procedure “Other” contractor/ firm 

 
(a) All other contractor/ firm who do not fall in the category of “Major” 

contractor/ firm should also be got verified by the concerned unit/ 
facility directly through Police/ CID. 

(b) A security vetted contractor/ firm by Intelligence Bureau (IB) or Police is 
required to be re-vetted by IB or Police in case there is change in 
proprietary status of the contractor/ firm and their partners/ Directors. 

(c) On receipt of security clearance from Intelligence Bureau (IB) or Police 
/ CID the contractor/ firm/ sub/main contractor be allowed to commence 
the work in the unit/ facility. 

 
4.8.14 Police Verification certificate (PVC) 

 
Private contractor workers are engaged for various works like all types of 

civil construction and maintenance work all types electrical works and 
maintenance, all types of annual Maintenance contracts, supply, installation and 
commissioning of a machinery, equipments, vendors supplying materials, etc.  All 
such contractors/ contract workers verification of character and antecedents is 
essential to ensure that unscrupulous elements/ adversaries should not gain 
access to DAE units/ facilities.  Hence, Police Verification Certificate (PVC) of the 
non-employee is mandatory for entry in DAE units/ facilities.  The validity of PVC 
is considered for a period three (3) years from the date of issue. 
  

PVC is issued by the concerned Office of Superintendent of Police, 
Special Branch, CID or Deputy Commissioner of Police, Special Branch of a 
District/ City in the State where the individual is resident. 
  

Since, PVC can be fake/ forged, PVCs should be randomly or when 
noticed doubtful, be referred to the concerned police authorities from where the 
PVCs are issued for verification for its authenticity/ genuineness.  Further, where 
large number of PVCs are required to be verified which is time consuming, at 
least 10% randomly selected PVCs should be got verified for its authenticity/ 
genuineness.  A detailed record of such verification must be maintained at unit 
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level and any case of fake / forge PVC detected must be reported to IG(S), DAE 
immediately. 

 
4.8.15 Certificate from Contractor/ Firm 

 
Police Verification Certificate (PVC) produced by the contractor/ firm may 

not be enough to ensure that the firm’s supervisors/ workers are not involved in 
any criminal or corrupt activity.  Therefore, as a deterrent to the contractor/ firm, a 
certificate be obtained from the contractor in the month of January each year 
from the contractor/ firm by the Head of security through concerned engineer-in-
charge of the department, certifying that the contractor(s) or their employees are 
not involved in corrupt or criminal activities and no police case has been 
registered against any of them. 
 
4.9 Civil Defence 

 
4.9.1 Object 

 
The ultimate aim of war is to force the national will on the enemy.  This is 

done by destruction on his Armed Forces on the battle field and crippling his 
capacity to withstand war, demoralizing the civilian population, destroying the 
industries and means of communication etc.  The aim of the active military 
defence by the Armed Forces is to destroy the enemy bombers before they reach 
their targets and deliver the bombs. But it is almost impossible for any active 
defence system to stop all the enemy bombers from reaching the targets.  Some 
of the bombers will always succeed in bombing the civilian population and the 
industries etc.  The morale of the civilian population has a great effect on the War 
efforts of the nation and the national character plays an important role to keep up 
the morale.  But continuous air raids, resulting in the destruction of life and 
property.  Will always have an adverse effect on the morale of the civilian 
population.  Therefore, efforts have to be made to minimise the sufferings caused 
by the enemy air raids.  The aim of all the Civil Defence, measures is to protect 
the human life and property and to maintain the continuity of production and thus 
to minimise the effect of enemy action on man and material.  In this précis we will 
study the problems and scope of Civil Defence, the history of CivilDefence and 
the lessons learnt in Civil Defence during the last war. 

 
4.9.2 What is Civil Defence? 

 
Civil Defence is the measures adopted by the civilian population.  

Government, local self bodies, voluntary agencies etc. during a war to minimise 
the effects of enemy action on men and material and these measures thus help 
the country and its Armed Forces to win the war in the battle fields.  C.D. is 
essentially the defence of the citizen by the citizen and it is not the defence of the 
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civil population by the Military.  It is cornered with the general public and the local 
authority and hence it is essentially civil.  Defence is a military term and is always 
progressive.  Defence must always be well planned.  C.D. is organised in most 
countries on a voluntary basis.  It is a curious psychological phenomena that as 
soon as a country engages in was there develops or is crated among the masses 
a frenzy of patriotic incitement.  Therefore, C.D. if well planned in peace time, will 
get everyone’s support as and when there is a war. 
 
4.9.3 Scope of Civil Defence 

 
Enemy air attacks affect many aspects of community life.  Some of the 

important effects of air raids are given in the attached appendix.  Form the 
experience of last war, we have evolved the measures of protection against the 
Nuclear Weapons.  The menace in a future was may be not only from these, but 
also from the Advanced Nuclear Weapons and Guided Missiles etc.  If new 
measures for the defeat of a new menace are to be evolved, they cannot be 
evolved from nothing.  Unpreparedness of a national to deal with the menace of 
enemy attacks on their cities will not only lower the morale of the population but 
will also create confusion.  This will adversely affect the will of the people to fight.  
Therefore, the planning for C.D must continue in peace and also the nucleus of 
C.D.  Services trained in peace time so that the enemy cannot succeed in 
shattering the will of the nation to fight, by launching a sudden lightning attack.  
During the last war, the civilian population all over the world had shown that they 
were capable of facing any type of air raid and also heavy concentrated raids 
over a period of not only days but months.  The first shock of the attack is always 
very severe and hence preparedness, in C.D. is a must. 
 

C.D. is much misunderstood subject because it is often confused with 
A.R.P (Air Raid Precautions) which signifies only those measures which are to be 
taken immediately before and during an air raid to deal with the damage caused 
by such raids.  Many other measures are also necessary to deal with the indirect 
effects of Air Raids and such measures cannot be disassociated from the C.D. 
measures.  All these measures are jointly termed as C.D. Measures and consist 
of the following: 

 
(a) Protective and preventive Measures: These measures which may be 

taken before an air raid include, dispersion of population and 
industries, camouflage, evacuation, provision of arrangements for 
blackout and dim-out of street and other lights, shelters, including 
trenches, warning and training etc. 

(b) Control Measures: The measures which are taken as soon as a raid 
occurred include, reconnaissance and reporting of damage and UXB’s 
rescue of casualties, provision of P.A. and arranging for their transport, 
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controlling the services at the incident, clearance of debris, controlling 
fires etc. 

(c) Restorative Measures: The restorative measures which become 
necessary after an air raid include, arranging for emergency feeding 
clothing and sheltering, salvage of property, disposal of dead, disposal 
of UXB’s control of infection and contamination, repairs of damage to 
utility services etc. 

 
4.9.4 Industrial C.D. 
 

To win in war the continuity of production is essential and therefore Civil 
Defence in Industries play a very important part of the total Civil Defence Plan of 
a nation.  In war the industries have to produce for the war requirements in 
addition to the normal community requirements.  Some industries may have to 
change over to the production of war material only. Proper location and siting of 
industries during planning stage is essential from C.D. point of view.  The 
industries should prepare a plan and evolve a suitable organisation for self 
protection and the resumption o production after an air-raid.  On the efficient C.D. 
measures will depend the morale of the industrial workers and capability of 
maintaining the continuity of production. 

 
4.9.5 History of Civil Defence 

 
In India  during World War II, C.D. Measures were carried out to a certain 

extent but were negligible as compared to other countries like the U.K. Before the 
World Was, the C.D. Department in India was created mainly as a result of the 
growing threat of aerial bombing on Indian cities.  In August, 1937, it was decided 
to set up a Central Air Raid Precautions Committee, consisting of the Secretary 
to the Governor General (Public) as Chairman and Representatives of a few 
other departments as members.  The functions of this Committee were to study 
and explore the need for Air Raid Precautions in certain declined areas and make 
recommendations for initiation and coordination of requisite protective measures. 
Soon after the subject of A.R.P was handed over by the Governor General to the 
Home Department, where a cell was set-up to deal with the subject.  The actual 
creation of C.D. Department was postponed till 24th October, 1941.  When the 
first C.D.  member of the Governor General’s Executive Council, Dr. Raghavindra 
Rao arrived from England.  There was a rapid expansion of the department in the 
year 1942 and the peak figure of the staff was reached in February, 1943.  The 
main functions of the C.D. Department were: 

(a) To determine the general policy of A.R.P. to be pursued by the 
Departments of Government of India and by the province.  

(b) To advise the Central Government Departments and the provinces on 
technical matters by producing manuals, films etc. and by setting up 
C.D. Schools. 
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(c) To provide certain articles of equipment not procurable locally e.g. 
Trailer Pumps, Stirrup Pumps etc. 

(d) Arrange for experts from overseas for employment in the Training 
Schools, Fire Fighting and Provincial A.R.P.  Officers. 

(e) To coordinate measures and secure unity in C.D. Provinces throughout 
India. 

  
In September, 1943, C.D. Departments became the C.D. branch under the 

Defence Department.  In August, 1945, the C.D. Branch was further reduced and 
was transferred to home Department in 1946. 
 
4.9.6 Important lessons learnt during last war 
 

As a result of experiences gained in the organisation of Civil Defence it 
has been observed that only thorough and early planning will help in the creation 
of C.D. Organisation capable of meeting the requirements in the actual time of 
emergency.  Even though the air raids posted variety of problems in the past it 
was found that prevention and control of fires in the face of enemy’s changing 
tactics, maintenance of communications under raiding conditions, and need for 
closer cooperation with Defence Services, establishment of proper air raid 
warning system and training of volunteers and education of the public at large 
were of special significance.  
  
Civil Defence operational plan should be flexible and well-practiced thorough 
experiences.  Damages caused by enemy raids should be quickly evaluated and 
experience reports circulated to all concerned in Civil Defence areas.  Dispersed 
and well-thought out placements of C.D. forces is of vital importance to prevent 
all forces from being knocked out of action by a single attach. 

 
4.9.7 Statutory Provision 

 
The Civil Defence Act (Act 27 of 1968) provides for the raising of a Civil 

Defence Corps and for making Rules and Regulating for civil Defence.  Rules 
and Regulations under the Act have been framed and issued. 

 
4.9.8 Civil Defence Services 

 
At the local level the various existing agencies will be responsible for 

organising the suitable C.D. Service in the subject entrusted to the agency in 
normal times e.g. Civil Surgeon In-charge of Casualty Service, Civil Suppliers 
Officer-in-charge of Supply Service and so on.  The functions of the important 
C.D. Services will be as follows: 
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(a) Head-Quarter Service: In large metro-Politian cities a whole-time 
controller with a few clerks and chowkidars are provide.  In smaller 
towns the Controller is formed from the existing organisation. 

(b) Warden’s Service: it is a link between the pubic and the authorities.  
Wardens advise people on Cavil Defence, organise self-help parties, 
check lighting restrictions, send reports of damages, control small 
incidents and guide homeless to Rest Centres.  To organise House 
Fire Parties is also an important duty of the Warden in his area. 

(c) Fire Fighting Service: This consists of House Fire Parties.  They detect 
small fires started by Incendiary Bombs and put out the same. 

(d) Casualty Service: The functions of this   Service are: 
i) Rendering first-aid on the sport. 
ii) Providing transport to casualties for short distances. 
iii) Send serious casualties for further treatment. 
iv) A Medical Officer has been authorised in certain towns. 

(e) Communication Service: This Service performs three functions:- 
i) Receipt and dissemination of air-raid warning. 
ii) Receipt and evaluation of damage port at Control Centre, dispatch 

of necessary assistance and provision of co-ordination and control 
facilities. 

iii) Provision of Communication between Wardens Posts.  Control/ Su-
Control Centres, Combined Deports etc., messengers, telephone or 
other means of communications. 

(f) Training Service: Training in subjects special to C.D. Service is the 
responsibility of C.D. Officer.  He is helped in the discharge of the 
duties by a special training officer assisted by instructors.  In all 
vulnerable towns paid Civil Defence instructional staff is authorised at 
the scale of two whole-time Instructors, one clerk, and one messenger 
for 1lakh population with a minimum of one team per town.  This staff 
can also be used for the purposes of planning, organisation and 
execution of C.D. measures. 

(g) Rescue Service: Their duty is to rescue the casualties trapped under 
debris and recover the dead from damaged buildings.  To provide 
temporary support or demolish dangerous structures, to arrange 
salvage if no separate organisation is set-up. 

(h) Welfare Service: The factions of Welfare Service are: 
i) To supply information regarding missing relatives, dead etc. 
ii) To provide Rest Centres where affected people are given 

temporary shelter, food and clothing. 
iii) To arrange for evacuation of population from vulnerable areas to 

safer areas. 
(i) Depot and Transport Service: Deport Service is intended to dispatch 

C.D. Service to the affected localities in a short time.  Civil Defence 
Services are stationed and equipment is maintained at C. D. Deports.  
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The Transport Officer is responsible for procuring transport by hire, 
requisition or voluntary offer and maintaining the same in an efficient 
and road-worthy condition, training drivers, providing petrol, oil, 
lubricants and making arrangements for quick repairs. 

(j) Salvage Service: After the bomb damage the property left behind is 
salvaged and kept in safe custody by the members of this Service. 

(k) Corpse Disposal Service: At the scene of damage human bodies or 
their parts are required to be collected, identified and cleared from the 
Police and Medical formalities before these are disposed off.  Corpse 
Disposal Squads are organised for this purpose. 

(l) Supply Service: This Service is responsible for: 
i) Planning organising and procuring necessary equipment for C.D. 

Services. 
ii) Proper storage and quick distribution of the equipment at the time of 

need. 
(m)Other Services: Besides the above Services local C.D. Organisation 

will be required to set-up Repairs and Demolition Parties and 
arrangements for care of animals through appropriate existing 
agencies within the town.  The co-ordination of these Services will be 
achieved through the head-quarter service under the C. D. Controller. 

 
4.10 FIRE 
 
4.10.1 Fire Fighting-Classification of fire- usage of various extinguishers 

and other equipments. 
 
Portable fire extinguishers are not expected to deal with large fires since 

they are essentially first aid firefighting equipment.  Nevertheless, they are very 
valuable in the early stages of a fire when used promptly and effectively.  
Provision of unsuitable types, incorrect operation, or improper maintenance of the 
fire extinguishers have, at times, lead to failure in tackling the fire effectively in 
the early stages thus involving greater loss of life and property. 
  

In order that fire extinguishers are effective, they should: 
(a) Be portable / light weight. 
(b) Operate instantly. 
(c) Have adequate throw. 
(d) Have adequate quantity of extinguishants, and  
(e) Have long shelf-life. 

  
All these characteristics are incorporated in portable extinguishers and are 

manufactured to deal with different types of fires.  In order that these could be 
effective, the fire extinguishers should conform to relevant Indian standards. 
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In addition to the value of their portability and mobility, the most important 
feature of these extinguishers is their immediate availability so that each 
extinguisher can be used by one/two persons.  The usefulness of these 
extinguishers is limited, as it is entirely dependent upon the presence of persons 
having knowledge to operate them.  Furthermore, their capacity is also limited 
and their operational value largely depends upon the initial charge being 
sufficient to overcome and extinguish the fire.  The capacity of such extinguishers 
should commensurate with the risk those are intended to cover. 
  

Where employees have not been trained, operation of extinguishers may 
be seriously delayed, the extinguishing materials may be wasted, and more 
extinguishers may have to be used, or the fire may not be extinguished. 
  

The number and size of fire extinguishers required for any particular 
premises shall be determined by the appropriate authority taking into 
consideration the severity of incipient fire anticipated, rapidity with which a fire 
may be spread, intensity of heat that may be developed, accessibility to fire, type 
of extinguisher, the smoke contributed by the burning material.  Special features 
of building construction and nature of occupancy (single or mixed) and electrical 
fitting equipment, etc. installed therein. 
  

When selecting locations for fire extinguishers, due consideration should 
be given to the nature of risk to be covered.  The extinguishers should be placed 
in conspicuous positions and shall be readily accessible for immediate use in all 
parts of the occupancy.  It should always be borne in mind selecting locations 
that fire extinguishers are intended only for the use on incipient fires and they will 
be of little value if the fire is not extinguished or brought under control, in the early 
stages. 
  

Generally, fire extinguishers should be placed as near as possible to exits 
or stair lands without hindering the escape routes. 
  

The extinguishers should be available for immediate use at all time.  
Extinguishers should be sited in such a way that it is necessary to travel more 
than 15 meters from the site of fire to reach the extinguishers.  Similar positions 
on each floor are advisable. 
  

Extinguishers provided to deal with special risk should be sited near to risk 
area concerned but not so near as to be inaccessible in case of fire.  If the 
special risk is contained in a confirmed space, it is generally advisable to position 
the extinguisher outside that space. 
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Wall mounted fire extinguishers should be placed on the supporting wall or 
in wooden, metal or plastic cabinets in such a way that their lowest portion is 
above ground level by 1 meter. 
  

It may be necessary to construct suitable shades or covers to protect the 
extinguishers in the open from excessive heat and cold as well as from corrosive 
environment. 
  

For the practical purposes, the basic types of fires can be grouped into the 
following four classes: 

(a) Class A Fires: Fires involving solid combustible materials of organic 
nature such as wood, paper, rubber, plastics, etc.  where the cooling 
effect of water is essential for extinction of fires. 

(b) Class B Fires: Fires involving flammable liquids liquefiable solids or 
the like where a blanketing effect is essential. 

(c) Class C Fires: Fires involving flammable gases under pressure 
including liquefied gases, where it is necessary to inhabit the burning 
gas at fast rate with an inert gas, powder or vaporizing liquid for 
extinguishment. 

(d) Class D Fires: Fires involving combustible metals such as magnesium, 
aluminium, zinc, sodium, potassium, etc.  where the burning metals are 
reactive to water and water containing agents and in certain cases 
carbon dioxide, halogenated hydrocarbons and ordinary dry powders.  
These fires require special media and techniques to extinguish. 

 
The fires of extinguishers mentioned below against each class of fire are 

generally most suited are: 
(a) Class A Fires:   Water expelling type extinguishers. 
(b) Class B Fires:  Foam, dry powder, vaporizing liquid and carbon 

dioxide extinguishers. 
(c) Class C Fires: Dry powder, vaporizing liquid and carbon dioxide 

extinguishers. 
(d) Class D Fires: Extinguishers with special dry powder for metal fires. 

  
Where energized electrical equipment is involved in a fire, non-conductivity 

of the extinguishing media is of utmost importance and only extinguishers 
expelling dry powder, carbon dioxide (without metal horn) or vaporizing liquids 
should be used.  Once the electrical equipment is de-energized, extinguishers 
suitable for the class of fire risk involved can be used safely. 
  

Where cleanliness and contamination of sensitive electrical equipment are 
of importance or where the sensitivity of the control instruments or electronic 
equipment and systems are likely to be affected, only carbon dioxide or 
vaporizing liquid type extinguishers should be used. 
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 For fires involving polar solvents and other water miscible flammable 
liquids, dry powder type of mechanical foam extinguisher with alcohol-resistant 
foam should be used. 
  

Dry powder extinguishers, when used in confined areas may reduce 
visibility for a few minutes, which may temporarily jeopardize escape, rescue or 
other emergency action.  Further, as the discharge ceases, there is a danger of 
re-ignition which has to be countered either by continued powder discharge for 
some more time, or by covering the surface by foam.  Dry powder, being a quick 
knockdown agent, is ideal for tackling ‘running’ or ‘three-dimensional’ fires 
involving flammable liquids.  Suitably of Different Types of Fire Extinguishers for 
Different classes of Fires 

Sl. 
No 

Type of Extinguisher Types of Fires 
A B C D 

1 water type (stored pressure), Fire extinguisher,  
IS 15683 - 2016 

S NS NS NS 

2 Mechanical foam type (stored pressure), Fire 
extinguisher, IS 15683 - 2016 

NS S NS NS 

3 ABC Dry powder (stored pressure), Fire 
extinguisher, IS 15683 - 2016 

S S S NS 

4 Carbon dioxide type Fire extinguisher,  
IS 15683 - 2016 

NS S S NS 

5 TEC Dry powder (stored pressure), Fire 
extinguisher,  
AS per IS-IS: 11833 reaffirmed on 2007 

NS NS NS S 

 

NOTE. 1. S-Suitable, NS-Not Suitable. 
                     2. Once power supply is switched off Electrical fire can be  
                          considered in “A”, or “B” type fire. 
 

 A well planned and approved maintenance schedule is essential to ensure 
that extinguishers: 

(a) Will operate properly between the time intervals stipulated in the 
maintenance programme for periodical inspection/ maintenance; 

(b) Will not constitute a potential hazard to persons in its vicinity or to 
those who operate or recharge the extinguishers. 

  
Potentially the most serious hazard of defective extinguishers is the 

sudden uncontrolled release of pressure or ejection of parts.  It could be caused 
due to any one of the following reasons; 

(a) Corrosion of wear or damage to threads of any pressure retaining part; 
(b) Corrosion of welds; 
(c) Extensive general corrosion or severe pitting. 
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 An extinguisher may be considered unfit for use either because it is likely 
to operate correctly or because damage or corrosion is likely to become worse 
and make the extinguisher unsafe for use.  Some of such conditions being: 

(a) The bubbling or separation from the metal of a plastic lining; 
(b) Corrosion of the metal body under a plastic lining; 
(c) Corrosion of the metal body under a zinc or tin/ lead lining. 
(d) Corrosion, wear or damage to any part of the operating or control 

mechanism. 
 
 All the extinguishers installed in the premises should be subjected to 
detailed inspection and after thorough examination and rectification, if found 
suitable be re-charged and put in service.  As per the standards each of the 
extinguishers should be subjected to hydrostatic pressure test. 
  

The installation, maintenance, inspection and testing of all extinguishers in 
respect of mechanical parts, extinguishing media and expelling mean should be 
carried out by properly trained and competent personnel at frequent intervals, as 
per BIS-2190 to ensure that these are in their proper condition and have not been 
accidently discharged or loss pressure of suffered damage. The regular 
inspection of all extinguishers and their components like spares and refills kept in 
stores should also be done to ensure that these are in proper conditions and fit 
for use. 
  

The rejected fire extinguishers should be cut centrally across the body and 
made unusual before disposal so as to be prohibited their subsequent use. 
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